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Gartner expects hackers to gain the same benefits from GenAI:  

Productivity and skill augmentation.  GenAI tools will enable 

attackers to improve the quantity and quality of attacks at low cost.  

They will then leverage the technology to automate more of their 

malicious activities.  This presentation explores how malicious 

actors are using LLMs and Generative AI so that CISOs and 

their teams can adapt to the potential impact of GenAI use by 

attackers.
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1. Southwest Border Activities

2. Combating Transnational Criminal Organizations in the Western Hemisphere

3. Audit

4. Nuclear Modernization (including NC3)

5. Collaborative Combat Aircraft (CCAs)

6. Virginia-class Submarines

7. Executable Surface Ships

8. Homeland Missile Defense

9. One-Way Attack/Autonomous Systems

10. Counter-small UAS Initiatives

11. Priority Critical Cybersecurity:  Strengthening the military’s cyber defenses

12. Munitions

13. Core Readiness, including full DRT funding

14. Munitions and Energetics Organic Industrial Bases

15. Executable INDOPACOM MILCON

16. Combatant Command support agency funding for INDOPACOM,  NORTHCOM, 

SPACECOM, STRATCOM, CYBERCOM, and TRANSCOM

17. Medical Private-Sector Care

Secretary of Defense National Defense Priorities
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4 Ways Generative AI Will Impact CISOs and Their Teams

ChatGPT and large language models are the early signs of how generative AI will shape many business processes. Security and risk 

management leaders, specifically CISOs, and their teams need to secure how their organization builds and consumes generative AI, and 
navigate its impacts on cybersecurity.

CISOs and security teams need to prepare for impacts from generative AI 

in four different areas (see also Figure 1):

• “Defend with” generative cybersecurity AI: Receive the mandate to 

exploit GenAI opportunities to improve security and risk management, 

optimize resources, defend against emerging attack techniques or even 

reduce costs.

• “Attacked by” GenAI: Adapt to malicious actors evolving their

techniques or even exploiting new attack vectors thanks to the

development of GenAI tools and techniques.

• Secure enterprise initiatives to “build” GenAI applications: AI 

applications have an expanded attack surface and pose new potential 

risks that require adjustments to existing application security practices.

• Manage and monitor how the organization “consumes” GenAI: 

ChatGPT was the first example; embedded GenAI assistants in 

existing applications will be the next. These applications all have 

unique security requirements that are not fulfilled by legacy security 

controls.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Attacked by GenAI

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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AI Impacts the Threat Landscape with New 
Attack Surfaces and New Threats

• Highlighted in red are 
threats that are directly or 
indirectly expanded by, or 
entirely new due to, 
Generative AI. 

• Notice how most of them 
are on the right side of the 
ThreatScape, where 
attackers hold an 
advantage against 
defense.

Source: How to Respond to the 2025-2026 Threat Landscape

BEC=business email compromise

https://www.gartner.com/document/code/827923/preview
https://www.gartner.com/document/code/827923/preview
https://www.gartner.com/document/code/827923/preview
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Score 

Rank
Risk Name

Impact 

Score

Time Frame 

Score
Frequency

Unsettled Regulatory 

and Legal 

Environment

2.82 1.64 85%

AI-Enhanced Malware 3.00 1.56 76%

IT Vendor Criticality 3.08 1.54 73%

Tariff and Trade Policy 

Uncertainty
2.69 1.43 70%

Information 

Governance-Driven

AI Risks

2.65 1.80 61%

The 1Q25 Risk Meteors
Top Five Emerging Risks for 1Q25

By Risk Score1

Ranked Time to Impact

1

2

3

4

5

Organization

n = 266

 Source: 1Q25 Gartner Emerging Risks Survey
1Risk Score = Cube Root (Impact x Inverse Time Frame x Frequency Selected as a Top 10 Emerging Risk Rescaled)

2

IT Vendor 

Criticality

4

AI-Enhanced 

Malware

3

Tariff and Trade 

Policy 

Uncertainty

Unsettled 

Regulatory and 

Legal Environment

5

Information 

Governance-

Driven AI Risks

1

Note: Click here to view the entire ranked list of top 20 emerging risks.

Source:  1Q25 Emerging Risk Report

http://www.gartner.com/document/6292515?ref=cust_reco_sdemail
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The Danger: GenAI as a Double Edge Sword

Source: 4 Ways Generative AI Will Impact CISOs and Their Teams; The Impact of Generative AI on Security Behavior and Culture Programs

Be prepared for how threat actors are using generative AI

Deepfakes

Malware 

development

Disinformation

Enhanced 

phishing 
attacks 

Generative AI

https://www.gartner.com/document-reader/document/4490999
https://www.gartner.com/document-reader/document/5907675
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Increased Attacker Efficiency and Productivity 

1. Upskill Quickly: GenAI lowers the 
training required to write malware code 
and lures more efficiently.

2. Improves Automation: GenAI can 
chain tasks and use additional 
resources to achieve higher level goals.

3. Increases Scalability: GenAI can 
rapidly develop useful content for all 
stages of the kill chain (i.e. recon to 
exploit).

4. Plausibility and Variability: GenAI can 
discover and integrate curated content 
from multiple sources to increase 
trustworthiness of the lure.

5. Accuracy: Automation Enabled LLMs 
can be Fine Tuned with Defender and 
Attacker Data.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Attacker GenAI Use Cases 

• Vulnerability Research:  Discovering and exploiting system software weaknesses.

• Enhancing scripting techniques:  Automating and refining malicious code.

• Informed reconnaissance:  Collecting intelligence on potential targets.

• Anomaly detection evasion:  Designing attacks to bypass security measures.

• Operational command refinement:  Boosting the efficiency and effectiveness of attacks.

• Technical translations:  Modifying malware and tools for different languages and platforms.

• Malicious code development:  Creating new malware and exploits.

• Payload crafting:  Customizing attacks for specific targets and objectives.

• Bypassing security features:  Circumventing defenses like CAPTCHA.

• Operational planning:  Coordinating and executing complex, multi-stage attacks.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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CISOs need to be mindful of the growing 
threats emerging in the world of Dark AI

The list of known dark or dual-use models is 

growing rapidly with advances in AI capabilities

Underground AI 

Models

Description of Existing Dark or Dual-Use AI Models

Xanthrox Multi modal LLM assist hackers with producing a dynamic array of attacks (social engineering, phishing) processing audio, video, and producing code samples

FraudGPT Creating undetectable malware, writing malicious code, finding leaks and vulnerabilities, creating phishing pages, and for learning hacking

LoopGPT Arabic speaking edition of Fraud GPT

WormGPT Attack using LLMs to cascade breach across LLM runtimes

WolfGPT Attacker Enablement (unrestricted model) assist hackers with their hacking and programming endeavors

DarkBERT Similar to DarkBART, it’s a dark version of BERT GPT

DarkBART (Researcher access only) dark version of the Google BART AI

PassGPT
Trained on all the breached passwords (tests resulted in password guessing at 20% accuracy for unknown passwords for a user based on historical breached 

passwords)

XXXGPT First mention appears in a Telegram Channel March 2023, a user describes prompts that could be used to generate malicious code

Abrax666 Create scripts or emails and send bulk emails, SMS messages, or make calls and solve CAPTCHAs

darkgemini Now being sold on the dark web for a $45 monthly subscription. It can generate a reverse shell, build malware, or even locate people based on an image

demonGPT v2.0
Advertised on the turkhackteam[.]org site as “Dem0nGPT is an AI that allows users to create malware that spreads to all computers in a network 

simultaneously. This software is designed to achieve a malicious purpose and it often used in cyber attacks.”

Red Reaper Built by researchers, this is reportedly an “AI Espionage agent”

PoisonGPT
March 2024, DarkGPT7 an open-source intelligence assistant based on GPT-4 was introduced.  It was designed to perform queries on leaked credential dumps

What strategies can organizations execute 

to safely navigate the dangers ahead

Various other Open models (Mistral, Gemma, DAN (Do Anything Now) 

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Known Generative AI Attacks   

• Faster Better Social Engineering Content (i.e. phish & websites, etc)

• Deep Fake Social Engineering 

• Authentication Bypass (i.e. deepfake voice, password cracking)

• Inauthentic Human Amplification/Impersonation (i.e. bots)

• Fake Gen AI 

• Fake Open-source Utilities

• Jailbroken GenAI

• Polymorphic Malware 

• Smart Malware 

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Smart Malware Emerges

• Smart malware is a type of malicious 
software that utilizes artificial intelligence 
with automation and its own Generative AI 
model knowledge to carry out basic, novel 
and sophisticated cyber attacks.

• It is designed to be goal-oriented, 
meaning it has a specific objective to 
achieve, such as stealing sensitive 
information, or breaching and disrupting 
critical systems.

• Smart malware can carry out its attacks 
without human intervention, and it is self-
critiquing and self-replicating, meaning it can 
analyze its own performance and adjust its 
tactics accordingly and utilize the remote 
agents it creates to propagate and delegate 
tasks.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Multi-modal Deepfake Identity Impersonation

Source: How to Mitigate Deepfake Identity Impersonation Attacks 

Attacks on 
automated processes

Voice Face
Biometric 

recognition Audio calls Video calls

Attacks on employees 
involving social engineering

Attacks

https://www.gartner.com/document-reader/document/6150191
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How to Mitigate Deepfake Identity Impersonation 
Attacks

Source: How to Mitigate Deepfake Identity Impersonation Attacks 

Recommendations

• Improve the resilience of biometric voice recognition by deploying 

deepfake audio detection in combination with other risk signals to thwart 

attacks.

• Protect the integrity of processes involving face recognition such as 

Identity Verification (IDV) by favoring vendors that have a layered approach 

involving presentation attack detection (PAD), injection attack detection, 

deepfake image detection and additional signals based on device, location 

and behavior.

• Mitigate the risk of social engineering attacks that use deepfakes against 

employees by hardening business processes and improving security 

awareness. Explore real-time deepfake detection for videoconferencing 

platforms but recognize that this is still nascent and unproven.

https://www.gartner.com/document-reader/document/6150191
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How Common Are Such Deepfake Attacks?

We did not 

experience 

this

We had at 

least one 

minor incident

We had >5 

minor 

incidents

We had at 

least one 

major incident

We had >5 

major 

incidents

Deepfake audio used against 

automated voice biometrics
67% 19% 11% 2% 0%

Deepfake video used against 

automated face biometrics or 

identity verification

69% 19% 9% 2% 1%

Social engineering with 

deepfake during audio call 

with an employee

56% 28% 10% 5% 0%

Social engineering with 

deepfake during video call 

with an employee

63% 21% 10% 5% 1%

n = 302 

Major incident = resulting in loss of IP, significant financial loss or business interruption

Source:  How to Mitigate Deepfake Identity Impersonation Attacks 

https://www.gartner.com/document-reader/document/6150191
https://www.gartner.com/document-reader/document/6150191
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MITRE ATT&CK and LLM Threat

Gartner:  4 Ways Generative AI will impact CISOs and Their Teams

CISOs and cybersecurity 

leaders turn to useful 

scoring and classification 

frameworks such as 

MITRE ATT&CK, OWASP 

top 10s, CVE, CVSS, 

EPSS or vendor-

proprietary scoring 

systems to help prioritize 

actions.

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Industry Frameworks in Support of AI

Source: NIST AI RMF Source: OWASP Top 10 for Large Language Model Applications

Source: MITRE ATLAS

ATLAS (Adversar ial Threat Landscape for Artificial-Intelligence Systems) is a globally accessible, living knowledge base of adversary tactics and techniques 

against Al-enabled systems based on real-world attack observations and realistic demonstrations from Al red teams and secur ity groups.

Gartner:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.nist.gov/itl/ai-risk-management-framework
https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://atlas.mitre.org/
https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch


RESTRICTED DISTRIBUTION

20 © 2025 Gartner, Inc. and/or its affiliates. All r ights reserved.    

• NIST has developed a framework to better manage risks 
to individuals, organizations, and society associated with 
artificial intelligence (AI). 

• The Framework was developed through a consensus-
driven, open, transparent, and collaborative process that 
included a Request for Information, several draft 
versions for public comments, multiple workshops, and 
other opportunities to provide input 

• It is intended to build on, align with, and support AI risk 
management efforts by others

• Composed of four functions: GOVERN, MAP, 
MEASURE, and MANAGE

• Each high-level function is broken down into categories 
and subcategories

• Categories and subcategories are subdivided into 
specific actions and outcomes

NIST AI Risk Management Framework

Functions organize AI risk management activities at their highest level to 

govern, map, measure, and manage AI risks. Governance is designed to 
be a cross-cutting function to inform and be infused throughout the 
other three functions.

Source: NIST AI RMF

https://www.nist.gov/itl/ai-risk-management-framework


Cybersecurity is Shifting from Response to Preemptive

• GenAI turns detection and response into an unwinnable 
hacker-defender AI “arms race” (always 1 step behind).

• AI-based attacks will out-maneuver human-led reactive 
approaches.

• Progress in security including areas augmented with AI 
will not be able keep up with AI-based attacks.

• The only defense proven to be effective against GenAI 
driven threats is AI-driven preemptive defense.

Traditional Defense

(Detect & Respond)

Preemptive Defense

(Deny, Disrupt & Deceive)

Endpoint
Detect and block suspicious 

activity on endpoints.

Use AMTD to morph the attack 

surface and leverage deception 

elements (decoys) to continuously 

disrupt attackers.

Network
Detect and block suspicious 

activity within the network.

Use advanced obfuscation to 

make assets invisible and 

deception assets to engage with 

attackers & collect intel.

Identity
Detect and block suspicious

access attempts to identities.

Introduce synthetic deception

identities to delay attackers.

Advanced 
Obfuscation

AMTD and 
Autonomous Deception

Predictive Threat Intel & 
Exposure Management

❖ Emerging Disciplines of Preemptive Cybersecurity:

EXAMPLE:

RESTRICTED

© 2025 Gartner, Inc. and/or its affiliates. All rights reserved.21

Source:  Top 5 Emerging Disruptions Driving the Future of Security in Business

Preemptive Cybersecurity is about acting before attacks 

happen to prevent attackers from pursuing their goals.

AMTD=Automated Moving Target Defense

Emerging%20Tech%20Disruptors:%20Top%205%20Early%20Disruptive%20Trends%20in%20Cybersecurity%20for%202025


Preemptive Cybersecurity is a Multi-Billion Dollar Opportunity

❖ Preemptive cybersecurity will impact the whole of the
security products and services market.

❖ The extended detection and response (XDR) market 
segment will be the most impacted.

❖ A few large solution integrators and fast-growing startups will 
dominate this emerging market.

❖ They will compete on partner ecosystems, established GTM
channels, skilled labor availability, and pricing.

❖ Many new startups are racing to deliver & monetize new 
solutions in this space.

Preemptive Cybersecurity market segments will evolve 
around 5 key use cases:

1) Automated Moving Target Defense

2) Predictive Threat Intelligence

3) Advanced Cyber Deception

4) Network Threat Detection & Observability

5) Threat Simulation & Automated Exposure Management

By 2028, Preemptive Cybersecurity solutions will have displaced at least 25% of the solutions that are 
focused solely on traditional detection and response methodologies, up from less than 5% in 2023.

Top Use Cases in Preemptive Cybersecurity

RESTRICTED

© 2025 Gartner, Inc. and/or its affiliates. All rights reserved.22

Source:  Top 5 Emerging Disruptions Driving the Future of Security in Business

file:///C:/Users/lreginal/Desktop/2025 SRM Summit/DarkAI Presentation/Presentation/Emerging Tech Disruptors: Top 5 Early Disruptive Trends in Cybersecurity for 2025
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This Will Be a 

Long Journey…
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✓ Avoid distraction from the hype and focus on 

monitoring microtrends for existing and 

emerging threat vectors.

✓ Reinforce your investments in resilience and in 

reducing your exposure to categories of 

threats, rather than individual known attacks.

✓ Upskill!

(see Implement a Continuous Threat Exposure Management (CTEM) Program).

https://www.gartner.com/document-reader/document/code/763954?ref=authbody&refval=4490999
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Next Steps:  Adapt to Potential Impact of 
GenAI uses by Attackers

• Consider that the right order for any investment in security is 

people, process and, only then, technology. Focus on the threat 

vectors that are tied closely to human interpretation impacted by 

generated content for which there are no existing technical 

controls.

• Monitor industry statistics to measure the impact of GenAI on 

the attacker landscape.

• Ensure you can measure drift in detection rate from existing 

controls.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Next Steps:  Adapt to Potential Impact of 
GenAI uses by Attackers

• Elevate requirements for more adaptive behavioral and ML defenses 

in your existing security controls. Currently, only 50% of enterprise 

endpoints have behavioral-based detection logic.

• Challenge all existing and prospective security infrastructure vendors 

to outline how the product and research will evolve to address the 

emerging velocity of threats and tactics that are now possible due to 

GenAI. Beware of overstated claims in this area.

• Evaluate the business dependency of key digital supply chain 

software and develop playbooks for zero-day vulnerability attacks.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Next Steps:  Adapt to Potential Impact of 
GenAI uses by Attackers

• Reduce the number of “blind spots” — assets, transactions and 

business processes that you cannot monitor for anomalies.

• Address the potential increased risk of fraudulent content and 

influence operations on the corporate brands.

• Add GenAI content to security awareness training and phishing 

simulations. Strengthen business workflow to become more resistant 

to realistic phishing campaigns and voice and video impersonations.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Key Recommendations 

Focus on deepfakes and social engineering as urgent problems 

to solve.

Leverage behavioral defense such as Endpoint Detection and 

Response (EDR) and Extended Detection and Response (XDR) 

Attack surface mapping 

Identity threat detection and response 

Monitor for supply chain attacks in Developer code

Source:  4 Ways Generative AI will impact CISOs and Their Teams

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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Dark AI 2.0:  Use Decision Intelligence for 
Decision Advantage

ChatGPT and large language models are the early signs of how generative AI will shape many business processes. Security and risk 

management leaders, specifically CISOs, and their teams need to secure how their organization builds and consumes generative AI, and 
navigate its impacts on cybersecurity.

CISOs and security teams need to prepare for impacts from generative AI 

in four different areas (see also Figure 1):

• “Defend with” generative cybersecurity AI: Receive the mandate to

exploit GenAI opportunities to improve security and risk management,

optimize resources, defend against emerging attack techniques or even

reduce costs.

• “Attacked by” GenAI: Adapt to malicious actors evolving their 

techniques or even exploiting new attack vectors thanks to the 

development of GenAI tools and techniques.

• Secure enterprise initiatives to “build” GenAI applications: AI 

applications have an expanded attack surface and pose new potential 

risks that require adjustments to existing application security practices.

• Manage and monitor how the organization “consumes” GenAI: 

ChatGPT was the first example; embedded GenAI assistants in 

existing applications will be the next. These applications all have 

unique security requirements that are not fulfilled by legacy security 

controls.

Source:  4 Ways Generative AI will impact CISOs and Their Teams

Dark AI 2.0

Use Decision Intelligence for 

Decision Advantage

Preemptive Cybersecurity

https://www.gartner.com/document-reader/document/4490999?ref=TypeAheadSearch
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