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What did 
YOU think 
of when 
you first 

heard Zero 
Trust?



What We Think – Our Point of View on Zero Trust

• Traditional perimeter-based responses don’t cut it anymore

• You need faster – and better – responses

• KNOW, MONITOR and MAINTAIN security posture

• Remove inherent trust relationships in IT networks

• Assume no connection, device or identity is to be trusted, 
regardless of location.

• Continuous diagnostics and monitoring, dynamic authentication, 
authorization and validation every user, device, application and 
connection - before granting access to a resource

• Knowledge that goes beyond just an inventory. 

• Monitoring that goes beyond alerts

• Visibility that leads to action

• In practice

• Eliminate components that enable adversaries

• Behavioral and Agentic:  New technologies (e.g. LLMs) mean 
new unique threats and threat vectors

• Go beyond traditional SAST and DAST to leverage AI for 
dynamic contextual testing 
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41-50K
new weaknesses expected in 2025 – 

Forum of Incident Response and Security, 
from 2025 Application Security 

Benchmark by OX Security

AppSec alerts that are informational – 

2025 Application Security Benchmark by 
OX Security

95+%



Why Care?

Anyone 
relate?
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Where We Fit
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Principles from CISA: Applications
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Principles from CISA: Devices
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Why We Care:  Better Help To Empower the Warfighter
Accelerate delivery of critical software capabilities
Challenges from Commission on Software Defined Warfare

Enable Security at Speed

“There is a major shortfall of software pipelines, talent and resources to meet the demand for software-defined 
warfare within DoD organizations.”

Support A Diverse Industrial Base

“The absence of a software-centric culture across the DoD impedes the employment of modern DevSecOps, which 
fosters rapid iterations”

Recommendations:

Working with testers and certifiers to understand cybersecurity, integration and other factors to assess the risks and 
processes of using the software in the defense domain

“… These factories should enable increased speed and quality of deploying code to various environments while 
maintaining interoperability and cybersecurity…”
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Inside Threats



Big AppSec Threat Areas Today
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Software supply chain

Vibe coding



Funny Example of How I 
Know We Still Have a Long 
Way to Go…

Remember that Zero 
trust image from 
earlier?  This is the 
first prompt that I 
tried…
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… And the 2nd 
attempt didn’t go 
much better…
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… After an attempt to 
show a complicated 
vault, this was my 
favorite one …



Big AppSec Threat Areas Today

Open Source:
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Still enough of a problem that CISA 
announced a new forensics utility to help



Big AppSec Threat Areas Today

APIs:
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Percentage of CISOs with full 
visibility and tracking for API 
Landscape

Percentage and Frequency at 
which APIs are updated …

BUT

Percentage of Organizations that 
have a Continuous auditing 
Frequency for their APIs

19%

75% 
every 2 weeks

34%



Big AppSec Threat Areas Today

Software Supply Chain:
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45%  
organizations worldwide expected to experience 

attacks on their software supply chains
3x rise from 2021.

Source:  Gartner Cybersecurity Trends

Equally, a recent study by 
Juniper estimates cyberattacks targeting 

software supply-chain could cost organizations 
an estimated $81 billion in lost revenue and 

damages annually by 2026.

https://www.blackberry.com/us/en/pdfviewer?file=%2Fcontent%2Fdam%2Fresources%2Fblackberry-com%2Fresource-library%2Fen%2Fbrand%2F2023%2Fstandard%2Fwp%2Fwp-juniper-research-vulnerable-software-supply-chains.pdf&utm_source=tldrsec.com&utm_medium=referral&utm_campaign=an-overview-of-software-supply-chain-security
https://blogs.blackberry.com/en/2023/05/vulnerable-software-supply-chains-juniper?utm_source=tldrsec.com&utm_medium=referral&utm_campaign=an-overview-of-software-supply-chain-security
https://blogs.blackberry.com/en/2023/05/vulnerable-software-supply-chains-juniper?utm_source=tldrsec.com&utm_medium=referral&utm_campaign=an-overview-of-software-supply-chain-security


Outside Threats



Big Threats Today:
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Software supply chain

Who’s Using 
What?

&

It’s All 
Connected!
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Software supply chain

Where’d 
*THAT* 
Prompt 
Come 
From?



Why is Resource 
Protection So Important?
What’cha talkin’ ‘bout Willis?

Did Someone 
Say 

Hallucinations?



But Rob, what 
do we DO???

How We Can 
Help

This Photo by Unknown Author is licensed under CC BY-SA

https://positek.net/win10-autocorrect-frustration/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/


Raise Visibility for 
Rapid Response



HCL AppScan 360º: A Scalable Application Security Platform

PLAN

DEVELOP

BUILD

TEST

RELEASE

DEPLOY

OPERATE

MONITOR

FEEDBACK

Threat Modeling

Security Code Development 

Static Code Scan (pre-commit)

Code Commit Scan

Static Application Security 
Test and Scan

Dependency Vulnerability 
Checking 

Dynamic Application Security Test 

Manual Security Testing e.g.,  Pen Test

Post Deployment Security Scan

Operational Dashboard

System Security Monitoring;, 
e.g., SIEM Integration

AppScan RapidFix

SBOM

HCL AppScan 360º: 
      A Scalable Application Security Platform
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Continuous Diagnostics and 
Mitigation for Endpoints

• Collect telemetry to assess 
endpoint security and 
integrity

• Update Device 
configurations and settings 
AUTOMATICALLY

• Change access policies 
dynamically to isolate 
vulnerable or 
compromised resources
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How to Contact Us – visit us at hclfederal.com

Check out our new video:  https://www.hclfederal.com/govloop-appsec
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