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What did
YOU think
of when
you first
heard Zero
Trust?
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What We Think — Our Point of View on Zero Trust

* Traditional perimeter-based responses don’t cut it anymore

* You need faster — and better — responses 41 50K
aw

e  KNOW, MONITOR and MAINTAIN security posture
* Remove inherent trust relationships in IT networks new weaknesses expected in 2025 —
* Assume no connection, device or identity is to be trusted, Forum of Incident Response and Security,

regardless of location. . .
s . . o . — from 2025 Application Security
e Continuous diagnostics and monitoring, dynamic authentication,

authorization and validation every user, device, application and Benchmark by OX Security
connection - before granting access to a resource

* Knowledge that goes beyond just an inventory.

* Monitoring that goes beyond alerts 95+%

Visibility that leads to action

 In practice AppSec alerts that are informational —
* Eliminate components that enable adversaries 2025 Application Security Benchmark by
* Behavioral and Agentic: New technologies (e.g. LLMs) mean OX Security

new unique threats and threat vectors

* Go beyond traditional SAST and DAST to leverage Al for
dynamic contextual testing
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<« Post

@ Michael Kanaan

Today, | am writing an open letter echoing some recent servicemembe
frustrations regarding computers in the Department of Defense. These

Why Ca rE? are voices that have gone unheard for far too long. It's titled: "Fix Our
Computers"

Dear DoD,

You tell us to accelerate change or lose, then fix our computers.
Before buying another plane, tank, or ship, fix our computers.
Yesterday, | spent an hour waiting just to log-on. Fix our computers

Before spending another dollar on a Request for Proposals from industry asking for the same thing you asked
for last year, fix our computers.

Want innovation? You lost literally HUNDREDS OF THOUSANDS of employee hours last year because
computers don't work. Fix our computers.

Are you reading inputs from any of the various idea/innovation programs? Fix our computers.
| Googled how much the computer under my desk costs in the real-world. It was $108 dollars. Would you
ever buy a $100 dollar computer? Fix our computers

Are you a senior leader visiting a unit? Ask if their computers work

1 opened an Excel file today . . . my computer froze and needed to be restarted. Fix our computers.

? I turned on my computer and it sat at 100% CPU usage. Fix our computers
. Tanium battling McAfee for scans all day takes up 40% of the processes inside the machine. Fix our
computers.,

My computer updated and restarted 10 times today. Fix our computers.

We've been doing more with less for too long. Fix our computers
What happened to the cloud? Fix our computers.
Why am i using Internet Explorer? Fix our computers.

Making computers so useless that nobody can hack them is not a strategy (yet they hack them anyway). Fix
our computers.

We're the richest and most well funded military in the worid. | timed 1 hour and 20 minutes from logging in
to Outlook opening today. Fix our computers.

Ultimately, we can't solve problems with the same tools that made them . and yet somehow fundamental
IT funding is still an afterthought . _ . it's not a money problem, it's a priority problem.

Sincerely and on behalf of,

Every DoD employee.
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Where We Fit
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Figure 1: Zero Trust Maturity Model Pillars®
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Principles from CISA: Applications

Table 3: Applications and Workloads

protections for known

protections against known

application-specific and

Function Traditional Initial Advanced Optimal

Application Threat Agency threat protections Agency integrates threat Agency integrates threat Agency integrates advanced
Protections have minimal integration protections into mission protections into all threat protections into all
(Formerly Threat with application workflows, | critical application application workflows, application workflows,
Protections) applying general purpose workflows, applying protecting against some offering real-time visibility

and content-aware

(Formerly Accessibility)

critical applications™*
available only over private
networks and protected
public network connections
(e.g., VPN) with monitoring.

applicable mission eritical
applications available over
open public networks to
authorized users with need
via brokered connections.

applicable mission critical
applications available over
open public network
connections to authorized
users as needed.

threats. threats and some application- | targeted threats. protections against
specific threats. sophisticated attacks tailored
to applications.
Accessible Applications Agency makes some mission | Agency makes some of their | Agency makes most of their | Agency makes all applicable

applications available over
open public networks to
authorized users and devices,
where appropriate, as
needed.

Secure Application
Development and
Deployment Workflow
(New Function)

Agency has ad hoc
development, testing, and
production environments
with non-robust code
deployment mechanisms.

Agency provides
infrastructure for
development, testing, and
production environments
{(including automation) with
formal code deployment
mechanisms through CI/CD
pipelines and requisite access
controls in support of least
privilege principles.

Agency uses distinet and
coordinated teams for
development, security, and
operations while removing
developer access to
production environment for
code deployment.

Agency leverages immutable
workloads where feasible,
only allowing changes to
take effect through
redeployment, and removes
administrator access to
deployment environments in
favor of automated processes
for code deployment.

Application Security
Testing (Formerly
Application Security)

Agency performs application
security testing prior to
deployment, primarily via
manual testing methods.

Agency begins to use static
and dynamic (1.e.,
application 1s executing)
testing methods to perform
security testing, including
manual expert analysis, prior
to application deployment.

Apency integrates
application security testing
into the application
development and
deployment process,
including the use of periodic
dynamic testing methods.

Agency integrates
apphication security testing
throughout the software
development lifecycle across
the enterprise with routine
automated testing of
deployed applications.
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Principles from CISA: Devices

Table 3: Devices Pillar

vendor manner and manages
its own supply chain
acquisition of devices and
services in ad hoc fashion
with a limited view of
enterprise risks.

establishing policies and
control baselines according to
federal recommendations using
a robust framework, (e.g.,
NIST SCRM.)*

assets via automated
processes that can function
across multiple vendors to
verify acquisitions, track
development cycles, and
provide third-party
assessments.

Function Traditional Initial Advanced Optimal
Policy Enforcement & Agency has limited, if any, | Agency receives self-reported | Agency has verified insights | Agency continuously verifies
Compliance Monitoring visibility (i.e., ability to device characteristics (e.g., (1.e., an administrator can insights and enforces
(New Function) inspect device behavior) keys, tokens, users, etc., on the | inspect and verify the data compliance throughout the
into device compliance with | device) but has limited on device) on initial access lifetime of devices and
few methods of enforcing enforcement mechanisms. to device and enforces virtual assets. Agency
policies or managing Agency has a preliminary, compliance for most devices | integrates device, software,
software, configurations, or | basic process in place to and virtual assets. Agency configuration, and
vulnerabilities. approve software use and push | uses automated methods to vulnerability management
updates and configuration manage devices and virtual | across all agency
changes to devices. assets, approve software, environments, including for
and identify vulnerabilities virtual assets.
and install patches.
Asset & Supply Chain Agency does not track Agency tracks all physical and | Agency begins to developa | Agency hasa
Risk Management (New physical or virtual assets in some virtual assets and comprehensive enterprise comprehensive, at- or near-
Function) an enterprise-wide or cross- | manages supply chain risks by | view of physical and virtual | real-time view of all assets

across vendors and service
providers, automates its
supply chain nisk
management as applicable,
builds operations that
tolerate supply chain
failures, and incorporates
best practices.

Resource Access
(Formerly Data Access)

Apency does not require
visibility into devices or
virtual assets used to access
TESOUTCEs.

Agency requires some devices
or virtual assets to report
characteristics then use this
information to approve
IESOUrce ACccess.

Agency’s initial resource
access considers verified
device or virtual asset
insights.

Apency's resource access
considers real-time risk
analytics within devices and
virtual assets.

HCLSoftware
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Why We Care: Better Help To Empower the Warfighter
Accelerate delivery of critical software capabilities

Challenges from Commission on Software Defined Warfare

Enable Security at Speed

“There is a major shortfall of software pipelines, talent and resources to meet the demand for software-defined
warfare within DoD organizations.”

Support A Diverse Industrial Base

“The absence of a software-centric culture across the DoD impedes the employment of modern DevSecOps, which
fosters rapid iterations”

Recommendations:

Working with testers and certifiers to understand cybersecurity, integration and other factors to assess the risks and
processes of using the software in the defense domain

“... These factories should enable increased speed and quality of deploying code to various environments while
maintaining interoperability and cybersecurity... HCLSoftware 10
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@ GarryTan@ M

For 25% of the Winter 2025 batch, 95% of lines of code are LLM
generated.

Big AppSec Threat Areas Today

That’s not a typo. The age of vibe coding is here.

. Y Combinator # @ycombinator - Mar 5

Andrej Karpathy recently coined the term “vibe coding” to describe how LLMs
are getting so good that devs can “give in to the vibes, embrace exponentials,

(] (]
V I b e c O d I n g and forget that the code even exists.”

In this episode of the @LightconePod, the hosts discuss this new way of ...

Percentage of developers who
say they do not trust the output
or answers

Source: 2024 Stack Overflow Developer Survey
Response on Challenges with Al at Work
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show me a picture of something with an excessive amount of locks

Funny Example of How |
Know We Still Have a Long
Way to Go...

Remember that Zero
trust image from
earlier? This is the
first prompt that |
tried...

HCLSoftware 13



make the picture on the right more complicated, like a vault

... And the 279
attempt didn’t go
much better...

... After an attempt to
show a complicated
vault, this was my
favorite one ...

HCLSoftware 14



Big AppSec Threat Areas Today

Open Source:

Still enough of a problem that CISA
announced a new forensics utility to help

23 cisa.gov/new

S|

Topics v Spotlight Resources & Tools v News & Events v Careers v About v

Home [/ News&Events / Mews [ CISAAnnounces Release of Thorium for Malware Analysis

PRESS RELEASE

CISA Announces Release of Thorium for Malware
Analysis

Provides cyber defenders with scalable platform that can incorporate multiple analysis tools for

automated file analysis and aggregated findings

Released: July 31,2025

RELATED TOPICS: CYBERSECURITY BEST PRACTICES

e EEE—

S Post

SDT SD Times &)

Sonatype has published its Open Source Malware Index for Q2 2025,
Google added Batch Mode to the Gemini API, and Payara and Azul
announced a new partnership for enterprise Java modernization.

NLAWVMAIVNT LIV WINNLLMAINZWNWNs YV

16,279 188%

New open source malware
packages discovered last quarter

crypto
miner 2%
packages

More than 4,400 malicious packages in Q2 2025 were secrets exfilration malware, which are packages
Sonatype Open Source Malware Index, Gemini APl Batch Mode, and more - Daily New...

increase in total malware
discovered over the same
time last year

contained
code
injection

data
corruption

data exfil
packages
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Big AppSec Threat Areas Today

AP]s:

Percentage of CISOs with full 1 Q(y
visibility and tracking for API 0
Landscape

Percentage and Frequency at o =
which APIs are updated ... 7 5 A)

BUT every 2 weeks

Percentage of Organizations that

have a Continuous auditing 340/
Frequency for their APIs 0

HCLSoftware 16



Big AppSec Threat Areas Today
Software Supply Chain:

45%

organizations worldwide expected to experience
attacks on their software supply chains
3x rise from 2021.
Source: Gartner Cybersecurity Trends

Equally, a recent by
Juniper cyberattacks targeting
software supply-chain could cost organizations
an estimated billion in lost revenue and
damages annually by 2026.

NIST

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

NIST SP 800-218

searchCSRC Q| =CSRCMENU

COMPUTER SECURITY
RESOURCE CENTER
CSRC

Secure Software Development Framework (SSDF) Version 1.1: Recommendations for

Mitigating the Risk of Software Vulnerabilities

f Xinu
Date Published: February 2022

Supersedes: CSWP 13 (04/23/2020)

Author(s)
Murugiah Souppaya (NIST), Karen Scarfone (Scarfone Cybersecurity), Donna Dodson

Abstract

Few software development life cycle (SDLC) models explicitly address software security in detail, so secure software
development practices usually need to be added to each SDLC model to ensure that the software being developed is well-
secured. This document recommends the Secure Software Development Framework (SSDF) - a core set of high-level secure
software development practices that can be integrated into each SDLC implementation. Following these practices should
help software producers reduce the number of vulnerabilities in released software, mitigate the potential impact of the
exploitation of undetected or unaddressed vulnerabilities, and address the root causes of vulnerabilities to prevent future
recurrences. Because the framework provides a common vocabulary for secure software development, software
purchasers and consumers can also use it to foster communications with suppliers in acquisition processes and other
management activities.

DOCUMENTATION

Publication:

(4 https://doi.org/10.6028/NIST.5P.800-218
& Download URL

(8 Potential updates (xlsx)

[ Translations

Supplemental Material:

RSP 800-218 Table in Excel (xisx)

W Delta from April 2020 paper (docx)

W Delta from September 2021 public draft (docx)

(B SSDF Project homepage

B Executive Order 14028, Improving the Nation's

Cybersecurity

Publication Parts:
SP800-218A
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https://www.blackberry.com/us/en/pdfviewer?file=%2Fcontent%2Fdam%2Fresources%2Fblackberry-com%2Fresource-library%2Fen%2Fbrand%2F2023%2Fstandard%2Fwp%2Fwp-juniper-research-vulnerable-software-supply-chains.pdf&utm_source=tldrsec.com&utm_medium=referral&utm_campaign=an-overview-of-software-supply-chain-security
https://blogs.blackberry.com/en/2023/05/vulnerable-software-supply-chains-juniper?utm_source=tldrsec.com&utm_medium=referral&utm_campaign=an-overview-of-software-supply-chain-security
https://blogs.blackberry.com/en/2023/05/vulnerable-software-supply-chains-juniper?utm_source=tldrsec.com&utm_medium=referral&utm_campaign=an-overview-of-software-supply-chain-security
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Big Threats Today
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Prepare Your Endpoints
For Zero Trust Compliance

Its core concept of "never trust, always verify” helps you discover

vulnerable endpoints to mitigate threats.

607%

of 815 enterprise
executives say they will
use Zero Trust network
architecture for all
endpoints by 2026

Reasons Zero Trust is Gaining Steam:

of 300 IT decision-

of organizations surveyed
in 2022 reported they
have already deployed
a Zero Trust approach,

compared to 35% in 20212

makers cited ransomware
threats, and 53% cited
remote worker risks as top
Zero Trust drivers®



The Rise and Rise of A.l. ) size= no.of perameters . open-access
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= » Grok 3 > @ = » Grok 3 > @ = » Grok 3 > G

Why is Resource
Who would win in a fight between

P rOte Ct i on SO I m po rta nt? i:::;wwrgjlgroa;k%?szoss vs King Now show them fighting King Kong and Bob Ross?
What'cha talkin’ ‘bout Willis?

Let's break this down in a fun,
speculative way! A fight between King
Kong and Bob Ross is a classic
mismatch of size, strength, and
temperament, but we can explore the
dynamics to see who might come out
on top.

King Kong's Strengths:

Did Someone

« Size and Power: King Kong is a
giant gorilla, often depicted as

standing anywhere from 50 to 100
ay Who would win in a fight between feet tall in various adaptations, with
Now show them fighting King Kong and Bob Ross? immense physical strength. He can

lift massive objects, climb

[ [ _ Vv v N/
Ha uc’n a t’ons .I' ﬂ I . j | et'e hraak thic Anwn in a fiin skyscrapers like the Empire Sta..
o

Ask Anything Ask Anything Ask Anything

@ & DeepSearch @ Think 0 @ @ & DeepSearch @ Think A} “ @ & DeepSearch @ Think ) @
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But Rob, what

do we DO??? HEL P

How We Can
Help
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https://positek.net/win10-autocorrect-frustration/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
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HCL AppScan 3608°:
A Scalable Application Security Platform

O Security Code Development

0 Static Code Scan (pre-commit)
Threat Modeling

0 Code Commit Scan 0 Post Deployment Security Scan

0 AppScan RapidFix \

O Static Application Security (X7

Test and Scan ¥ ” S A\ A
";\,.I ) _‘__. v—d \ =y- ;)
. Bw{b Y DPERATE
0 Dependency Vulnerability —‘\ N\ Q.‘/ ~ _/—— Operational Dashboard
Checking .. AN A \/4
AN A

0 Dynamic Application Security Test

0 Manual Security Testing e.g., Pen Test System Security Monitoring;,
e.g., SIEM Integration



Report data in real-time
and build a score-based
trust algorithm.

Automatically apply
patches and update
configurations that
aren’t secure.

Proactively monitor and measure
the security posture and integrity of
all owned and unmanaged devices
connecting to your resources.

@ HCL BigFix Instantly change
CAPABILITIES access policies and

close endpoints.

Automatically collect telemetry
about the state of assets, network
infrastructure, and communications
to improve your security posture,



Continuous Diagnostics and
Mitigation for Endpoints

e Collect telemetry to assess
endpoint security and
Integrity

 Update Device
configurations and settings
AUTOMATICALLY

* Change access policies
dynamically to isolate
vulnerable or
compromised resources

As a leader in endpoint management, here’s how BigFix supports Zero
Trust per the NIST 800-207 compliance standard:

+ 215 — Continuously measure and monitor the integrity and security posture of your owned
- and associated assets.

E + 217 — Collect as much information as possible about the current state of assets, network
X,
~  infrastructure and communications and use this information to improve your security posture.

+ 30— Deploy a Continuous Diagnostics and Mitigation (CDM) system to gather information
= about the current state of your enterprise assets, and apply necessary updates to
configuration and software components.

@ + 31— Deploy an industry compliance system to ensure the enterprise remains compliant with
~  anyrequlatory requirements.

.= + 3.3 — Feed information into your enterprise’s ZTA Trust Algorithm, to provide known status
= updates and ensure continuous policy enforcement.

Big Fix stands ready to help you meet industry-specific policy requirements to ensure requlatory
compliance, all through the lens of Zero Trust.
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How to Contact Us — visit us at hclfederal.com

Check out our new video: https://www.hclfederal.com/govloop-appsec

HCLSOﬂwam HOME PRODUCTS SUPPORT RESOURCES PARTMERS ABOUTUS

The App Security
Imperative: Closing the |

2deral

Cyber Gap givioop LSoftware
vioc

Government agencies have a mandate to

protect citizen data, but vulnerable code, faulty

design and an insecure supply chain can leave

gaps in cybersecurity. o BT

This 4-minute video explains how to close those gaps by building, maintaining and continually
validating software inventory, and incorporating testing throughout the development process to

improve application security.

HCLSoftware s
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