38th Engineering Squadron

Plan, engineer, implement, assess, and restore

“We're both paying for the same system

AF cyber capabilities throughout the cyberspace domain
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ém Before We Start

Y of 15

All of the following statements apply specifically to NIPRnet and SIPRnet.

This discussion does NOT concern air-gapped environments or mission systems.

The intent of this presentation is to provide a framework for data acquisition that satisfies all parties
concerned with the general information technology ecosystem of the Air Force, NOT your super-niche

mission.
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Who’s The Guy

Denver

Best: 9.792s Averag

Time

® Login @ OpenExcel
@ Logout

N -
-
)
1 Aug 2018 4:30 PM :
Status: Excessive ility: 100.0%
« Login 1.951s v - -
¢« Open Excel 2.555s Y
« Select File 2.111s YN
Download File 2.671s 430 PM
Export File 24.625s Export File
¢ Logout 2.904s




ém Lines of Effort We All Can See

a5 of 1<

LOE 1 (Collapsing Tools): “We’re paying for disparate systems that don'’t talk to each other, our airmen aren’t
trained on, and this leaves us less prepared when we rotate.”

The Air Force, pretty much unanimously: “Yep! We see the same thing occurring on our end. Let’s get on the
same page.”

The Air Force’s Action: Establish colocated PMOs and begin tool consolidation. Ref: IDCS, EPMS, etc.
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ém Lines of Effort We All Can See

a5 of 1<

LOE 1 (Collapsing Tools): “We’re paying for disparate systems that don’t talk to each other, our airmen aren’t
trained on, and this leaves us less prepared when we rotate.”

The Air Force, pretty much unanimously: “Yep! We see the same thing occurring on our end. Let’s get on the
same page.”

The Air Force’s Action: Establish colocated PMOs and begin tool consolidation. Ref: IDCS, EPMS, etc.

LOE 2 (Data Ops & “Single Source of Truth”): “We've got multiple tools monitoring the same things- which tool
do I listen to and how do | cross-correlate?”

The Air Force, pretty much unanimously: “Yep! We need to join the data and begin data analysis at once.”

The Air Force’s Action: Begin data consolidation into clouds, enforce cloud migrations. Ref. CloudOne,
PlatformOne, etc.
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ém Enter: Your Requirements vs. My Requirements

a5 of 1<

PMO1: Our 1067 requirements list BAN NetFlow and
Packet Feed data as a requirement

PMO Actions:

- Review, accept requirements

- Investigate multiple contenders for COTS/GOTS that can
fulfill 1067 requirements

- Build budget for acquisition, sustainment, maintenance

-  R&D, acquire, continuously improve on PMO1 system

V4,
B WA AOF
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ém Enter: Your Requirements vs. My Requirements

a5 of 1<

PMO1: Our 1067 requirements list BAN NetFlow and  PMO2: Our 1067 requirements list BAN NetFlow and

Packet Feed data as a requirement Packet Feed data as a requirement

PMO Actions: PMO Actions:

- Review, accept requirements - Review, accept requirements

- Investigate multiple contenders for COTS/GOTS that can - Investigate multiple contenders for COTS/GOTS that can
fulfill 1067 requirements fulfill 1067 requirements

- Build budget for acquisition, sustainment, maintenance - Build budget for acquisition, sustainment, maintenance

-  R&D, acquire, continuously improve on PMO1 system -  R&D, acquire, continuously improve on PMQOZ2 system
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PMO1: Our 1067 requirements list BAN NetFlow and

é,m Enter: Your Requirements vs. My Requirements

Packet Feed data as a requirement

PMO Actions:

- Review, accept requirements

- Investigate multiple contenders for COTS/GOTS that can

fulfill 1067 requirements

- Build budget for acquisition, sustainment, maintenance
- R&D, acquire, continuously improve on PMO1 system

UNCLASSIFIED

SYSTEMS

PMO2: Our 1067 requirements list BAN NetFlow and
Packet Feed data as a requirement

PMO Actions:

- Review, accept requirements

Investigate multiple contenders for COTS/GOTS that can
fulfill 1067 requirements

- Build budget for acquisition, sustainment, maintenance

-  R&D, acquire, continuously improve on PMO2 system

DATA

////
B EWE VAN
RONIA/BSOGER

: 1;&? /’ 8



élm Result of System-Centric Thinking

a5 of 1<

PMO1 SYSTEM PMO2 SYSTEM

NetFlow Collector 1 PCAP Collector 1 NetFlow Collector 2 PCAP Collector 2

v \ 4

Big Data Platform 1 Big Data Platform 2

1067: BAN NetFlow and Packet Feed ;
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Result of Data-Centric Thinking

GOVERNING BODY SYSTEM

PMO1 SYSTEM

UNCLASSIFIED

NetFlow Collector

PCAP Collector

\ 4

Big Data Platform 1

PMO2 SYSTEM

1067: BAN NetFlow and Packet Feed

A\ 4

Big Data Platform 2
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QW Air Force Assumption 1

GOVERNING BODY SYSTEM

Y Q‘ﬁ‘_(.“l
NetFlow Collector PCAP Collector
PMO1 SYSTEM | PMO2 SYSTEM
Big Data Platform 1 Big Data Platform 2

Most system owners care less
about how precisely the data is
coming to their doorstep, and
more about the data not changing

PMO1 SYSTEM PMO2 SYSTEM

NetFlow Collector 1 PCAP Collector 1 PCAP Collector 2 “If you Iet my system con tinue
working as is, | don’t care!”

Big Data Platform 1 Big Data Platform 2

4,
BREWXRY A
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ém Air Force Assumption 2

GOVERNING BODY SYSTEM

NetFlow Collector PCAP Collector
PMO1 SYSTEM | PMO2 SYSTEM
Big Data Platform 1 Big Data Platform 2

PMO1 SYSTEM PMO2 SYSTEM

NetFlow Collector 1 PCAP Collector 1 NetFlow Collector 2 PCAP Collector 2

Big Data Platform 1 Big Data Platform 2

UNCLASSIFIED

In the event that multiple PMOs
are able to converge on a solution
for strictly data collection, then
the Air Force at large will, with a
fixed budget, be capable of
leveraging more capabilities
against the data.

“Vendor X, good news and bad
news: You’re selling bigger stuff
to us, but now there’s fewer
customers.”
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élm The Bro-net is already starting to do this...

a5 of 1<

CCC SCORE :ﬁl\_/'?sNghRj ELICSAR CMDB SPACECOMM insertorghere

“Bro, 38th, lemme get
that performance data!”

UNCLASSIFIED 13



élm The Bro-net is already starting to do this...

a5 of 1<

% O,
ENGTNEER

CCC SCORE :ﬁb'?SNIQI\RI ELICSAR CMDB SPACECOMM insertorghere
“Bro, 38th, lemme get / \ Who should be handling

that performance data!” the data requests?

Right now, it’s wild west

////'
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Fully Operational Capability

5

NSA AF DCO 38ES 26NO0S 83NOS 33C0S
NetFlow
/"
,’"‘/"/i? A
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=™ Fully Operational Capability

NSA AF DCO 38ES 26NOS 83NOS 33COS

“Hey, we actually have a \\ //
need for that stuff too!”

Org X NetFlow

//i//‘
B EWE AN
RONZA/BAOGER
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Fully Operational Capability

a5 of 1<

NSA AF DCO 38ES 26NOS 83NOS 33COS

“Hey, we actually have a \\ // “Hmm... Let me verify

need for that stuff too!” you do. Standby.”

Org X NetFlow Governing Org

L7
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Fully Operational Capability

a5 of 1<

NSA AF DCO 38ES 26NOS 83NOS 33COS

\ / “Yep- you have presented
a strong case for this

data. Here you go.”

Org X > NetFlow Governing Org
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= Fully Operational Capability

a5 of 1<

0 new data collection systems funded
(unless specs of data collector now
require an upgrade)

Org X > NetFlow

UNCLASSIFIED & 19
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Rolling This Out

a5 of 1<

1. General query, one data type/protocol at a time: Who is collecting X data source at this time?

/5///
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RONIA/BADGER
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3 Rolling This Out

% O,
ENGTNEER

1. General query, one data type/protocol at a time: Who is collecting X data source at this time?

2. Receive an insane number of responses, begin sorting
1. Enclave

2. Classification
3. AOR

////'
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3 Rolling This Out

% O,
ENGTNEER

1. General query, one data type/protocol at a time: Who is collecting X data source at this time?

2. Receive an insane number of responses, begin sorting
1. Enclave

2. Classification
3. AOR

3. Aggregate each respective PMO’s current funding used for the data collection
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3 Rolling This Out

1. General query, one data type/protocol at a time: Who is collecting X data source at this time?

2. Receive an insane number of responses, begin sorting
1. Enclave

2. Classification
3. AOR

3. Aggregate each respective PMO’s current funding used for the data collection
4. REFIto private industry for a single system capable of supporting this data plane
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3 Rolling This Out

1. General query, one data type/protocol at a time: Who is collecting X data source at this time?

2. Receive an insane number of responses, begin sorting
1. Enclave

2. Classification
3. AOR

3. Aggregate each respective PMO’s current funding used for the data collection

4. REFIto private industry for a single system capable of supporting this data plane
5. R&D
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o Rolling This Out

1. General query, one data type/protocol at a time: Who is collecting X data source at this time?

2. Receive an insane number of responses, begin sorting
1. Enclave
2. Classification
3. AOR

Aggregate each respective PMO’s current funding used for the data collection
RFI to private industry for a single system capable of supporting this data plane
R&D

PMOs shift budget to governing body. Savings go back to PMOs! (minus additional funding
for manpower to support the governing body)

o g ko

V48
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=N Limiting Factors

Y of 1<

1. Requires a governing body... CDAO? HNXX? Personally vote CDAO
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é,m Limiting Factors
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% O,
ENGTNEER

1. Requires a governing body... CDAO? HNXX? Personally vote CDAO

2. Does not extend to tools that leverage the data for visualizations, SIEM, SOAR, etc.

1. Could in theory, however the argument loses considerable footing to do so (Less overlap in organizations’

requirements, e.g. visualizations)
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élm Limiting Factors

Y of 15

% O,
LRSS

1. Requires a governing body... CDAO? HNXX? Personally vote CDAO

2. Does not extend to tools that leverage the data for visualizations, SIEM, SOAR, etc.

1. Could in theory, however the argument loses considerable footing to do so (Less overlap in organizations’

requirements, e.g. visualizations)

3. EITaaS & Data Ownership: Still a very large unknown

1.  Not akick at EITaaS! It’s simply a question we haven’t figured out an answer to yet. If a vendor says “we can

sensor, monitor, and operate our own site tyvm”, what happens next?
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élm Limiting Factors

Y of 15

% O,
LRSS

1. Requires a governing body... CDAO? HNXX? Personally vote CDAO

2. Does not extend to tools that leverage the data for visualizations, SIEM, SOAR, etc.

1. Could in theory, however the argument loses considerable footing to do so (Less overlap in organizations’

requirements, e.g. visualizations)

3. EITaaS & Data Ownership: Still a very large unknown

1.  Not akick at EITaaS! It’s simply a question we haven’t figured out an answer to yet. If a vendor says “we can

sensor, monitor, and operate our own site tyvm”, what happens next?

4. There may be more! What do you think?
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$ Continue Discussion

38ES & HeptagonlT Bakeoff occurring right now: Baselining NetFlow and PCAP

« Elastic Minimum Goal: Evaluate products in tandem
 ExtraHop to save time, effort, and disseminate

. Gigamon information regarding these COTS vendors

* NetScout

. Riverbed Hopefully and Probably: Discover mission

. Splunk partner organizations have very similar data
needs as us at the 38ES UX/PM COE

Ideally: Come to an agreement between our
respective PMOs and joint-fund a system to
collect PCAP and/or NetFlow

N

N,
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$ Presentations < Discussion

If you represent an Air Force
entity and would like to pursue
opportunities in joint efforts
regarding data acquisition as
opposed to system acquisition,
please speak to me offline.

UNCLASSIFIED 25 31
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