
Company & Capability Overview

Zero Trust for AI  
Securing the LLMs and Agentic Systems that empower our 

Warfighters 



Agenda 

1. Current State Across the DoD
2. Evolving Threat Landscape
3. Applying the Lessons of Zero Trust
4. Building an Extensible Framework
5. What’s next?



Current State 
   



Current state

● Massive explosion of AI/ML use-cases across 
all corners of the DoD

● Standards for governance and security are 
emerging, but are not mature yet

● Leads to the development of exciting new 
capabilities that are hard to scale / secure 
at the enterprise level



Threat 
Landscape

Evolving  



Threat Landscape
● Input poisoning 

(prompt security)
● Jailbreaking for data 

exfil
● MCP and A2A 

Poisoning
● Prompt Injection
● Shadowing
● Rug-Pulls



Lessons Learned 
from Zero Trust

  



ZT Lessons Learned

● ZT Pillars directly apply to LLM security
● Collect and Measure everything!
● RBAC/ABAC for LLM APIs
● Observability is even more important than 

ever
● Microsegmentation  for additional defense in 

depth



ZT Lessons Learned
Real-Time visibility into data usage is key for both 
Person-entities and AI Agents invoked by LLMs



Building an Extensible 
Framework

  



Current State DAF Capabilities
1. DaaS started in 2019 through the 

BESPIN with CDAO

2. Testing the tech with industry 

(Apigee, Kong, MS, etc)

3. Enterprise identity broker in 2021

4. Rebranded to ACDC in 2022

5. Production release in late 2022/early 

2023

6. Cloud One ICAM /RBAC integration 

late 2023

7. Integration with several mission 

systems 2024

8. LLM Guardrails introduced early 

2025



Prompt Security Examples
● Input Checking
● Output Checking
● Fact Checking
● Hallucination 

Detection
● Jailbreak 

Detection
● Injection Detection



What’s Next



What’s Next

● Additional Adoption of DAF Data Mesh 
Environment (DME) and tools like ACDC

● Additional guardrails for complex agentic 
systems

● Comprehensive risk scoring / pattern 
analysis

● Self-healing security solutions
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