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• State actor attacks on the rise
o UNC3886 / “Fire Ant” (China-linked espionage) has been focused 

on attacking governments since early 2025

o ALPHV/BlackCat ransomware gang (with suspected ties to 
Russian intelligence) breached the Florida Supreme Court in 2025

o A Chinese nation-state adversary breached MITRE in 2024

• Ransomware groups are also looking at critical infrastructure
o Scattered Spider has been targeting the insurance and airline 

industries, costing more than $1B in damages over the last 4 years

o LockBit has hit various infrastructure targets including U.S. 
municipal governments, public education systems, healthcare, and 
emergency services — about 1,700 attacks in the U.S. since 2020

3-Fold YoY Increase in ESXi attacks
HYPERVISOR RANSOMWARE EXPLOSION

https://www.csoonline.com/article/4029545/chinese-fire-ant-spies-start-to-bite-unpatched-vmware-instances.html
https://www.txone.com/blog/unmasking-unc3886/

https://heimdalsecurity.com/blog/florida-circuit-court-ransomware-attack/
https://thehackernews.com/2024/04/mitre-corporation-breached-by-nation.html

https://www.cybersecuritydive.com/news/what-we-know-about-the-cybercrime-group-scattered-spider/756312/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a

https://www.backblaze.com/blog/1700-attacks-in-three-years-how-lockbit-ransomware-wreaks-havoc/
https://www.bleepingcomputer.com/news/security/unc3886-hackers-use-linux-rootkits-to-hide-on-vmware-esxi-vms/

DAF leverages VMware 
products, making it a 
possible target for 
state actor attacks.

©Vali Cyber, Inc.

https://www.vmware.com/solutions/industry/federal-government-it-solutions
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THE STATE OF HYPERVISORS

https://www.cybersecuritydive.com/news/VMware-ransomware-increase/642576/
https://www.controlup.com/resources/blog/hypervisor-market-share-controlup-perspective/
https://vulnera.com/newswire/chinese-hackers-exploit-VMware-esxi-zero-day-to-compromise-vms/
https://www.securitymagazine.com/articles/99990-mgm-resorts-cyberattack-cost-could-exceed-100m
https://bleepingcomputer.com/news/security/mgm-casinos-esxi-servers-allegedly-encrypted-in-ransomware-attack/

As the most used 
virtualization 
platform, VMware 
ESXi is the focus of 
hypervisor attacks.

Misconfiguration
Secure Boot Disabled, SSH 
Enabled, Improper Firewall 
Rules, etc.

Vulnerability/Exploit
Currently 117 known

Credential Compromise
Stolen, AD Compromise-Lateral 
Movement, No MFAVMware: 84%

Citrix: 10%
Microsoft: 4%
Nutanix: 2%

How breaches typically 
start on a hypervisor:

©Vali Cyber, Inc.
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FIREWALLS AREN’T ENOUGH

• Firewall focus on north/south traffic misses lateral 
(east/west) movement; SSH misuse and credential 
abuse between hosts go undetected

• Firewalls can be attacked too—breaches can give 
adversaries wide access

• Relying on a single control point is risky; layered 
defense is essential

• Advanced threats can mimic legit services like DNS, 
SMTP, or SFTP

No visibility inside trusted connections.

©Vali Cyber, Inc.
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MITRE ATT&CK v17

• For the first time ever, MITRE has included ESXi in their ATT&CK framework, validating the 
risk many ESXi users have been facing as attacks at the hypervisor level are on the rise.

• The new framework includes 12 categories that focus on the different steps that may be 
taken during an attack chain

• There are 68 Tactics, Techniques, and Procedures (TTPs) including:
o 34 techniques adapted to ESXi
o 4 unique techniques created specifically for ESXi: 

▪ T1675: ESXi Administration Control
▪ T1059.12: Command and Scripting Interpreter: Hypervisor CLI
▪ T1505.006: Server Software Component: vSphere Installation Bundles
▪ T1673: Virtual Machine Discovery

• This is a landmark move that will have rippling impacts on ESXi security and compliance

Released 4/22/2025

©Vali Cyber, Inc.

https://attack.mitre.org/techniques/T1675/
https://attack.mitre.org/techniques/T1675/
https://attack.mitre.org/techniques/T1059/012/
https://attack.mitre.org/techniques/T1059/012/
https://attack.mitre.org/techniques/T1505/006/
https://attack.mitre.org/techniques/T1505/006/
https://attacksite.mitre.org/techniques/T1673/
https://attacksite.mitre.org/techniques/T1673/
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EXPLOIT

• CVE-2021-21974
• Heap buffer overflow
• 2-step exploit

o Information leak
o Memory corruption

• Affects ESXi
o 7.0 prior to ESXi70U1c-17325551
o 6.7 prior to ESXi670-202102401-SG
o 6.5 prior to ESXi650-202102101-SG

• Requires Port 427, TCP or UDP
• T1673: Virtual Machine Discovery
• Exploit POC available on GitHub

ESXiArgs

https://github.com/Shadow0ps/CVE-2021-21974/tree/main
https://www.keysight.com/blogs/en/tech/nwvs/2023/02/24/remote-code-execution-with-esxi-cve-2021-21974-vmware-esxi-heap-overflow

©Vali Cyber, Inc.
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ESXiArgs
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ESXiArgs
• Rapid7 found 18,581 

vulnerable ESXi systems 
on the public internet in 
February of 2023

• Date of scan is almost 2 
years after the release of 
the patch 

©Vali Cyber, Inc.
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ESXiArgs
• Simple Shodan search
• Almost 20k publicly 

facing ESXi systems, 
• Many have vulnerable 

ESXi versions.

©Vali Cyber, Inc.
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Exploit: Defending 
yourself
• Patch
• Network Segmentation
• Disable CIM-SLP firewall 

rule (CIM-SLP has other 
CVEs)

©Vali Cyber, Inc.
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LATERAL COMPROMISE

• Breach occurred in October 2023
• $100M Breach
• 100 ESXi hypervisors encrypted
• Multiple lawsuits
• T1059.12: Command and Scripting 

Interpreter: Hypervisor CLI

MGM Resorts

https://www.vox.com/technology/2023/9/15/23875113/mgm-hack-casino-vishing-cybersecurity-ransomware

©Vali Cyber, Inc.
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https://blog.morphisec.com/mgm-resorts-alphv-spider-ransomware-attack

MGM

©Vali Cyber, Inc.
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MGM

https://www.parkplacetechnologies.com/wp-content/uploads/2022/08/what-is-vmware-vcenter-vs-vsphere-vs-esxi.png

©Vali Cyber, Inc.
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MGM
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LATERAL COMPROMISE

• Authentication Bypass 
Vulnerability

• Requires DC Access
• Group create/modify permissions
• Grants admin level access to ESXi 

WebUI
• Escalation/persistence through 

account modification/creation
• VM Manipulation
• Similar to MGM vSphere 

compromise, but leverages 
Domain Controller

ESX Admins

VMware ESXi CVE-2024-37085 Targeted in Ransomware Campaigns | Rapid7 Blog

©Vali Cyber, Inc.

https://www.rapid7.com/blog/post/2024/07/30/vmware-esxi-cve-2024-37085-targeted-in-ransomware-campaigns/
https://www.rapid7.com/blog/post/2024/07/30/vmware-esxi-cve-2024-37085-targeted-in-ransomware-campaigns/
https://www.rapid7.com/blog/post/2024/07/30/vmware-esxi-cve-2024-37085-targeted-in-ransomware-campaigns/
https://www.rapid7.com/blog/post/2024/07/30/vmware-esxi-cve-2024-37085-targeted-in-ransomware-campaigns/
https://www.rapid7.com/blog/post/2024/07/30/vmware-esxi-cve-2024-37085-targeted-in-ransomware-campaigns/
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Lateral Compromise: 
Defending yourself
• Patch
• Network Segmentation
• Runtime Protection

©Vali Cyber, Inc.
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MISCONFIGURATION

• Breach occurred in May 2024
• Attackers installed a malicious VIB
• VIBs are often used to gain persistence
• Tampered with Acceptance Level
• MITRE T1505.006: Server Software Component: vSphere Installation Bundles

MITRE

©Vali Cyber, Inc.
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MITRE
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MITRE
descriptor.xml
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MITRE
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MITRE

/lib64/python3.8/site-packages/vmware/esximage/HostImage.py
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Improve hypervisor resilience
• Maintain a regular patch schedule
• Virtual patching—no downtime required 

to deploy 
• AI-Detection and automated remediation 

against zero-day attacks—systems are 
back online within minutes

Reduce risk at the hypervisor level
• Follow best practices for Network Segmentation
• SSH Multi Factor Authentication—prevents 

outside and inside threats 
• Virtual patching—solves known vulnerabilities
• Anti-Tampering—prevents unauthorized change

SECURE WITH A DEFENSE IN-DEPTH 
APPROACH FOR HYPERVISOR

©Vali Cyber, Inc.
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CHECK IF YOUR PORT IS OPEN USING SHODAN

vCenter vSphere ESXi

If you’re on here, hackers can see it too!

©Vali Cyber, Inc.
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nathan.montierth@valicyber.com
Questions?

©Vali Cyber, Inc.
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