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CIO Authorities in Directing Software Modernization

Leadership & Accountability

Strategic Planning

Investment / Portfolio Management Budgeting

Governance (Decision Making)

Policy

Workforce (High Perf.)

Strategic Communications

Info Resources Management

IT Performance ManagementInfo Security & Privacy Risk

Enterprise Architecture

Data

Artificial Intelligence
FUNCTIONAL 

AREAS

Enterprise Information Environment Mission Area

Warfighting Mission Area Business Mission Area
Defense Intelligence 

Mission Area

Demand 
Signal

Prioritized 
Enterprise 
Services

Demand 
Signal

Prioritized 
Enterprise 
Services

Demand 
Signal

Prioritized 
Enterprise 
Services

Effective management across 14 
functional areas allows for SAF/CN 

to provide the DAF with 
enterprise IT services that align to 

a strategic vision and can be 
executed through governance 

structures

The EIEMA supplies all Mission 
Areas with Enterprise Services 
effectively prioritized based on 
what each Mission Area needs

SAF/CN is responsible for policy, strategy, governance, and portfolio management of the Enterprise Information Environment Mission 
Area (EIEMA)

The DAF DSO Lead collaborates with AFSC/SW and other enterprise software organizations to drives enterprise efficiency across the Software Ecosystem 
by spearheading strategy, policy, and governance for DAF Software Modernization



History of the Software Ecosystem

ORGANIC ECOSYSTEM GROWTH MATURING THE ECOSYSTEM SCALED ENTERPRISE SERVICES

SAF/CN established the DAF DevSecOps Lead position to scale the success of the ecosystem and provide enterprise services in partnership 

with AQ & SQ to optimize software development at the DAF

2017 - 2020 2021 - 2023 2024 - Present

DIU trip to 
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Kessel Run 
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WS 
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cATO & 
KREL 
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BESPIN 
Established

Kobayashi 
Maru / 

Section 31 
founded to 
modernize 

CSpOC

SWAP Study, 
DSO Ref 

Architecture
DSO Ref 
Design

Platform 
One 

Founded as 
the 

Enterprise 
DSO 

Platform

Platform 
One and 

Cloud One 
mature 

Enterprise 
Services

DOD Software 
Modernization 

Strategy 
published

DOD Software 
Modernization 

I-Plan 
Summary 
published

AFSC/SW 
stood up to 

align the 
Software 

Ecosystem

DAF 
Enterprise 

API 
Reference 

Architecture

DAF 
DevSecOps 

Lead 
Position 

established

DOD Software 
Modernization 

I-Plan FY25-
FY26 published

DAF 
Enterprise 

DSO 
Enablement 

Strategy 
published 
(planned)

DAF 
Enterprise 

API 
Roadmap 
published

DAF DSO 
Enablement 

Strategy 
Offsite 

hosted to 
level set 
software 

community 
needs

The DAF is at an inflection point in scaling DSO and maturing software defined warfare and must now build on successes to 
accelerate and retain the competitive edge



Organic Software 

Development

Deliver Software 

Capability for Mission 
Owners as a Service

Agile Software Development Enables Readiness & Lethality

TO ENABLE SOFTWARE DEFINED LETHALITYTO INCREASE THE READINESS OF…TO DRIVE EFFICIENCY OF…

SOFTWARE ACTIVITIESENTERPRISE SERVICE PROVIDERSDAF ENTERPRISE 

Develop Strategy, Policy, 

Governance & Portfolio 
Management

The Enterprise aligns DoD and DAF Strategy & 

Policy to accelerate use agile software 
development to address warfighter needs

Enterprise Service Providers furnish 

standardized, scalable platform stacks, 
enforcing consistent baselines

Software Factories enable teams to 

continuously deliver value by deploying 
software to meet the needs of a specific 

community of end users

DOD Fulcrum IT Advancement 

Strategy

DOD Software Modernization 

Strategy

SECDEF Memo Directing 

Modern Software Acquisition to 

Maximize Lethality

DAF CIO Public Strategy & DAF 

DSO Strategy (forthcoming)

Common Platform Stack

Reciprocity & Continuous 

Authority to Operate 

(cATO) Process

Accelerated Application 

Migration & Onboarding

Monitoring & Analytics

Decision Advantage

Shortened Kill Chain

Mission Resilience

User Centered Design





Software Ecosystem of Tomorrow | AFSC/SW

The DAF Software Ecosystem chartered for execution by AFMC



Software Ecosystem Spotlights | AFSC/SW

Implement: The USAF Software Ecosystem



Software Ecosystem & Portfolio Management Integration



One Team, One Fight!

EIT & Cyber Infrastructure Division

DISTRIBUTION STATEMENT D. Distribution authorized to DoD and U.S. DoD Contractors only; Administrative/Operational use

(January 2016). Other requests for this document shall be referred to AFLCMC/HN, 15 Eglin St (Bldg 1606), Hanscom AFB,

MA 01731. Destruction Notice: Destroy by any method that will prevent disclosure of contents or reconstruction of the document.

Lt Col Kevin Grebb,
Materiel Leader

DAF Compute & Store 
AFLCMC/HNII 
DATE: 26 Aug 2025
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One Team, One Fight!

OV-1 Single Cloud

Cloud One is the Department of 

the Air Force’s Enterprise Cloud 

Environment for non-intelligence 

workloads

Cybersecurity guardrails protect 

data with Web Application 

Firewalls, Internet and Cloud 

Access Points

Utilizes DISA Cloud-Certified 

Cybersecurity Service Provider 

(CSSP) to provide SIEM 

capabilities in support of mission 

surety and FIAR compliance.

Brokered Customers inherit no 

services or security features, but 

use Cloud One to pay their 

Compute and Store costs, e.g. A1



One Team, One Fight!

Scaled Multi-Cloud
Impact 
Levels

IL 2

IL 4

IL 5

IL 6

ALL ENVIRONMENTS FULLY ACCREDITED

Cloud One comprised of 14 fully
accredited (ATO) 

environments

4 Cloud Service Providers
• Amazon Web Services
• Microsoft Azure

• Oracle Cloud Infrastructure
• Google Cloud Platform

4 Impact Levels
• Il2 – Unclassified
• IL4 – CUI

• IL5 – CUI/NSS
• IL6 - US SECRET

4 Zones
• Development
• Test
• Integration

• Production

Vendor Services
• Each vendor service must gain DISA

Provisional Authority and is then
integrated into C1 catalogue at user

request

Multi-Cloud ESP



One Team, One Fight!

Common Services
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Current Capabilities

Up to 75%



One Team, One Fight!

Future State Roadmap
FY20 25 FY20 26 FY20 27 FY20 28 FY20 29 FY20 30 FY20 31

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

Unified Multi-CSP, Multi-Impact Level Architecture

IOC Ops Acceptance Continuing Activity Sustainment

1. FOUNDATIONAL ARCHITECTURE & CLOUD FEDERATION
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RMF Control and Artifact Inheritance (Rev 5)

Product-Oriented Operating Model

2.CLOUD AGILITY, DEVSECOPS & AUTOMATION

Cloud Agility: Cost Control and Strategic Flexibility

Fully Automated Software Factory

DevSecOps Maturity Expansion

3.CROSS-DOMAIN DATA MOBILITY & CONTENT DELIVERY

Cross-Domain Solutions (CDS) Integration

Enhanced Global DLP and Content Delivery

Defense Edge: GCDS Replacement

4.ENTERPRISE & CYBER INFRASTRUCTURE INTEGRATION

Enterprise ITSM Integration

688th CW Cloud One OPCON

Next Generation Gateway (NGG) Integration 

5.MISSION OWNER EXPERIENCE & SELF-SERVICE TOOLS

Fully Automated Storefront

Cloud Front Door & App Analysis Tool

6.EXECUTION & GOVERNANCE MODEL

Execution Model & Governance

Cloud One

PROGRAM MILESTONES

FOC



One Team, One Fight!

• Centralized Analysis: Cloud One centrally funds application analysis for customers who opt in

• Flexible Migration Options: Offers “Migrations as a Service” (MaaS) and supports “Hybrid 

Migrations” for customers bringing their own vendors

• Mission-Aligned Approaches: Supports Greenfield development and Brownfield refactoring to 

leverage Cloud One’s common services

• Legacy Modernization: Supplies tools and contract support aligned to multiple cloud value 

streams for rapid/repeatable modernization and delivery

• JWCC Transition
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Journey to the Cloud



One Team, One Fight!

Summary

◼ Designated Cloud Enterprise Service Manager for non-intelligence workloads

◼ 368 Mission Systems in Cloud One (not including tenant systems)

◼ Cloud One Next is here

◼ 4 CSPs fully accredited across all impact levels

◼ Guardrails protect workloads and increase inheritance

◼ Streamlining on-boarding process to provide a better customer experience
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D E P A R T M E N T  O F  T H E  A I R  F O R C E

Software Ecosystem Spotlights | Platform One

M a j  M a t t h e w  “ S h i f t y ”  J o r d a n ,  C h i e f  P r o d u c t  O f f i c e r ,  P l a t f o r m  O n e ,  A F L C M C / H N C X



PLATFORM ONE OVERVIEW

The DoD’s 
Software 
Delivery Engine
August 2025



Platform One (P1) is the U.S. military’s software delivery 

engine. P1 provides open-source tools and enterprise 

solutions for teams to build, deploy, and secure better 

software at scale. 
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Who We Serve
ACQUISITION PROGRAMS 

Program offices and 
systems of record

DEFENSE INNOVATORS
Service members creating 

new solutions

FORCE MULTIPLIERS
Enterprise infrastructure and other 

service providers
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Vetted container images to protect the 
software supply chain and inform risk 

decisions.

Ready-to-use DevSecOps platform to 
simplify building and scaling secure 

software.

Fully managed DevSecOps Platform as a 
Service (PaaS) to expedite ATO timelines.

Connects DoD teams with pre-assessed 
DevSecOps solutions and awardable vendors.

Secure and integrated enterprise tools for 
communication, project management, and 

code collaboration. 

Easy-to-use DevSecOps pipelines designed 
for secure deployments in DDIL and air-

gapped environments.

Platform One Solutions



D E P A R T M E N T  O F  T H E  A I R  F O R C E

Software Ecosystem Spotlights | BESPIN

L t  C o l  M a t t h e w  N e l s o n ,  C T O ,  B E S P I N ,  A F M C



DAF Mobile Center of Excellence

BESPIN, the Department of the Air Force's mobile center of excellence, is ready to become the DAF’s Mobile Program Management Office (PMO).

Acquisition Expertise

BESPIN manages 4, 
$100M enterprise-

level IDIQs.  Average 
Task Order Award 

time is 39-days.

DoD’s only cATO 
mobile pipeline

Only organization that 
can deploy 

application updates 
directly to Apple, 

Google Play, and 4 
ATO’d MDMs.

Mobile Operations

Directly supporting 
36,000 electronic 

flight bag (EFB) users.  
Delivered 18 mobile 

applications into 
production.

Congressional 
Investment

Since 2021, congress 
has invested $31.5M 

in standing up BESPIN.

Organic Personnel

106 Airmen
- 78 1D7X

- 17 63X/17D Officers
- 11 1101/2210 Civ

Strong User Base

95K Daily Users 
Supported globally, 

across 28 
applications.

As the DAF’s current Mobile Center of Excellence, BESPIN has established the people, processes and technologies needed to del ivery mobile



BESPIN 
Enterprise 
Services 

- Mobile Application Dev 
and Delivery 

- Mobile Cybersecurity and 
SW Factory

- Mobile Ops Backend as a 
Service & Mobile Device 
Management 

BESPIN Software Factory

Experts in Mobile Application Development

BESPIN Development and Acquisition
 Environment

NIAP Certification for 
mobile applications

Mobile App Sec Templates

CI/CD and Continuous Authority to Operate Pipeline

Mobile Ops Platform Secure Mobile 
Transec

Self Service Data 
Lake Mobile App

DIL Mesh SDK and 
Edge Platform Secure 5G

Mobile Design Templates

Air Force Application 
Marketplace

Mission Specific Mobile Device Manager 
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Warfighting 
Capability Areas

5G connectivity and 
managed attribution

Disconnected, 
Intermittent, and Low 
Bandwidth (DIL) resilience 

Data integration

Tactical edge AI/ML 
processing 



DAF DevSecOps Lead Priorities 

Establish Unified Roles and a Clear 

Vision

Governance & Reporting

Align roles, responsibilities, and 

guidance and drive a unified vision 
and enable effective, coordinated 

execution and reporting for 

software activities

Champion Career Advancement 

Pathways

Workforce

Provide clear guidance on career 

paths, relevant trainings, and 
feedback to support growth and 

continuous improvement for DAF 

civilian and military software 
professionals 

Accelerate UX Common Services

User Experience (UX)

Implement efficient, automated 

feedback processes and set DAF-
wide UX/UI standards to accelerate 

user-driven improvements, 

enhancing the software user 
experience

The CIO established the DSO lead role to improve integration across the Software Ecosystem and drive enterprise efficiency by spearheading strategy, 
policy, and governance for DAF Software Modernization, which are being prioritized while targeting impacts for the focus areas below

Optimize Efficient, Unified 

Solutions

Enterprise Service Adoption

Increase enterprise service adoption 

by integrating enterprise platforms 
to support value streams, accelerate 
cloud adoption, reduce redundant 

solutions, and eliminate duplicative 
costs, resulting in more efficient and 

effective DAF enterprise services

Tactics to Drive DAF Software Modernization 

ENTERPRISE PLATFORM INTEGRATION

DSO ENABLEMENT STRATEGY

INTEGRATE W/ CXO ON SOFTWARE UX 

& DESIGN
SW WORKFORCE OPTIMIZATION & 

LEADERSHIP
DAF SW MOD I-PLAN TRACKING

GET INVOLVED!

UX Community of Interest (CoI)
12 SEPTEMBER | Monthly

DAF DevSecOps Community of Practice (COP)
15 SEPTEMBER | Monthly



Questions?

M r .  B e n  H o m e r ,  D A F  D e v S e c O p s  ( D S O )  L e a d ,  S A F / C N
E m a i l :  b e n j a m i n . h o m e r @ u s . a f . m i l



Appendix


	Default Section
	Slide 1: State of the Software Ecosystem  
	Slide 2: Agenda
	Slide 3: CIO Authorities in Directing Software Modernization
	Slide 4: History of the Software Ecosystem
	Slide 5: Agile Software Development Enables Readiness & Lethality
	Slide 6
	Slide 7: Software Ecosystem of Tomorrow | AFSC/SW
	Slide 8: Software Ecosystem Spotlights | AFSC/SW
	Slide 9: Software Ecosystem & Portfolio Management Integration
	Slide 10: EIT & Cyber Infrastructure Division
	Slide 11
	Slide 12: Scaled Multi-Cloud
	Slide 13
	Slide 14
	Slide 15
	Slide 16: Summary
	Slide 17: Software Ecosystem Spotlights | Platform One
	Slide 18: PLATFORM ONE OVERVIEW
	Slide 19
	Slide 20
	Slide 21
	Slide 22: Software Ecosystem Spotlights | BESPIN
	Slide 23: DAF Mobile Center of Excellence
	Slide 24: BESPIN Enterprise Services  - Mobile Application Dev and Delivery  - Mobile Cybersecurity and SW Factory - Mobile Ops Backend as a Service & Mobile Device Management 
	Slide 25: Warfighting Capability Areas 5G connectivity and managed attribution Disconnected, Intermittent, and Low Bandwidth (DIL) resilience  Data integration Tactical edge AI/ML processing 
	Slide 26: DAF DevSecOps Lead Priorities 
	Slide 27: Questions?

	Appendix
	Slide 28: Appendix


