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Dockerized OT Training Range (DOTTR)
A Cloud Native Operational Technology/Industrial Control System (OT/ICS) Simulation
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Russia maintains its ability to target critical infrastructure, 

including underwater cables and industrial control systems, 

in the United States….

– Office of the Director of National Intelligence's 2024 Annual Threat Assessment
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If Beijing believed that a major conflict with the United States 

were imminent, it would consider aggressive cyber 

operations against U.S. critical infrastructure and military 

assets.    

...impeding U.S. decision making, inducing societal panic, 

and interfering with the deployment of U.S. forces.

– Office of the Director of National Intelligence's 2024 Annual Threat Assessment
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Where network effects have real world results…

● OT – Operational Technology

● ICS – Industrial Control Systems

● PCS – Process Control Systems

● SCADA – Supervisory Control and Data Acquisition

● Control Systems – DAFGM Nomenclature
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■ Chemical

■ Commercial Facilities

■ Communications

■ Manufacturing

■ Dams

■ Defense Industrial Base

■ Emergency Services

■ Energy

■ Financial Services

■ Food and Agriculture

■ Government Services

■ Healthcare

■ Information Technology

■ Nuclear

■ Transportation

■ Water and Wastewater
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Air Force Control Systems:

■ Natural gas distribution

■ Water/wastewater distribution and treatment 

■ Electrical distribution and generation, UPSs

■ Building Automation – HVAC, Lighting, Fire Alarm & 

Suppression 

■ Mass Notification Systems 

■ Airfield / Ramp Lighting, Runway Ice Detection 

■ Traffic control systems 
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Date Target Attacker, Method

Oct 2022 Iranian Atomic Energy Organization Hacktivists, Data Breach

Oct 2022 Electricity Company of Ghana Ransomware 

May 2023 Denmark, 22 energy companies
Coordinated Attack, 

Possible Nation/State

Jun 2023 Multiple, including VA & DoE entities MOVEit Data Breach

Nov 2023 Trans-Northern Pipeline, Canada Ransomware, Data Breach

Jan 2024 American Critical Infrastructure Volt Typhoon

Mar 2024 Negev Nuclear Research Center, Israel
Hacktivists, 

Data Breach & Erasure
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Volt Typhoon

Vulnerable

Wifi Gear

Vulnerable

FortiGuard

Devices
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In the civilian ICS/OT sector:

■ More than 25% had a security incident last year

■ Only 56% have a response plan

■ Only 31% have an ICS/OT capable SOC

■ Only 12% have extensive monitoring – 30% have none!



UNCLASSIFIED

UNCLASSIFIED

■ Designers’ and Operators’ concerns are:

● Safety

● Uptime

● Not Security

■ Updates are less frequent, deferred, ignored

■ Security is network segmentation, firewalls, and VPNs
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■ Hardware and Software refresh cycle is decades long

■ Outdated, insecure protocols 

■ End-Of-Life and Out-of-Support equipment 
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■ Obscure systems and protocols – Not Linux or Windows

■ Lack of tools – No AntiVirus / EDR 

■ Scanning can break the network

■ Sensoring is hard:

● Segmentation impedes observability

● Obscure / outdated protocols and media
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■ Half of defenders have: 

● Less than five years experience

● Have never held an ICS/OT certification

■ Training is:

● rare

● sparse

● expensive
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EASY TO

TRAIN

UNCLASSIFIED



UNCLASSIFIED

UNCLASSIFIED

PRETTY

GOOD
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HARD TO

TRAIN

PRETTY

GOOD
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OK

PRETTY

GOOD
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OK

PRETTY

GOOD

NOT SO

GOOD
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RARELY

TRAINED!
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Current Ranges

■ Hardware-based or…

■ Hardware-In-The-Loop

■ Realistic traffic

■ Physical effects

■ Students can see the consequences
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223 COS, Little Rock AFB

■ Expensive 

■ Fragile

■ Inflexible 

■ Hard to Transport 

■ Simplistic

■ Long Lead Times

■ Not Scalable
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223 COS, Little Rock AFB

■ Thousands of dollars 

■ Single protocol

■ One controller hardwired 

to devices

■ Lead time up to a year
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Masaryk University,

Czech Republic

■ Multi-Protocol

■ Expensive

■ Not Portable

■ Reasonably Realistic

■ No Visibility Between Controllers and Devices
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223 COS, Little Rock AFB

■ Very Realistic

■ Very Expensive

■ Not Portable

■ Not at all flexible

■ Two year lead 
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Idaho National Labs

■ Incredibly realistic

■ Incredibly expensive

■ Very Long Lead Time

■ Not Easy to Transport
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PLC Box

Historian

HMI 0 HMI 1 HMI N

PLC Docker Containers

PLC 0 PLC 1 PLC 2 PLC 3

PLC / SCADA PLC / SCADA PLC / SCADA PLC / SCADA

SCADASim by Carnegie Mellon University

■ One protocol

■ No Physics Engine

■ Only Models Controllers

■ No Lower Level traffic

■ Last Updated in 2018
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Hardware-In-The-Loop – Without the hardware

■ Docker containers simulate an entire ICS/OT network

■ Runs in a single virtual machine

■ Observable 

■ Controllable

■ Attackable

■ Defendable

Dockerized OT Training Range (DOTTR)
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Realistic:

■ Full stack from devices to enterprise network

■ Fully segmented and routed networking

■ Physics that mirror the real world

■ Controllable with HMI, SCADA, command line
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Portable: 

■ Runs on any Linux machine

■ Can be cloud hosted

■ Accessible from anywhere

■ Enables Mobile or Virtual Training 

■ Independent / Asynchronous Exercises
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Fast: 

■ New Model Development – months

■ Installation in new environment – hours

■ Exercise deployment – minutes

■ Range reset – seconds
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Scalable & Adaptable:

■ Develop once, Deploy many

■ Single or multiple simultaneous users

■ Network restructure is just a few config files

■ Programmed in common languages

■ Can be integrated with existing ranges
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Affordable:

■ Development costs less than a single hardware model

■ Based on Free Open Source Software

■ No Licensing or Subscriptions 

■ Under $0.25 per hour running in the cloud
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Current Status

Models:

■ Water Plant (Modbus) – Production 

■ Runway Lights (Modbus) – Production 

■ Tramway (MQTT) – Final development

■ Airframe (1553 over IP) – Early development

■ Electrical Grid (DNP3) – Early development

In Use At:

■ MDT/MACCE Schoolhouse (Little Rock AFB) 

■ Persistent Cyber Training Environment (PCTE)
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■ Data Center (BACnet) 

■ Enterprise IT network simulation 

■ Grey Traffic Generation 

■ Interconnection with Hardware-in-the-Loop

Future Plans
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■ FOSS & Government owned

■ Packaged with Software Bills of Materials (SBoMs)

■ Available for mil-to-mil transfer with authorization

Mil-to-Mil Coordination:

■ Katie.A.Riegel@SAIC.com

■ Kayla.R.Sturgeon@SAIC.com

Lead Developer:

■ John.A.Timaeus@SAIC.com
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Questions?
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