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A6 Roles & Responsibilities

CITO
Mr Ken Morgan

A6C / A6I
Col Asan Bui

A6X
Ms Lissette Nelson

A6O
Col Kevin Deibler

•Command Solutions Engineering

•Base IT Network Resiliency

•Cyber365 Data Stewart

•MAJCOM & HQ Network 

Operations

•CFP/VTC/VDI

•IT Projects (e.g. AFNET-S)

•MCCC (MAJCOM Cyber 

Coordination Center)

•MAJCOM Cybersecurity 

Readiness

•Crypto Modernization (e.g., 

HAIPE)

•IT Portfolio & Program Mgt

•Commodity Mgt / AFRC IT Spend 

& UFR Process 

•IT Software & Asset Mgt

•Knowledge Management/FOIA/PII 

Compliance

•IT Technology Roadmaps

•IT Contract Mgt

•IT Requirements Mgt

•Command Records Mgt

•Automate and Manage IT 

Business Process

•A6 SATAF IT Program Mgt

•AFR Cyber Career Fields 

Functional Management

•Talent Management

•Cyber Mission Roadmap

•Comm/Cyber Functional Area 

Managers

•Comm/Cyber Reserve Allies 

Partnership Program

•Spectrum/Freq Mgt

•Continual Eval & UEI
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A6O – Operations 

Col Kevin Deibler

AFRC/A6O

326 Aug 24
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UNCLASSIFIED AFR Cyber Roadmap
(incorporates 16 AF / USCYBERCOM requirements)

PRE-DECISIONAL//FOR DISCUSSION PURPOSES ONLY 11 Aug 2025
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A6X – Plans, Programs & 
Resources

Lissette Nelson

AFRC/A6X

511 Aug 25
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FY 25 AFRC End User Device Proposal

11 AUG 25

• Enterprise Land Mobile Radio (ELMR) Sustainment Contract     $3.0M

• Land Mobile Radio Hardware Life Cycle Management            $3.2M

• Mobile and VDI for Command WorkSpace 1 & Horizon          $5.1M

• Mobile Cellular (F5/Unit Cell/MiFi devices & Service)           $2.9M

• Client Computing Devices (Thin/Thick Clients/Notebooks)       $5.7M

• Monitors                                                          $1.8M

• Printers                                                          $678K

Total FY25 Proposed EUD Standard Life Cycle Cost (Host and Tenant)              $22.378M
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A6 Technology Roadmap 

20 AUG 25
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A6C – Capabilities and 
Integration 

Col Asan Bui

AFRC/A6C

811 Aug 25
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•Cyber Compliance

• 1B1N

•C2C

•AFNET-S Migration

•Network Monitoring

•ARCNet
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A6C

11 Aug 25
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A6T-Chief Information 
Technology Officer & 

Command Solutions and 
Engineering

Mr. Ken Morgan

AFRC/A6T

1011 Aug 25
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• Command 
Solutions 

Engineering 
(CSE)

• Cyber Data 
Analytics 
Officer 
(CDAO) 

• Command 
Information 

Security 
Officer 
(CISO)

• Chief 
Information 
Technology 

Officer 
(CITO)

CITO CISO

CSECDAO

11

AFRC CITO
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• FY25 Decentralization of the AFRC Community of Interest where all Host 
Base access to AFIN traversed the Robins HQ Enclave
• All Host Bases have independent Boundaries and ARPC will be 1B1N under Buckley 

SFB with failover secondary sites

• FY26 Air Force Base Area Network Requirements Specification (BAN-RS) 
alignment. 
• Improved resiliency w/ significant performance and security enabling zero-trust 

segmentation and bandwidth optimization

• FY 27 End state resilient Zero-Trust Operations: Achieve a secure, 
compliant, and resilient network infrastructure.
• DDIL Ready: Fully capable of conducting operations even in a Denied, Degraded, 

Intermittent, or Limited (DDIL) environment.
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HQ/Host Base Resiliency Plan
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• Know Your Network Terrain: All IT assets and software are identified and 

managed: Master Asset List (MAL), IP Ranges for ACAS, SolarWinds 

Discovery.

• Defensive Cyber Operations / Hygiene: Security technical implementation 

guides (STIGs), hardening / Military Unique Deployment guides, patch 

system, and vulnerabilities with product vendor mitigations. 

• Proactive Defense: Proactive event mgmt; understand MRT-C assets & 

mission impact..

• Threat Response: Orchestrated incident response, IOC log analysis, Cyber 

Security Service Provider (CSSP)-ready log data.
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SecOps Imperatives
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AFRC Cyber365 Flight Plan



As of: UNCLASSIFIED

UNCLASSIFIED

15

USG Cryptology Modernization

• HAIPE – High Assurance Internet Protocol 
Encryptor provides networking, traffic 
protection, and management features that 
provide Information Assurance (IA) services. 
With the emergence of quantum computing on 
the horizon, near peer adversaries will likely 
be capable of undermining current cryptology 
solutions.

• Cryptology Modernization Program 
transitioning from 256-bit encryption to 512-bit 
in CY2028.
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Questions?

1626 Aug 24


	Slide 1: AFRC's Organizational Transformation
	Slide 2: A6 Roles & Responsibilities
	Slide 3: A6O – Operations 
	Slide 4
	Slide 5: A6X – Plans, Programs & Resources
	Slide 6: FY 25 AFRC End User Device Proposal
	Slide 7: A6 Technology Roadmap 
	Slide 8: A6C – Capabilities and Integration 
	Slide 9: A6C
	Slide 10: A6T-Chief Information Technology Officer & Command Solutions and Engineering
	Slide 11: AFRC CITO
	Slide 12: HQ/Host Base Resiliency Plan
	Slide 13: SecOps Imperatives
	Slide 14: AFRC Cyber365 Flight Plan
	Slide 15: USG Cryptology Modernization
	Slide 16

