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Software is Pervasive, Assembled, and “Smart”

IT Risk Operational Risk
Loss of data or capability > > Loss of property or lives
Software Systems Al Enabled Software Systems
Products based on procedural Products use of LLM, Agentic Al, and
software capabilities other enhanced automation capabilities
Scratch Built Software Assembled Software

Majority of products built with Use of open source and 3™ party libraries,
no 3" Party dependencies modules, frameworks, and services
Multi-party software updating/patching

Traditional Computers Software Enabled Everything
—
Healthcare Implantable Medical Smart Munitions

Servers databases Aeronautics Smart Manufacturing Intelligent Vehicles
Desktops office apps Smart Energy Water Treatment Intelligent Shipping
Laptops e-mail Oil & Gas Hydro Power Dam Management
Tablets browsers Microgrids Smart Cities Building Management
Switches Routers Autonomous Systems
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Enterprise Software Examples Making use of Al
Customer relationship management

MITRE

Project management
HR & Recruitment
Communication
Cloud services

ERP software
Software repository
Accounting software
Productivity software
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Characterizing Supply Chains
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Software Supply Chains Are Opaque — Transparency is needed

Program
Office
Prime
Contractor

SPECTRE

A

Provenance for software components K
(code AND models AND datasets) L
« Origin — Chain of Custody? ~
* Tool Chains Used? >

 Languages and versions?
 Licenses?
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Software Supply Chain Attack Points

Supplier Raw Materials Manufacturing Distribution Customer
Developer ’ ’ “~"
Package
Source Build & Deploy
Managing Cl/CD SBOMs —
access to — e e [
Source Pipeline |
IDEs | eode Code
review | Containers | provenance &
& Registries signature
Source code
management : Artifact
(SCM) Dependencies repository
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10th Annual State of the Software Supply Chain — Sonatype
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Real-World Software Supply Chain Attack (a.x.a sotarwinas)

1. Preparatory compromises at SolarWinds date back to October 2019. (Refs 11 & 12)

2. At some point there was a compromise of the build environment itself.
3. Malicious code sent in SolarWinds updates released between March and at least June 2020. (Refs 32 & 33)

4. Approximately 18,000 organizations receive the tainted updates and may have been targeted and impacted.
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Software Supply Chain Integrity
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Software Supply Chain Integrity

Development Model-Based
Code Tool Creation & Engineering
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The Software Supply Chain
Source Integrity Build Integrity
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Software Supply Chain Risks

Source Integrity Build Integrity
Compromise Compromise Compromise
source control build platform package repository
(¢)
submit Modify Bypass Use bad
Sl code ci/cp \l, package
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; 4 /Distribution \l,
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Supply-chain Levels for Software Artifacts (SLSA), w
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Software Supply Chain Real-world Risk Examples

Risks to SW

Category

Example

(A) Inject bade code

Source threat

Linux hypocrite commits: Researcher intentionally introduces vulnerabilities into Linux
kernel via patches

(B) Compromise source control

Source threat

PHP: Attacker compromised PHP's self-hosted git server and submits two malicious
commits

(C) Build from modified source

Build threat

Webmin: Attacker modifies build infra to use source files not matching source control

(D) Compromise build process

Build threat

SolarWinds: Attacker compromised build platform

(E) Vulnerable dependency

Source threat

Event-stream: Attacker added innocuous dependency then turned dependency malicious

Build threat
(F) Bypass CI/CD + inject bad artifact Build threat CodeCov: Leaked credentials used to upload malicious artifact to GCS bucket
(G) Compromise package repo/signing Build threat Attacks on Package Mirrors: Mirrors run on popular package repos

(H) Compromise deploy process

MITRE
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March 2014

“Before Target, They Phished the Heating Guy”

Updated — 1/15

INCIDENT:

A nationwide heist of financial data took place in Target stores
from November —December, 2013, affecting over 110 million
customers. The breach was initiated with an attack against a
HVAC contractor with remote access to Target’s network.

Hackers used an email phishing scheme to steal the contractor’s
login credentials and infiltrate Target’s network. Once inside,
hackers installed point-of-sale malware to steal data at nearly
2,000 Target store. The stolen information included names,
mailing addresses, encrypted personal identification numbers,
and phone numbers.

IMPACT:

The incident compromised customer data and stole 40 million
credit and debit card accounts from payment terminals.

Following the breach, Target reported a 46% net drop in sales,
$61 million in costs related to the breach, and facing numerous
lawsuits. Financial institutions have spent over $200 million in
costs related to reissuing cards.

Courts recently held Target negligent in its cybersecurity
posture, opening the door for a class action lawsuit.

MITIGATION:

Target began an overhaul of its security operations and
practices and offered free credit monitoring services to affected
customers for a year. Financial institutions reissued credit and
debit cards to customers.

According to the HVAC contractor, their IT system and security
measures are in full compliance with industry practices. They
are fully cooperating with the Secret Service and Target to
identify the possible cause of the breach and to help create
proactive initiatives that will further enhance the security of
client/vendor connections making them less vulnerable to
future breaches.

ity.com/2014/02/target-hackers-broke-in-via-hvac-

ity.com/2014/02/target-hackers-broke-in-via-hvac-

http://ww com/news/2240234281/Home-Depot-
traces-credit-card-data-hack-to-supplier-compromise

*  http://ww\ ity.com/t t-hy depot-breaches-I
7544/0p-1

+ http; urity.com/tag/target-data-breach,

Supply Chains
as sources of
risks and
vulnerabilities

Jan 2014

“Outsiders Access Japanese Nuclear Reactor Control

Room Data”

INCIDENT:

In January 2014, it was determined that hackers may have stolen
private information from one of the eight computers in the reactor
control room at the Monju fast-breeder reactor offices. For 5 days
starting on December 26, 2013, the computer, which stores more than
42,000 e-mails and staff training reports, had been accessed more
than 30 times with the requests coming from a website based in South
Korea. A server administrator discovered that the malware infected
the computer after an employee updated free software that was
installed on the computer.

IMPACT:

Since the computer is only used by workers to file paperwork, the
damage that the malware could have caused is limited. However,
after finding traces of out-bound transmissions, investigators
concluded that the cybercriminals controlling the malware could
have stolen sensitive documents, including emails, training records
and employee data sheets.

MITIGATION:

The Japan Atomic Energy Agency (JAEA) currently is investigating how
the infection occurred and identifying the data on the computer that
could have been accessed. In November 2013, the agency had been
warned by the country’s nuclear regulator that its anti-terrorism
measures were not up to snuff. “The regulatory agency rebuked the
JAEA for violating security guidelines meant to protect nuclear
materials from terrorism and other malicious attacks,” Enformable
reported.

*  http://www.nextgov.com/cybersecurity/threatwatch/2014/01/br

each/689/
«  http://enformable.com/2014/01/computer-control-room-monju-

fast-breeder-reactor-infected-virus/
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“Home Depot Hack Linked to Compromised Supplier,

Login Credentials, and Malware”

INCIDENT:

In November 2014, Home Depot announced that criminals used a
third-party vendor's username and password to enter the
perimeter of its network in September 2014. From there, hackers
acquired "elevated rights" that allowed them to navigate portions
of Home Depot's network and to deploy custom-built malware on
the retailer's self-checkout systems in the U.S. and Canada,
compromising millions of customer data.

The malware used in the attack was designed to evade detection
by anti-virus software, according to Home Depot. Although Home
Depot has not identified the supplier linked to the breach, the
revelation highlighted the importance of information security
throughout the supply chain.

IMPACT:

Home Depot revealed that some 53 million customer e-mail
addresses were stolen in the attack, in addition to the compromise
of 56 million payment cards.

Those customers who have had their e-mail addresses compromised
should be on heightened alert for phishing attacks, says Shirley
Inscoe, analyst at Aite Group.

Home Depot estimates it will spend $62 million in fiscal 2014 for
breach-related costs, including investigating the incident, providing
credit monitoring services to its customers, increasing call center
staffing, and paying legal and professional services. The company
expects its insurance to cover about $26 million of that expense.

MITIGATION:

The company is notifying affected customers in the U.S. and
Canada. Home Depot is warning customers to be on guard against
phishing scams.

The company also has completed a major payment security project
that provides enhanced encryption of payment data at the point of
sale. The project required writing tens of thousands of lines of new
software code and deploying nearly 85,000 new PIN pads to stores.
Rollout of enhanced encryption to 180 Canadian stores will be
completed by early 2015. U.S. stores will have EMV in place by the
end of this year.

All individuals affected by the breach will receive free identity theft

protection services, including credit monitoring, for one year, Home .

Depot says.

January 2015

“Counterfeit Versions of Windows with Preinstalled

Malware Sold in China”

INCIDENT:

As part of an investigation into the sale of counterfeit
software, Microsoft’s digital crimes unit purchased brand new
computers from different cities in China. The investigators
discovered that of the computers were running forged
versions of Windows and that 20% of the computers were pre-
infected with viruses including the aggressive botnet virus
Nitol.

IMPACT:

Microsoft detected nearly 4,000 Nitol infections, which likely
represents only a subset of the number of infected computers.
The Nitol virus is capable of performing DDOS attacks,
spreading through removable and network devices, and acting
as a backdoor by allowing an attacker to run additional
malware.

Although Microsoft did not explicitly address this in its filing,
experts say 3322.org has long been associated with malware
used in highly targeted attacks aimed at stealing corporate and
government secrets from U.S. and other Western firms.

http://ww ‘weekly.com/news/2240234281/Home-Depot-traces-
credit-card-data-hack-to-supplier- i

http://ww ity.co h depot-breaches-|
7544[02—1

http://www.databr home-depot-53-milli Is-stol
7537?webSynclD=1612ec2c-3¢8b-85ba-87a0-

3b952bb: UID=478¢7423-6501-0104-a32a-86d53chd0a

MITIGATION:

Microsoft received permission from a United States court to
take down the network of Nitol-infected computers and
successfully sinkholed the virus’ command and control
domain, 3322.org, and any other subdomains linked to
malware. The takedown was part of a legal campaign called
Project MARS (Microsoft Active Response for Security), which
takes the lead in combating digital crime by obtaining court
orders to seize web domains and computers without notifying
the owners of the property.

« http://www.bbc.co.uk/news/technology-19585433

http://kr urity.com/2012/09/microsoft-disrupts-nitol-botnet-

in-piracy-sweep/

http://www.theguardian.com,

2012/sep/14/malware-

installed-computers-factories-microsoft
http://www.theregister.co.uk/2012/09/13/botnet takedown,




Software Supply Chain Risks
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Threat List Sources:
* Supply-chain Levels for Software Artifacts (SLSA), https://slsa.dev/spec/v1.0/threats-overview

* Taxonomy of Attacks on Open-Source Software Supply Chains (SoK), 2023 IEEE Symposium on Security and Privacy -
DOI: 10.1109/SP46215.2023.10179304

* Uncovering Software Supply Chains Vulnerability: A Review of Attack Vectors, Stakeholders, and Regulatory
Frameworks, DOI: 10.1109/COMPSAC57700.2023.00281
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Software Supply Chain
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Enabling Adoption of SBOMs
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SBOM Definition

Minimum Elements

Data Fields

Document baseline information about each component that should
be tracked: Supplier, Component Name, Version of the Component,
Other Unique Identifiers, Dependency Relationship, Author of
SBOM Data, and Timestamp.

Data Field Description
Supplier Name The name of an entity that creates, defines, and identifies
components.
Component Name Designation assigned to a unit of software defined by the

original supplier.

Automation Support

Support automation, including via automatic generation and
machine-readability to allow for scaling across the software
ecosystem. Data formats used to generate and consume SBOMs
include SPDX, CycloneDX, and SWID tags.

Version of the Component

Identifier used by the supplier to specify a change in software
from a previously identified version.

Practices and
Processes

Define the operations of SBOM requests, generation and use
including: Frequency, Depth, Known Unknowns, Distribution and
Delivery, Access Control, and Accommodation of Mistakes.

Other Unique Identifiers

Other identifiers that are used to identify a component, or
serve as a look-up key for relevant databases.

Dependency Relationship

Characterizing the relationship that an upstream component
X is included in software Y.

Author of SBOM Data The name of the entity that creates the SBOM data for this
component.
Timestamp Record of the date and time of the SBOM data assembly.

https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

MITRE
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https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

Bingo Buffer
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included in
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Application
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Compression
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Engine v3.1
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Browser

Source: https://www.ntia.gov/files/ntia/publications/ntia_sbom_framing_2nd_edition_20211021.pdf

ISO/IEC 5962:2021 (SPDX 2.1), OMG/LF SPDX 3.0, and ECMA-424 (CycloneDX 1.6)




Direct and Transitive Dependencies

Transitive dependency

Direct dependency
Direct vulnerabilities vs Indirect (transitive) vulnerabilities

Depends directly on Depends indirectly on
an affected package an affected package

Direct dependency vs Transitive dependency %
vulnerable
Direct package
Dependencies
Indirect
Dependencies
vulnerable
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SBOMs — EO 14028, NIST SSDF, NSM, DoD & OMB memos

EO 14028 - May 2021 OMB M-22-18 - Sep 2022

o) EXECUTIVE OFFICE OF THE PRESIDENT
wavz 20m ]

Executive Order on Improving the Nation’s Cybersecurity

OMB M-23-16 - Jun 2023

NSM-8 - Jan 2022 & EX ORI oF NANAGEMENT AN BUDGET

o Department of the S

American p)

identify,de Memorandum on Improving the Cybersecurity of National Common Self Attestation Form - Mar 2024
Governmen| Security, Department of Defense, and Intelligence AI r F O rce Cy b e r Ca ke

Iy less, ~ : Q. i
apply lesso] Community Systems Department of Homeland Security

States of An

our Nation

privace s NIST SP800-218 - Feb 2022 ‘ ‘ DoD CIO Golden Dome memo - Jul 2025

Governmen| NATIONA| OFFICE OF THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON
infrastructy N T S ~ l P b]' t' 300_218 WASHINGTON, DC 20301-1000
o] —_— pecial Publication
is,and to t
™ ‘GOLDEN DOME JUL Z 4 zms
2 TH FOR AMERICA-
Tnestmedty il Secure Software Development

Governmen|

sital instcy B Framework (SSDF) Version 1.1:

to bear the B

MEMORANDUM FOR

10R PENTAGON LE
ENSE AGENCY AND DOD HhLD ACTIVITY DIRECTORS

P - Recommendations for Mitigating SUBJECT: Golden Dome for America (GDA) Cybersccurity Requirements
security my TH the Risk of Software Vulnerabilities On May 20, 2025, the Secretary of Defense announced support for the Golden Dome for
43 TH America (GDA), a next-generation missile defense shield formalized in Executive Order (EO)
run the vitg 14186. As stated in the EO, the Golden Dome will include space-based interceptors and sensors,
H all seamlessly integrated with U.S. systems and technology already in service, such as air and
TH missile defense.

Itis the pol = Murugiah Souppaya

remediation] Karen Scarfone GDA's success will rely upon bold vision, innovation, and cutting-edge technology
The Federd TH Donna Dodson provided by the Defense Industrial Base (DIB). DIB companies, both large and small, are the
i targets of malicious cyber actors’ intent on theft of intellectual property, disruption of operations,
or exceed tl] or espionage. GDA is a system of systems, reliant on numerous technologies integrated into a
this order. AND DEP holistic system. To that end, the Department of Defense (DoD) must ensure the security of the
TH GDA program through the application of supply chain requirements for the entirety of the GDA
- DIB ccosystem.
TH The GDA program office will ensure that all vendors who handle Controlled Unclassified
. Information (CUI) must comply with the prescribed level of information handling. This includes —
i ation is available free of but are not limited to, Defense Federal Acquisition Regulation Supplement (DFARS) 252.204-
AGENC ion is ava 't e 7012, DFARS 252.204-7018, DFARS 252.204-7019, DFARS 252.204-7020 and, when
TH htps://doi.org/10.6028/NIST.SP.800-218 published, and effective, the revised DFARS clause 252.204-7021, The revised DFARS clause
252.204-7021 will require o verify iance with the security
SUBYECT] outlined in 32 Code of Federal Regulations (CFR) Parts 170 and 2002 for CUL i.¢. National
3 Institute of Standards and Technology (NIST) SP 800-171 requirements and in DoD policy for
Intelligeny breakthrough technologies and critical programs (including selected but not limited to
requirements inside NIST SP 800-172).
This mem, R, ) - ) —
eaticiton Contractors participating in the GDA program with enhanced protections will be required
quival

to implement and verify compliance with sclected requirements from NIST SP 800172, as
outlined in the revised DFARS clause 252.204-7021. Along with these requirements GDA
vendors shall also meet the following requirements:

1. Each vendor in the supply chain must subscribe to the National Security Agency (NSA)
Cybersecurity Collaboration Center’s (CCC) threat intelligence sharing. In addition,
vendors will be expected to conduct vulnerability monitoring and scanning. The NSA
CCC offers additional services that may augment a vendor's responsibility to
demonstrate this capability. For more information, contact
DIB_DEFENSE@cyber.nsa.gov.

Notional Institute of
Standards and Technology
US. Department of Commesce
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Other SBOM Market Forces

= U.S. requlations

= FDArequires SBOMs for medical devices at the premarket
stage, including lifecycle and vulnerability data,

= U.S. Army Directive mandates SBOMSs for most software
contracts starting in February 2025.

= PCIDSS v4.0 introduced controls that will require
organizations to maintain living, searchable SBOMs by 2025.

* Global regulations

= EU Cyber Resilience Act and Germany’s BSI TR 03183 are
setting SBOM requirements for digitally connected products

= Japan, the UK, and Australia are also advancing SBOM
initiatives or offering strong guidance for adoption

MITRE



SPDX 3.0 Scalable Modularity

Licensing
Profile
Security
Profile
Build Profile
Al Profile
Dataset
Profile

Lite Profile

Software Profile
(file, snippet, package, SBOM)

Core Profile

(agent [personl/org/sw], verified using, artifacts, external references, relationships, bundle, bom, lifecycle scope, annotations)

Json-Lp {3}
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SPDX Core Profile Relationships to Clarify Dependencies

DESCRIBES DEPENDENCY_OF PREREQUISITE_FOR GENERATES VARIANT_OF
DESCRIBED_BY | RUNTIME_DEPENDENCY_OF HAS_PREREQUISITE TEST_OF FILE_ADDED
CONTAINS BUILD_DEPENDENCY_OF ANCESTOR_OF TEST_TOOL_OF | FILE_DELETED
CONTAINED_BY | DEV_DEPENDENCY_OF DESCENDENT_OF TEST_CASE_OF | FILE_MODIFIED
DYNAMIC_LINK | OPTIONAL_DEPENDENCY_OF | DOCUMENTATION_OF EXAMPLE_OF PATCH_FOR
STATIC_LINK PROVIDED_DEPENDENCY_OF | BUILD_TOOL_OF METAFILE_OF PATCH_APPLIED
AMENDS TEST_DEPENDENCY_OF EXPANDED_FROM_ARCHIVE | PACKAGE_OF REQUIREMENT_FOR
COPY_OF OPTIONAL_COMPONENT_OF | DISTRIBUTION_ARTIFACT DATA_FILE_OF SPECIFICATION_FOR
DEPENDS_ON DEPENDENCY_MANIFEST_OF | GENERATED_FROM DEV_TOOL_OF OTHER

For more details see: https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
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https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/

Introduction to SPDX 3.0 tutorial

https://www.youtube.com/watch?v=J4hbb4PelL|U
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Lowering Adoption Hurdles for SBOMs and more
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- Automobiles

* Trains
 Vessels/Boats

* Building Mngt Sys
- Software

: . V) BOSCH
e P 1®ono magic (B RO ICT SCRM Task Force
bl Segasider ined €D NEC HBOM Working Group

cisco TOYOTA
ABB /. socsmve SIEMENS . COUALCOAA 2
. FUJITSU TOSHIBA ]:;ECUN'ESYS @i m )

Mﬁ%@: ORACLE HITACHI 8wl = 77

07

Product & Service Suppliers

Al

SOFTWARE COMPOSITION

INVENTORY MANAGEMENT

SYSTEMS

PRODUCT LIFECYCLE
MANAGEMENT (PLM) TooLs

INTEGRATED DEVELOPMENT

ENVIRONMENTS (IDES) ANALYSIS
SOURCE CODE & FRAMEWORKS I CLoup TooLs | STANDARD CAD SYSTEMS CATALOG BUILDERS
PACKAGE OPERATING S
PROCEDURES BOM MANAGEMENT SYSTEMS

REPOSITORIES
Lic MNGT

BuiLD CHOREOGRAPHY i

Tools & Capabilities for So

LINUX
Al & Datase Profile e oo erafi.;ions ona L EUNDA-HON
— crofiie ; il A ATl v Standards
ore b (). ‘U Development
— Organization.
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SPDX 3.0 - SPDX 3.1 Revised

ﬂ SSPECU RITY Security information - vulnerability details related to software
sBﬂ'nll:‘i"_D Build related information - provenance and reproducible builds
ilix Al model information - ethical, security, and model data

5[;IKTAS ETS Dataset information - Al and other data use cases

E Er‘lLF,i:EE|~.|S||~,|(§i Information about copyrights and licenses - supports compliance
sSngTWARE Software information

@ E%RE Information used across all prﬂge‘ﬁ

E‘E ﬁnAxRDWARE Information specific to physicarhings (chips, boards, FPGAs,...)
E gERVICES Software service information

HEl:_C‘,PKFETY Functional safety information - requirements and test case mapping
E')TDXE RATIONS Information about business operations (export control, cryptography,...)
§PGXPPLY CHAIN Information about product supply chains
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Transparency with the Al, SW, & Dataset Profiles

v @ O — -
Al Applicatinn Contains R Al/ML MGdEl Trained On N Tra"'"ng Contains , Data Set 1
Built image . ™ Data Set - Files
: X
J Contains Contains
— : o
Al Appllcatlun Model Testing Contains Data Set 2
Source Files Source Files Data Set Files
Software/Al SBOMs
@ - - - I
Legend Validation Contains E‘{ata Set 3
Data Set Files
@ Build SBOM
Source SBOM
Al Profile Data Set 4
Dataset Profile Files
Software Profile
Dataset SBOMs

https://www.linuxfoundation.org/hubfs/LF%20Research/Ilfr spdx aibom 102524a.pdf
MITRE



https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf

The Cautionary Tale of LAION-5B and Stable Diffusion

= One of the world’s most popular text-
to-image models, Stable Diffusion,

used LAION-5B and its 5 billion
Images as a training source

= Standford researchers discovered
over 1600 child pornography images
in LAION-5B (Dec 2023)

* Virtually nobody had an inventory of
Al dependencies to alert them to the
iIssue, or to determine where LAION-
5B was deployed.

LAION-5B Response Questions

r
THE HILL = roo swem o oo v e 3| 8 e

Dec 20, 2023

I‘l |mage fl;a'ining dataset found to
include child sexual abuse imagery

Stanford researchers discovered
LAION-5B, used by Stable
Diffusion, mcluded thousands of
inks to CSAM.

Exploitative photos of children found in
Al training data
B7 ANAS SAPUBD - TIVIVIS N0 56 dA mn

* Have we trained any of our models on this dataset?
* Have we used Stable Diffusion (or a specific Al model)?
= Have we derived any of our custom models from Stable Diffusion?

MITRE



Enhancing the SPDX Al and Dataset Profiles

FMware Design, Implementation, & Testing

Ranitive Architecture Design

Promptware

1 v

Fine-Tuning Process \ | /#4

Prompt Metadata

Knowiedge Engineering

Training Data_ Autonomy Layer |
Wikipoca J
Crani Dats

Large catasets

=

Data Annotabon

Safety and ethical
guardrails

] | R

I

T e -

Agentware
Architecture

Cognitive Architecture Planning

LLM interface

Agent Cognition
Context Engineering

Collaboration
Metadata

Guardrailing

t

Testing

[ Appllcdlonj

MITRE
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CVE and CWE are covering Al issues, but...

About  Partner Information  Program Organization Downloads Resources & Support Report/Request

YEARS

© Notice: Keyword searching of CVE Records is now available in the search box above. Keywords may include a CVE ID (e.g., CVE-2024-1234), or one or more W
keywords separated by a space (e.g., authorization, SQOL Injection, cross site scripting, etc.). Learn more here .

C / Common Weakness Enumeration

Acom

hat can become vulnerabilities

& AW w

CVE'2025‘31 363 PUBLISHED B View JSON | B User Guide

On This Page Search ¥
o
Required CVE Record <
Required CVE Record Information Information

ess 10; 1427 /

CNA: Mattermost, Inc X:Istner:n s
CNA: Mattermost, Inc - raction Base

Authorized Data Publishers

ew - i Hagoing
Published: 2025-04-16 Updated: 2025-04-16 i aslouzed Hometon: [CW“"“’"] (O"“‘“"’“"J { Frendy ] ("‘""] ( . J
Title: Data Exiiliration Via Al Plugin Jira Tool CISA-ADP

¥ Description

Description

The product uses externally-provided data to build prompts provided to large language models (LLMs), but the way these prompts are constructed causes the LLM to fail to distinguish between user-

supplied inputs and developer provided system directives.
Mattermost versions 10.4.x <= 10.4.2, 10.5.x <= 10.5.0, 9.11.x <= 8.11.9 fail fo restrict

¥ .
domains the LLM can request to contact upstream which allows an authenticated user Exteaded Desption
to exiltrate data from an arbitrary server accessible o the victim via performing a prompt When prompts are constructed using externally controllable data, it is often possible to cause an LLM to ignore the original uidance provided by its creators (known as the "system prompt”) by
injection in the Al plugin's Jira tool. inserting malicious instructions in plain human language or using bypasses such as special characters or tags. Because LLMs are designed to treat all instructions as legitimate, there is often no way
for the model to differentiate between what prompt language is malicious when it performs inference and returns data. Many LLM systems incorporate data from other adjacent products or external
CWE 1 7ot data sources like Wikipedia using API calls and retrieval augmented generation (RAG). Any exteral sources in use that may contain untrusted data should also be considered potentially malicious.
Learn more ¥ Alternate Terms
i _ prompt injection attack-oriented term for modifying prompts, whether due to this weakness or other weaknesses
+ CWE-1426: CWE-1426: Improper Validation of Generative Al Output
¥ Common Consequences
Cvss 0 Impact Details
Learn more e =
et Scope: Confidentiality, Integrity, Availability
Severity Version Vector String Z%‘;z;"a;z;cm The consequences are entirely contextual, depending on the system that the model s integrated into. For example, the consequence could include output that would not have
Varies by Context been desired by the model designer, such as using racial lurs. On the other hand, if the outputis attached to a code interpreter, remote code execution (RCE) could result.
3.0 Low a1 CVSS:3.1/AV-N/ACHPR:LIUI:R/
S:CICILINIAN

Scope: Confidentiality
Read Application

Most CVEs for Al systems are A -
a b o Ut t ra d I t I o n a I We' a k n e s S es - %ﬁ%ﬂz ThS“je e;:;?: which integrity can be impacted is dependent on the LLM application use case.
not weaknesses unique to Al

Read Application ’
Data; Modify Scope: Access Control

Annliratinn Data:
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What Cyber Physical Capabilities are Powered by Al?

Is Al providing advice to humans or taking control?

Medlcal

% 4% & 7 i
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THE

L LINUX | Research ESPDX®

FOUNDATION

Implementing AI Bill
of Materials (Al BOM)

with SPDX 3.0

A Comprehensive Guide to Creating Al and
Dataset Bill of Materials.

Authors
Karen Bennet, Gopi Krishnan Rajbahadur,
Arthit Suriyawongkul and Kate Stewart

October 2024

https.//www.linuxfoundation.org/
hubfs/L F%20Research/Ifr_spdx
aibom_102524a.pdf



https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf

Hardware Profile for SPDX 3.1

» Defining “Hardware”

= Hardware is any product, real or virtual. A product is
tangible, immutable and is the result of labor, or of a natural

or artificial process.
Any software product installed on a piece of hardware where

the unit is made immutable, should be considered to be
hardware.
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Hardware Profile for SPDX 3.1

Defining Containers, VMs and Digital Twinning

contains
runson
[ FPGA H B H Library J
stream
A 4 A
dependsOn dependsOn
Process W
Instantiation J
instantiation
\
dependsOn :
( Virtual 14 ( 0S
_ Hardware | runson |

contains

A
Software
Package
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Hardware Profile for SPDX 3.1
[ Process l

Specification @ J‘ hasOutput
A
descendantOf
. ) 4 )
[Hardwarea confains Hardware b | > Specificationb <
\. J
A
A descendantOf | )
Generates Hardware ¢ > Specification ¢ <
J/ N J/
) ™ 4 N\
Action- Hardware d » Specificationd [«
Assembly hasinput ) L )
usesTool
usesToo?
Y
hasInput
1 Process -
Hardware
J usesTool AssemnyJ
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Source SBOM

Build SBOM

MITRE

Software Bill of Materials Types

Open source
components

Multimedia, text

Developed
components

o
*
‘0
*

Build
process

Purchased
components

Micro
Controller
Firmware

Virtual :
Machine Cﬁ;‘;g'gse r

Data to address
some Supply-chain
Levels for Software
Artifacts (SLSA) Risks

_ Libraries /
Build ;|'°°|5 Other documents:

Deployed SBOM

Dynamic

"""""""" libraries

External
executables
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From the CISA Community-led Working Group on
SBOM Tooling and Implementation, [cisa.gov/sbom]

Table 1: SBOM Type Definition and Composition

SBOM Type | Definition Data Description

Design SBOM of intended design of included components (some of | Typically derived from a design
which may not exist) for a new software artifact. specification, RFP, or initial concept.

Source SBOM created directly from the development environment, Typically generated from software
source files, and included dependencies used to build an composition analysis (SCA) tooling,
product artifact. with manual clarifications.

Build SBOM generated as part of the process of building the Typically generated as part of a
software to create a releasable artifact (e.g., executable or build process. May consist of
package) from data such as source files, dependencies, built | integrated intermediate Build and
components, build process ephemeral data, and other Source SBOMs far a final release
SBOMs. artifact SBOM.

Analyzed SBOM generated through analysis of artifacts (e.g., Typically generated through
executables, packages, containers, and virtual machine analysis of artifacts by 3rd party
images) after its build. Such analysis generally requires a tooling.
variety of heuristics. In some contexts, this may also be
referred to as a “3rd party” SBOM.

Deployed SBOM provides an inventory of software that is present on a | Typically generated by recording the
system. This may be an assembly of other SBOMSs that SBOMs and configuration
combines analysis of configuration options, and examination | information of artifacts that have
of execution behavior in a (potentially simulated) deployment | peen installed on systems.
environment.

Runtime SBOM generated through instrumenting the system running | Typically generated from tooling
the software, to capture only what is loaded and executing in | interacting with a system to record
memory, as well as external call-outs or dynamically loaded the artifacts present in a running
components. In some contexts, this may also be referred to environment and/or that have been
as an “Instrumented” or “Dynamic” SBOM. executed.




U Design

d Source
. . O Build
SBOM Communications Channels and Use Cases 0 analyzed
O Deployed
0 Runtime
Customer to Supplier L
« Assessment Requgspt % o Acq_msmon Software Assurance Assess_ment
« Security Policy/Risk threshold 7 2 Q.&O * Validate software meets requirements for acquisition
* Request remediation from / to Supplier %Q@ ‘,’00 &0 * Flag issues for remediation before deployment
- Supplier to Customer °/-/%‘ S
- Request acceptance %% 0\\,?'
* Published results 6og’,"‘ Q%O(’ * Inventory SBOM for each version of software
* Results annotation o°°,> ?’ ' et (\\ * ldentify software exposed to new vulnerabilities
D20} @ ?‘66 ‘090@ * Quickly identify where portfolio is exposed to emerging
Contract requirements: N\ age o threats
: . : NS
« 3" party scanning chosen by agency required Leg We chxP‘
* Vendor provides softwa}re for SBOM Validation (Licensg!” Software \3 . Define reporting and scanning requirements
» On-going scanning req't across software life-cycle Bill of Policy  * Define and maintain blockiist/allowiist of SEOM
: Materials (SBOM Standard &  components .
* Monitor that software complies with “‘\tof\“g (SBOM) Risk Threshold) ~ *+ Define risk thresholds for emerging threats (e.g. new
standards across software life cycle -‘“ug\_J_Sn oquireme” E| X ) 8\/fEs fOF_te.X|sE’g|ng Sodﬂware)d' ; ol
« Pre-installation scan of patches/  COW uisitioyiotion) X ements v, efine mitigation and remediation protoco
updates / upgrades (Post A€ Reme NC) <
\OXOOQ 000 ‘%/7/,769@ ///{1/ - Verify upgrade / patch/version meets blocklist /
* Identify disallowed SBOM components QQ{@ Q@ l/efs%) Lo e,,[ alloyvllst component requirements
* Drive remediations requirements to supplier ) &00 N 6"\ /7//79}‘%8 e Verify software and SBOM components free of
« ldentify vulnerabilities and other OSS policy violations  \%* xQ 6’“0 policy-violating vulnerabilities
* Verify software standards \\%Q®
© AR D FEIEIEAp e DR g EE &éb@(" * Use SBOM to quickly identify emerging threat exposure
&Q * Target mitigation for compensating controls
« Map emerging Open Source threats embedded in « Target patching across software portfolio

software supply-chain
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2 Gadin Software Development and Assurance Evidence Sources

Operational Need Delivered Capability

Business or Mission Analysis Disposal

Sustainment and Continuous Engineering

CONOPS Analysis by

Validate
Solution

: e Requirements
Stakeholder Needs & Requirements Definition Gperaiion

Red Teaming

Continuous Applicatio Validation Blue Teaming

Across Softwar
Lifecycle

System Requirements Definition

Transition Functional Testing

Attack Surface Analysis
_ Architecture Definition Pen Testin
Model-Based Arch Review Design Product ZA ¢
N
_ _ r\, Assurance Case
Model-Based Design Review Design Definition i 4
_ 9 RSty Dynamic Analysis Tool C
STPA-SEC Analysis _ & _
Attack Surface Analysis . Integration I Fuzz Testing
System Analysis L%/J R ion Testi
Fault Tree Analysis Verification <& egression festing
_ (,9 Static Analysis Tool B
Code Review Support Development 7 s . .
VA Static Analysis Tool A
NOTE: Lifecycle processes typically occur simultaneously, NOTE: Implementation, Integration & Verification are often performed continuously & simultaneously
not in sequence; see ISO/IEC 15288 & 12207 with the aid of Integrated Development Environments (IDEs) & other tools.
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Utilizing Appropriate Detection Methods to Collect Evidence to Gain Assurance...

Artifacts

CONOPS
Requirements
Architecture
Design

System Model

Process
Code
Binary
Running Binary
Environment of System

Live System
E MITRE

Detection Methods Coverage

CONOPS Evaluation OOO O

Model-Based Arch/Design Review <D

STP-SEC Analysis 000000000
Functional Testing >
Code Review .
Attack Surface Analysis D
Fault Tree Analysis D
Static Analysis Tool A VANVANVANVAN
Static Analysis Tool B O O O
Regression Testing * % %

Dynamic Analysis Tool C

Fuzz Testing OOOOOO
Pen Testing OO0 00000000000
Blue Teaming OO O O O O
Red Teaming - @

CVE, reqts,
CWE, functions,
CAPEC, ...

Most
Important

Quality &
Functional
Issues




Multiple Sources of Assurance Evidence from Throughout
the Lifecycle of the item(s) needing Assurance.

BB
=N \ l / /
LH.H'DOW can"we getEth! is
hhg.x.“y-'PrOPl’J,__e ary.data
‘ ’?
gfrom ¢ ,our1su€pll

AnaIyS|iseV|ew

. Static
Regression Analysis
Testing
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Example of IETF’s Supply Chain Integrity, Transparency, and Trust
(SCITT) standards in Software Supply Chain Security

Policies looking for evidence about the risks from System of Trust

Example Exam le Example Example polic

Exl?y ple Eéchp'e pollcyp Yp policy? . Rele%sepap ¥oved
A||¥oo|s » All commits | * Source de SBOM | *'Scan * Build output SBOM
current signed by proven. acceptable results maiches deployed

« Allmodels ‘approved accept De% NYed acceptable BOM
pass developers ’Thl - * Build configuration
validation [)(/ maiches acceptable
without pac ages publlshed » No known unmitigated Policy
wamings mafch ackage vulnerabiliies E

0/[ their « No critical « Safety case is accepted ntries
Cy G Source | failure modes
e es 4 SBOMs

Model-Based -' .' .‘ .' -' .'

Development Tool System Engineering

Code Repositories Creation & Sourcing  (Digital Thread) Code  Commit Build Test Package Release
N a Y 4 Y 0
Vendor’s
f @) SCITT
LY <~ N\ Registry
l> » -»-n.--»‘-»l‘
v= ’r
=
\ J \ J \ J
= o Bl B Key
2 |E:a-| @ LBJ L‘Eﬂ Source SBOM .
ge Evidence
E le evid E I Example | Example | Example : :
E\“de xgrgg 33%\(1' :rréce E\)/(l?jg]rﬁ)é% e\é?ir%\)c% e\éld?§ce e\éldAesrﬁ_:_c/e exder?ce BUIdLEON Entries
current versions. *C it *Bui *Bui . ssurance
S‘\%“e « Models created are S|8nmarmre trigger aramtrs | DAST Case Complete Deployed SBOM
conformantto proof record * Build scan *Release SLSA Data
norms of practice *Source SBOM results approval
SBOM . De%lo ed | *Fuzztest OMG SACM
signed b B results
expecte ﬁéﬁMﬁL OMG RAAML
provicer™ | R OMG UML/SysML
Analysis

Example of the IETF SCITT in SW Development
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Example of IETF’s Supply Chain Integrity, Transparency, and Trust
(SCITT) standards in System Supply Chain Security

o)
(o
0(‘
&
o,
()
Raw Materials Factory Construction Parts 4y Sub-assemblies Final Assembly Vertical Markets Edge Applications Environments
E o T o y g

ol o/ 7 ‘F..’,;;.'._,% s R
Auto WE | 90 E ey N ™

oo~ — .y P
Value » » y -~
Chain 4 J==RNE ) : ¥ mh‘?

— ta Tl
e’ <
Q\'bk &’b
§© &
oy S

— e d :‘ﬁ
Secure/Trusted Eﬁ? @ e s L3
Infrastructure [i= @'.Q &£ ﬁﬁ:

Verifiable Identity Authenticity & Data Protection, Safety, Assurance, Integrity Market Access Cybersecurity Ease of Use  Assured & Interoperable
& Pedigree Trustworthiness & Confidentiality & Transparency  Preference & Use  Assurance & Trust & Updates Ecosystems

IETF SCITT

SoT Risks SoT Risks SoT Risks SoT Risks SoT Risks SoT Risks SoT Risks SoT Risks
SBOMs SBOMs SBOMs SBOMs SBOMs SBOMs SBOMs SBOMs
Attestations Attestations Attestations Attestations Attestations Attestations Attestations Attestations

Assured Supply Chain ﬂ H T8 ﬂ .5!@ ﬁ Em
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IETF SCITT

* SCITT IETF Working Group - focused on specification development.

Charter and Meeting schedule outlined by the IETF:
https://datatracker.ietf.org/wg/scitt/about/

e |[ETF-SCITT Mailing List https://www.ietf.org/mailman/listinfo/scitt
* |[ETF 124 (Montreal) SCITT Session is planned for Tuesday 4 Nov from 9:30-11:30am

* SCITT Community - focused on IETF specification adoption
https://github.com/ietf-wg-scitt/ including advocacy, outreach, testing,
ensuring interoperability of implementations, rapid prototyping, and open
source libraries, tooling and examples, like the SCITT APl Emulator

https://github.com/microsoft/scitt-api-emulator, and View COSE tool
https://v.gluecose.org/.

* The SCITT Community is open to the public and new members are invited to join!

MITRE


https://datatracker.ietf.org/wg/scitt/about/
https://www.ietf.org/mailman/listinfo/Scitt
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0

One More Thing...

Vulnerability Exploitability (VEX): Problems to solve

* Number of security advisories is rising
= SBOM adds to load } Scalability
* Not every vulnerability can be exploited } Exploitability

“VEXed by vulnerabilities that don’t affect your product? Try this!” — July 2022
ietd Allan Friedman (CISA, USA)
Thomas Schmidt (BSI, Germany)




Needed fields for VEX

Vulnerability

“VEXed by vulnerabilities that don’t affect your product? Try this!” — July 2022
Allan Friedman (CISA, USA)

=49

T« ped Thomas Schmidt (BSI, Germany)




Required fields for a VEX

Metadata
(author, id, timestamp)

Product id Product id

Vulnerability ID Vulnerability 1D
Vuln details Vuln details
Product Status Product Status
Action statement / | Action statement /
Impact statement | Impact statement

“VEXed by vulnerabilities that don’t affect your product? Try this!” — July 2022
Allan Friedman (CISA, USA)

#ria,ﬁuzz Thomas Schmidt (BSI, Germany)




VEX and SBOM in a workflow...
‘Source SBOM |

Build SBOM

Vulnerability

NATIONAL VULNERABILITY
DATABASE

feeds ) X NVD

SBOM with mapped
vulnerabilities

List of 100 Known
Vulnerabilities

VEXs for Product

Report of
exploitable
Vulnerabilities
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“Modality” of VEX — Use Cases

Product

status

Product

status

"""*""!:,L:'.""c% Allan Friedman (CISA, USA)

T« ryd Thomas Schmidt (BSI, Germany)

MITRE

Product

vuln

status

status

vuln

status

“VEXed by vulnerabilities that don’t affect your product? Try this!” — July 2022




SBOM papers - three from MITRE, one from the Atlantic
Council, and one from the Linux Foundation

MITRE“\ ?&”A@%EES&%‘.& 0

n‘l.'ﬂi‘m)’(‘ Research  [[3 SPDX’

1

Implementing AI Bill

of Materials (Al BOM)
with SPDX 3.0

A Comprehensive Guide to Creating Al and
Dataset Bill of Materials
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Questions?

ramartin@mitre.org
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Final Thoughts...
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