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Software is Pervasive

Loss of property or livesLoss of safety or reliabilityLoss of data or capability

IT Risk Operational Risk

Traditional Computers Software Enabled Everything

Servers databases
Desktops office apps
Laptops e-mail
Tablets browsers
Switches Routers 

Healthcare        Implantable Medical             Smart Munitions
Aeronautics    Smart Manufacturing         Intelligent Vehicles

         Smart Energy            Water Treatment       Intelligent  Shipping
Oil & Gas                    Hydro Power         Dam Management

 Microgrids                      Smart Cities   Building Management
Autonomous Systems

Scratch Built Software Assembled Software

Use of open source and 3rd party libraries, 
modules, frameworks, and services

Multi-party software updating/patching

Majority of products built with 
no 3rd Party dependencies

2

Software Systems AI Enabled Software Systems

Products use of LLM, Agentic AI, and 
other enhanced automation capabilities

Products based on procedural 
software capabilities

, and “Smart”, Assembled
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Customer relationship management

Project management

HR & Recruitment

Communication

Cloud services 

ERP software 

Software repository

Accounting software

Productivity software

Enterprise Software Examples Making use of AI
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Characterizing Supply Chains
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Software Supply Chains Are Opaque – Transparency is needed
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URGENT/11

Shellshock

Ghost

Provenance for software components 
(code AND models AND datasets)

• Origin – Chain of Custody?
• Tool Chains Used?
• Languages and versions?
• Licenses?
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Software Supply Chain Attack Points

Developer

Raw MaterialsSupplier Manufacturing Distribution Customer
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10th Annual State of the Software Supply Chain – Sonatype

https://www.sonatype.com/state-of-the-software-supply-chain/introduction#open-source-security

SolarWinds
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Real-World Software Supply Chain Attack (a.k.a SolarWinds)

Code Build Test Package Release Deploy Operate MonitorCommit

</>

Producer Consumer

Build and Distribution Infrastructure

1. Preparatory compromises at SolarWinds date back to October 2019. (Refs 11 & 12) 
2. At some point there was a compromise of the build environment itself. 
3. Malicious code sent in SolarWinds updates released between March and at least June 2020.  (Refs 32 & 33)
4. Approximately 18,000 organizations receive the tainted updates and may have been targeted and impacted. 

1 2 3 4
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Software Supply Chain Security & Integrity
DELIVER UNCOMPROMISED: 
SECURING CRITICAL SOFTWARE 
SUPPLY CHAINS
PROPOSAL TO ESTABLISH AN END-TO-END FRAMEWORK FOR SOFTWARE SUPPLY CHAIN INTEGRITY

by Charles Clancy, Joseph Ferraro, Robert Martin, Adam Pennington, Christopher Sledjeski, and Craig Wiener

© 2021 MITRE # 21-XXXX 1-28-2021

Code Build Test Package Release Deploy Operate MonitorCommit

</>

SBOM SBOM SBOM SBOM SBOM SBOM

Evidence Based Trust

SBOM

Compare
Accept

Producer Consumer

Jan 2021

https://www.mitre.org/sites/default/files/publications/pr-21-0278-deliver-uncompromised-securing-critical-software-supply-chains.pdf

9

Build and Distribution Infrastructure
3

Secure & Hardened 
Build and Distribution Infrastructure

DELIVER UNCOMPROMISED: 
SECURING CRITICAL SOFTWARE 
SUPPLY CHAINS
PROPOSAL TO ESTABLISH AN END-TO-END FRAMEWORK FOR SOFTWARE SUPPLY CHAIN INTEGRITY

by Charles Clancy, Joseph Ferraro, Robert Martin, Adam Pennington, Christopher Sledjeski, and Craig Wiener

© 2021 MITRE # 21-XXXX 1-28-2021



© 2025 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case No: 25-01520-7

Software Supply Chain Integrity
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Code

</>

Commit TestBuild Package Release

Operate Monitor

Code Build Test Package ReleaseCommit

</>

Operate Monitor
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Software Supply Chain Integrity

Software
Supply 
Chain

Commit TestBuild Package ReleaseCode

</>

Code 
Repositories

Development 
Tool Creation & 

Sourcing

Model-Based 
Engineering 

(Digital Thread) Applications Environments

Operate Monitor

Vertical Markets
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The Software Supply Chain

Dependency

12
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Software Supply Chain Risks

Supply-chain Levels for Software Artifacts (SLSA), 
https://slsa.dev/spec/v1.0/threats-overview

Dependency

SCM CI/CD Distribution

13
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Software Supply Chain Real-world Risk Examples
Risks to SW Category Example

(A) Inject bade code Source threat
Linux hypocrite commits: Researcher intentionally introduces vulnerabilities into Linux 

kernel via patches

(B) Compromise source control Source threat
PHP: Attacker compromised PHP's self-hosted git server and submits two malicious 

commits

(C) Build from modified source Build threat Webmin: Attacker modifies build infra to use source files not matching source control

(D) Compromise build process Build threat SolarWinds: Attacker compromised build platform

(E) Vulnerable dependency
Source threat

Build threat
Event-stream: Attacker added innocuous dependency then turned dependency malicious

(F) Bypass CI/CD + inject bad artifact Build threat CodeCov: Leaked credentials used to upload malicious artifact to GCS bucket

(G) Compromise package repo/signing Build threat Attacks on Package Mirrors: Mirrors run on popular package repos

(H) Compromise deploy process Deployment + runtime threat Browserify typosquatting: Similar name to original used

14
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Supply Chains 
as sources of 
risks and 
vulnerabilities
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Applications Environments

Operate Monitor

Vertical Markets

Software
Supply 
Chain

Development Tool 
Creation & Sourcing

Code 
Repositories Commit TestBuild Package ReleaseCode

</>

Model-Based 
Engineering 

(Digital Thread)

Threat List Sources:

• Supply-chain Levels for Software Artifacts (SLSA), https://slsa.dev/spec/v1.0/threats-overview

• Taxonomy of Attacks on Open-Source Software Supply Chains (SoK), 2023 IEEE Symposium on Security and Privacy - 
DOI: 10.1109/SP46215.2023.10179304 

• Uncovering Software Supply Chains Vulnerability: A Review of Attack Vectors, Stakeholders, and Regulatory 
Frameworks, DOI: 10.1109/COMPSAC57700.2023.00281 
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Software Supply Chain Risks

malicious 
commit

malicious 3rd party 
package or version modify build 

tasks 
modify 

build env

malicious 
plug-ins

compromised credentials, hacked email, phishing…

poisoned 
build agent

modify 
release 
tasks

modify build 
drop prior to 

release

tamper with 
versioning and 
update process

tamper with
build cache

compromise 
package 

repository

use bad 
package

compromise 
source control

poisoned 
compiler

compromise 
package repository

malicious commit typosquatting

malicious 
plug-ins

poisoned tool

software supply chain risks

System of Trust

SoT.MITRE.ORG

Catalog of     
the different 
potential supply 
chain risks
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Software, MicroElectronics, and UAV Supply ChainsSupply ChainsSupply Chain

Software
Value 
Chain

Development 
Tool Creation & 

Sourcing
Code 

Repositories Commit TestBuild Package ReleaseCode

</>

Model-Based 
Engineering 

(Digital Thread)

UAV
Value 
Chain

Raw Materials Factory Construction Parts Sub-assemblies Final Assembly Applications Environments

Operate Monitor

Packaging & Test

mElectronics
Value Chain

Raw Materials Embedded SystemChip Design & MfgFab Construction

Vertical Markets

Potential Supply 
Chain Risks

17

Bill of Materials 
(SBOMs & HBOMs)
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Enabling Adoption of SBOMs

INTEGRATED DEVELOPMENT 
ENVIRONMENTS (IDES)

FRAMEWORKS

CLOUD TOOLS 

BUILD CHOREOGRAPHY
SOURCE CODE & 
PACKAGE 
REPOSITORIES

Tools & Capabilities for Software

SOFTWARE COMPOSITION ANALYSIS

• Agriculture and Food

• Energy

• Transportation

• Chemical Industry

• Postal and Shipping

• Water

• Public Health

• Telecommunications

• Banking and Finance

• Key Assets

End Users in Industry, Government, and Commerce

• Medical Devices

• Merchandise

• Automobiles

• Trains

• Vessels/Boats

• Building Mngt Sys

• Software

Product & Service Suppliers

SBOMs

SBOMs

SBOMs

SBOMs

18

System Package 
Data Exchange 
(SPDX) 3.0 SBOM 
Standard effort 
targeted here
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SBOM Definition

https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

19

ISO/IEC 5962:2021 (SPDX 2.1), OMG/LF SPDX 3.0, and ECMA-424 (CycloneDX 1.6)
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Direct dependency

Direct dependency vs Transitive dependency

A B C

Direct dependency

A - B

Transitive dependency

A - C

Direct vulnerabilities vs Indirect (transitive) vulnerabilities

Depends directly on 

an affected package

Depends indirectly on 

an affected package

vulnerable 

package

vulnerable 

package

Direct 

Dependencies

Indirect 

Dependencies

Direct and Transitive Dependencies
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SBOMs – EO 14028, NIST SSDF, NSM, DoD & OMB memos

EO 14028 - May 2021 OMB M-22-18 - Sep 2022

NSM-8 - Jan 2022

OMB M-23-16 - Jun 2023

NIST SP800-218 - Feb 2022
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1 

 

Department of Homeland Security 

 

Cybersecurity and Infrastructure Security Agency (CISA) 

 

Secure Software Development Attestation Form Instructions 
 

 

 

 

Read all instructions before completing this form 

 

_____________________________________________________________________________________ 

 

Privacy Act Statement 

 

[NOTE: This Privacy Act Statement is unique to DHS. All agencies using this common form will 

need to provide an agency-unique Privacy Act Statement when they request to use this form. 

Each agency using this common form should provide Privacy Act Statements that conform to its 

applicable agency procedures and requirements.] 

 

Authority: 44 U.S.C. § 3554, Executive Order (E.O.) 14028, “Improving the Nation’s 

Cybersecurity,” and OMB Memorandum M-22-18, “Enhancing the Security of the Software 

Supply Chain through Secure Software Development Practices,” as amended by OMB 

Memorandum M-23-16, “Update to Memorandum M-22-18, Enhancing the Security of the 

Software Supply Chain through Secure Software Development Practices,” authorize the 

collection of this information. 

 

Purpose: The purpose of this form is to provide the Federal Government assurances that software 

used by agencies is securely developed. 

 

Background: This information may be disclosed as generally permitted under Executive Order 

14028, Improving the Nation’s Cybersecurity (E.O. 14028) and Memorandum M-22-18, 

“Enhancing the Security of the Software Supply Chain through Secure Software Development 

Practices” (M-22-18), as amended. This form collects contact information from vendor 

employees who make the attestation. For DHS, information may be disclosed as necessary and 

authorized by the routine uses published in DHS/ALL-002 Department of Homeland Security 

(DHS) Mailing and Other List System, November 25, 2008, 73 FR 71659.  

 

Failure to provide any of the information requested may result in the agency no longer utilizing 

the software at issue. Willfully providing false or misleading information may constitute a 

violation of 18 U.S.C. § 1001, a criminal statute. 
 

 

 

Common Self Attestation Form - Mar 2024

Department of the

Air Force Cyber Cake
DoD CIO Golden Dome memo - Jul 2025
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Other SBOM Market Forces

▪ U.S. regulations 

▪ FDA requires SBOMs for medical devices at the premarket 
stage, including lifecycle and vulnerability data, 

▪ U.S. Army Directive mandates SBOMs for most software 
contracts starting in February 2025. 

▪ PCI DSS v4.0 introduced controls that will require 
organizations to maintain living, searchable SBOMs by 2025. 

▪ Global regulations

▪ EU Cyber Resilience Act and Germany’s BSI TR 03183 are 
setting SBOM requirements for digitally connected products

▪ Japan, the UK, and Australia are also advancing SBOM 
initiatives or offering strong guidance for adoption

22
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SPDX 3.0 Scalable Modularity 
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Core Profile
(agent [person/org/sw], verified using, artifacts, external references, relationships, bundle, bom, lifecycle scope, annotations)

Software Profile
(file, snippet, package, SBOM)
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SPDX Core Profile Relationships to Clarify Dependencies

DESCRIBES DEPENDENCY_OF PREREQUISITE_FOR GENERATES VARIANT_OF

DESCRIBED_BY RUNTIME_DEPENDENCY_OF HAS_PREREQUISITE TEST_OF FILE_ADDED

CONTAINS BUILD_DEPENDENCY_OF ANCESTOR_OF TEST_TOOL_OF FILE_DELETED

CONTAINED_BY DEV_DEPENDENCY_OF DESCENDENT_OF TEST_CASE_OF FILE_MODIFIED

DYNAMIC_LINK OPTIONAL_DEPENDENCY_OF DOCUMENTATION_OF EXAMPLE_OF PATCH_FOR

STATIC_LINK PROVIDED_DEPENDENCY_OF BUILD_TOOL_OF METAFILE_OF PATCH_APPLIED

AMENDS TEST_DEPENDENCY_OF EXPANDED_FROM_ARCHIVE PACKAGE_OF REQUIREMENT_FOR

COPY_OF OPTIONAL_COMPONENT_OF DISTRIBUTION_ARTIFACT DATA_FILE_OF SPECIFICATION_FOR

DEPENDS_ON DEPENDENCY_MANIFEST_OF GENERATED_FROM DEV_TOOL_OF OTHER

For more details see: https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
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https://spdx.github.io/spdx-spec/v2.3/relationships-between-SPDX-elements/
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Introduction to SPDX 3.0 tutorial

https://condots.duckdns.org/

https://www.youtube.com/watch?v=J4hbb4PeLIU

DOTS graph tool 

for visualizing 

SPDX 3.0 

materials
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INTEGRATED DEVELOPMENT 
ENVIRONMENTS (IDES)

FRAMEWORKS CLOUD TOOLS 

BUILD CHOREOGRAPHY

SOURCE CODE & 
PACKAGE 
REPOSITORIES

Tools & Capabilities for Software

SOFTWARE COMPOSITION 
ANALYSIS

LIC MNGT

• Agriculture and Food
• Energy

• Transportation
• Chemical Industry
• Postal and Shipping

• Water
• Public Health

• Telecommunications
• Banking and Finance
• Key Assets

End Users in Industry, Government, and Commerce

• Medical Devices
• Merchandise

• Automobiles
• Trains

• Vessels/Boats
• Building Mngt Sys
• Software

Product & Service Suppliers

SBOMs

SBOMs

SBOMs

SBOMs

Tools & Capabilities for Hardware

INVENTORY MANAGEMENT 
SYSTEMS

CAD SYSTEMS

PRODUCT LIFECYCLE 
MANAGEMENT (PLM) TOOLS 

CATALOG BUILDERSSTANDARD 
OPERATING 
PROCEDURES BOM MANAGEMENT SYSTEMS

Lowering Adoption Hurdles for SBOMs and more

ICT SCRM Task Force

HBOM Working Group

Core BOM

License 
Profile

Lite 
Profile

AI & Dataset
Profile SW Profile

Build 
Profile

Security 
Profile HW Profile

Services 
Profile

Operations 
Profile

Functional 
Safety Profile
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SPDX 3.0 → SPDX 3.1

27

DATASETS

AI model information - ethical, security, and model data

Build related information - provenance and reproducible builds

Dataset information - AI and other data use cases

Information about copyrights and licenses - supports compliance

Software information

Information used across all profiles

Security information - vulnerability details related to software

Revised

OPERATIONS?

SUPPLY CHAIN?

Information specific to physical things (chips, boards, FPGAs,…)

Information about business operations (export control, cryptography,…)

Software service information

Functional safety information - requirements and test case mapping

New

Information about product supply chains

27
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https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_ aibom_102524a.pdf

Transparency with the AI, SW, & Dataset Profiles

28

Software/AI SBOMs

Dataset SBOMs

Software Profile

https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
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The Cautionary Tale of LAION-5B and Stable Diffusion

Courtesy of Daniel Bardenstein, Manifest

▪ One of the world’s most popular text-
to-image models, Stable Diffusion, 
used LAION-5B and its 5 billion 
images as a training source

▪ Standford researchers discovered 
over 1600 child pornography images 
in LAION-5B (Dec 2023)

▪ Virtually nobody had an inventory of 
AI dependencies to alert them to the 
issue, or to determine where LAION-
5B was deployed.

LAION-5B Response Questions

▪ Have we trained any of our models on this dataset?

▪ Have we used Stable Diffusion (or a specific AI model)?

▪ Have we derived any of our custom models from Stable Diffusion?

29

Dec 20, 2023
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Enhancing the SPDX AI and Dataset Profiles

30
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CVE and CWE are covering AI issues, but…

Most CVEs for AI systems are 
about traditional weaknesses – 
not weaknesses unique to AI

31
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Medical Manufacturing

Oil and GasPharma

Buildings

Vehicles

32

What Cyber Physical Capabilities are Powered by AI?
Is AI providing advice to humans or taking control?
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https://www.linuxfoundation.org/
hubfs/LF%20Research/lfr_spdx_ 
aibom_102524a.pdf

33
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▪Defining “Hardware”

▪ Hardware is any product, real or virtual. A product is 

tangible, immutable and is the result of labor, or of a natural 

or artificial process.

Any software product installed on a piece of hardware where 

the unit is made immutable, should be considered to be 

hardware.

Hardware Profile for SPDX 3.1

34
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Hardware Profile for SPDX 3.1
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Hardware Profile for SPDX 3.1
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Software Bill of Materials Types
Data to address 
some Supply-chain 
Levels for Software 
Artifacts (SLSA) Risks

Embedded
System 
Image

Micro 
Controller 
Firmware

Disk 
Images

Virtual 
Machine 
Images

Container 
Images

Package 
Feeds

SDKs & 
Build 
Tools

Build Tools
Libraries

Other documents:

Multimedia, text

purchased

Generated code

Makefiles

Open source

components

Developed 

components

Purchased

components

Target 

Images

Build 
process

Dynamic

libraries

External 
executables

Execution

Source SBOM

Build SBOM

Deployed SBOM
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From the CISA Community-led Working Group on
SBOM Tooling and Implementation, [cisa.gov/sbom]

38
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• Verify upgrade / patch/version meets blocklist / 
allowlist component requirements

• Verify software and SBOM components free of 
policy-violating vulnerabilities

Customer to Supplier
• Assessment Request
• Security Policy/Risk threshold
• Request remediation from / to Supplier
• Supplier to Customer
• Request acceptance
• Published results
• Results annotation

Contract requirements:
• 3rd party scanning chosen by agency required
• Vendor provides software for SBOM Validation
• On-going scanning req’t across software life-cycle

Acquisition Software Assurance Assessment
• Validate software meets requirements for acquisition
• Flag issues for remediation before deployment

SBOM Communications Channels and Use Cases

• Inventory SBOM for each version of software
• Identify software exposed to new vulnerabilities
• Quickly identify where portfolio is exposed to emerging 

threats

• Define reporting and scanning requirements
• Define and maintain blocklist/allowlist of SBOM 

components
• Define risk thresholds for emerging threats (e.g. new 

CVEs for existing software)
• Define mitigation and remediation protocol

Policy
(SBOM Standard & 

Risk Threshold)• Monitor that software complies with 
standards across software life cycle

• Pre-installation scan of patches / 
updates / upgrades

• Use SBOM to quickly identify emerging threat exposure
• Target mitigation for compensating controls
• Target patching across software portfolio• Map emerging Open Source threats embedded in 

software supply-chain

• Identify disallowed SBOM components
• Drive remediations requirements to supplier
• Identify vulnerabilities and other OSS policy violations
• Verify software standards
• Applies to patches/updates/upgrades

Software 

Bill of 
Materials 
(SBOM) 

Elements

❑ Design
❑ Source
❑ Build
❑ Analyzed
❑ Deployed
❑ Runtime

39
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Software Development and Assurance Evidence Sources

NOTE: Lifecycle processes typically occur simultaneously, 
not in sequence; see ISO/IEC 15288 & 12207

NOTE: Implementation, Integration & Verification are often performed continuously & simultaneously 
with the aid of Integrated Development Environments (IDEs) & other tools. 

Validate
Solution   

Requirements

Design Product

Continuous Application
Across Software

Lifecycle  

Operational Need Delivered Capability

Business or Mission Analysis

Stakeholder Needs & Requirements Definition

System Requirements Definition

Architecture Definition

Design Definition

System Analysis

Disposal

Validation

Operation

Sustainment and Continuous Engineering

Support Development

Implementation

Verification

Integration

Transition

Figure 3-2 from ”Software Trustworthiness Best Practices,” 2020, https://www.iiconsortium.org/pdf/Software_Trustworthiness_Best_Practices_Whitepaper_2020_03_23.pdf

Code Review
Static Analysis Tool A

Dynamic Analysis Tool C

Static Analysis Tool B

Fuzz Testing

Regression Testing

Pen Testing

Blue Teaming

Functional Testing

Red Teaming

Model-Based Design Review

Attack Surface Analysis

Attack Surface Analysis

Model-Based Arch Review

CONOPS Analysis

40

Fault Tree Analysis

STPA-SEC Analysis

Assurance Case
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Most 
Important 
Quality & 
Functional 

Issues

Utilizing Appropriate Detection Methods to Collect Evidence to Gain Assurance…

Coverage

CVE, reqts,
CWE, functions, 

CAPEC, …

Architecture

Design

Process

Code

Binary

Running Binary

Environment of System

Live System

CONOPS

Requirements

System Model

Artifacts

Code Review

Static Analysis Tool A

Dynamic Analysis Tool C

Static Analysis Tool B

Fuzz Testing

Pen Testing

Blue Teaming

Red Teaming

CONOPS Evaluation

Attack Surface Analysis

Model-Based Arch/Design Review

Regression Testing

Functional Testing

Fault Tree Analysis

Detection Methods

STP-SEC Analysis
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Multiple Sources of Assurance Evidence from Throughout 
the Lifecycle of the item(s) needing Assurance.

CONOPS 
evaluation Attack Surface 

Analysis

Functional 
Testing

Architecture 
Analysis

Model-Based Design 
Analysis/Review

Static 
AnalysisRegression 

Testing

Malformed Input 
Testing (Fuzzing)

Dynamic Runtime 
Analysis

Penetration 
Testing

Blue 
Teaming

Red 
Teaming

Fault Tree 
Analysis

STPA-SEC 
Analysis

Evidence

42

But how can we get this 

hightly proprietary data 

from our suppliers? 
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Development Tool 
Creation & Sourcing Commit TestBuild Package ReleaseCode Repositories Code

</>

Vendor’s
SCITT 

Registry

Policy
Entries

Evidence 
Entries

Example 
evidence:
• Assurance 

Case Complete
• Release 

approval

Example 
evidence:
• SAST/ 

DAST 
scan 
results

• Fuzz test 
results

Example 
evidence:
• Build 
  paramtrs
• Build 

SBOM
• Deployed 

SBOM
• RAAML 

Failure 
Mode 
Analysis

Example 
evidence:
• Build 

trigger 
record

• Source 
SBOM 
signed by 
expected 
provider

Example 
evidence:
• Commit 

signature 
proof

Example policy:
• Release approved
• Build output SBOM 

matches deployed 
SBOM

• Build configuration 
acceptable

• No known unmitigated 
vulnerabilities

• Safety case is accepted

Example 
policy:
• Scan 

results 
acceptable

Example 
policy:
• Build SBOM 

acceptable
• Deployed 

SBOM 
matches 
published 
package

• No critical  
failure modes

Example 
policy:
• Source 

proven. 
accept.

• Third-
party 
packages 
match 
their 
Source 
SBOMs

Example 
policy:
• All commits 

signed by 
approved 
developers

Example of the IETF SCITT in SW Development

Traceable
Value 
Chain

Key

Source SBOM

Build SBOM

Deployed SBOM

SLSA Data 

OMG SACM

OMG RAAML

OMG UML/SysML
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Model-Based 
System Engineering 

(Digital Thread)

Example 
policy:
• All tools 

current
• All models 

pass 
validation 
without 
warnings

Example evidence:
• Tools used are 

current versions.
• Models created are 

conformant to 
norms of practice

Example of IETF’s Supply Chain Integrity, Transparency, and Trust 
(SCITT) standards in Software Supply Chain Security

Policies looking for evidence about the risks from System of Trust
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Edge Applications Environments

Auto
Value 
Chain

Vertical Markets

Secure/Trusted
Infrastructure

Cybersecurity 
Assurance & Trust

Assured & Interoperable
Ecosystems

Data Protection, Safety, 
& Confidentiality

Ease of Use
& Updates

Market Access 
Preference & Use

Assurance, Integrity 
& Transparency

Authenticity &
Trustworthiness

Verifiable Identity
& Pedigree

Assured Supply Chain

Data Data Data Data Data Data Data Data

IETF SCITT

44

Raw Materials Factory Construction Sub-assembliesParts Final Assembly

SoT Risks
SBOMs
Attestations

SoT Risks
SBOMs
Attestations

SoT Risks
SBOMs
Attestations

SoT Risks
SBOMs
Attestations

SoT Risks
SBOMs
Attestations

SoT Risks
SBOMs
Attestations

SoT Risks
SBOMs
Attestations

SoT Risks
SBOMs
Attestations

Example of IETF’s Supply Chain Integrity, Transparency, and Trust 
(SCITT) standards in System Supply Chain Security
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IETF SCITT

45

• SCITT IETF Working Group - focused on specification development. 
Charter and Meeting schedule outlined by the IETF: 
https://datatracker.ietf.org/wg/scitt/about/

• IETF-SCITT Mailing List https://www.ietf.org/mailman/listinfo/scitt

• IETF 124 (Montreal) SCITT Session is planned for Tuesday 4 Nov from 9:30-11:30am

• SCITT Community - focused on IETF specification adoption 
https://github.com/ietf-wg-scitt/ including advocacy, outreach, testing, 
ensuring interoperability of implementations, rapid prototyping, and open 
source libraries, tooling and examples, like the SCITT API Emulator 
https://github.com/microsoft/scitt-api-emulator, and View COSE tool 
https://v.gluecose.org/.

• The SCITT Community is open to the public and new members are invited to join! 

https://datatracker.ietf.org/wg/scitt/about/
https://www.ietf.org/mailman/listinfo/Scitt
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoft%2Fscitt-api-emulator&data=05%7C01%7Ckkarunakaran%40microsoft.com%7Cfbeccdcaa09847aaf28308daf7dc4e86%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638094822845522465%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tk7u6Tq39WZXHXf4eSf7tv630dkpJcpgCZVKV%2BuPDJc%3D&reserved=0
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One More Thing…

Vulnerability Exploitability (VEX): Problems to solve

▪Number of security advisories is rising

▪SBOM adds to load

▪Not every vulnerability can be exploited

Scalability

Exploitability

“VEXed by vulnerabilities that don’t affect your product? Try this!” – July 2022 
Allan Friedman (CISA, USA)
Thomas Schmidt (BSI, Germany)

46
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Status

VulnerabilityProduct

Needed fields for VEX

“VEXed by vulnerabilities that don’t affect your product? Try this!” – July 2022 
Allan Friedman (CISA, USA)
Thomas Schmidt (BSI, Germany)
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Required fields for a VEX

Metadata
(author, id, timestamp)

Product id

Vulnerability ID

Vuln details

Product Status

Action statement / 

Impact statement

Product id

Vulnerability ID

Vuln details

Product Status

Action statement / 

Impact statement

“VEXed by vulnerabilities that don’t affect your product? Try this!” – July 2022 
Allan Friedman (CISA, USA)
Thomas Schmidt (BSI, Germany)
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VEX and SBOM in a workflow…
Source SBOM

Build SBOM

Deployed SBOM

SBOM with mapped 
vulnerabilities

Vulnerability 
feeds Vulnerability Mapping

List of 100 Known 
VulnerabilitiesVEXs for Product

VEXs for Product
VEXs for Product

VEXs for Product
VEXs for Product

VEXs for Product

Report of 
exploitable 

Vulnerabilities
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“Modality” of VEX – Use Cases

Product

vuln

status

Product

vuln

status

ProductProduct Product

vuln

status

vuln

status

vuln

status

“VEXed by vulnerabilities that don’t affect your product? Try this!” – July 2022 
Allan Friedman (CISA, USA)
Thomas Schmidt (BSI, Germany)
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SBOM papers - three from MITRE, one from the Atlantic 
Council, and one from the Linux Foundation

DELIVER UNCOMPROMISED: 
SECURING CRITICAL SOFTWARE 
SUPPLY CHAINS
PROPOSAL TO ESTABLISH AN END-TO-END FRAMEWORK FOR SOFTWARE SUPPLY CHAIN INTEGRITY

by Charles Clancy, Joseph Ferraro, Robert Martin, Adam Pennington, Christopher Sledjeski, and Craig Wiener

© 2021 MITRE # 21-XXXX 1-28-2021

https://www.mitre.org/sites/

default/files/publications/pr-
21-0278-deliver-
uncompromised-securing-

critical-software-supply-
chains.pdf

NAME OF DOCUMENT  

THE CYBERSECURITY 
BENEFITS OF LEVERAGING A 
SOFTWARE BILL OF MATERIALS 
 

Drew Buttner and Bob Martin 
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https://www.mitre.org/sites/

default/files/2021-10/pr-19-
01876-16-standardizing-
sbom-within-the-sw-

development-tooling-
ecosystem.pdf

https://www.mitre.org/sites/

default/files/2022-
10/cybersecurity 
benefits_of_sbom_ 

september_2022.pdf

https://www.atlanticcoun

cil.org/wp-
content/uploads/2022/11/
AC_SBOM_IB_v2-

002.pdf
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https://www.linuxfoundation.org/
hubfs/LF%20Research/lfr_spdx_ 
aibom_102524a.pdf

https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
https://www.linuxfoundation.org/hubfs/LF%20Research/lfr_spdx_aibom_102524a.pdf
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Questions?

ramartin@mitre.org
52
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Final Thoughts…
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