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Hello,

I am   Danny Mathieson.
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DoD 8140 Qualification Program

★ Aligned to DCWF work roles

★ 3 levels of proficiency

Tenant 1 Role-Based Progression

★ On-the-Job qualification

★ Environment specific requirements

Tenant 3 Verification of Capability

★ 20 hours of professional development

★ Evolves to meet changing environments

Tenant 4 Continuous Professional Dev.

★ Education, training, or certification

★ Personnel and component flexibility

Tenant 2 Verification of Knowledge

Establishes a comprehensive approach for cyber workforce talent management. It establishes enterprise 
baseline standards for qualification that directly support operational needs and workforce readiness.
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DoD 8140 Implementation Timeline

Feb 2025
Foundational 

Qualifications Due
DoD 

Cybersecurity 

Workforce

DoD Cyber IT, Cyber 

Intelligence, Cyber 

Effects, Workforce 

Feb 2026
Residential Qualifications 

Due

Feb 2027
Residential Qualifications 

Due

Feb 2026
Foundational 

Qualifications Due
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The DoD 8140 
Challenge

Scale
★ ~225,000+ military, civilian, and contractor positions

★ 72 defined work roles require qualification under DoDM 

8140.03

Complex Matrices
★ Each work role requires specific foundational and residential 

qualifications

★ 3 levels of proficiency within each matrix

★ Numerous pathways to certification

Skills Gap
★ Need for continuous assessment

★ Need for personalized learning and adaptive training

★ Addressing evolving cyber threats
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AI-Powered Adaptive Learning
Value Proposition

Personalized Learning 

Pathways

Individualized learning pathways 

to meet foundational certification 

requirements

Smart Skill Gap 

Identification

Competency assessment 

identifies specific knowledge 

and skill gaps for rapid 

improvement

Accelerated Competency Building

AI-curated learning support optimizes 

learning, and reduces study time to 

improve certification pass rates and 

job readiness
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AI Student Capabilities & Benefits

★ Provides in-text citations and references

★ Ensures veracity, reduces hallucinations

Grounded Attribution to source material

★ Interface with multimodal content

★ Evolve to address emerging domains

Dynamic Multimedia RAG Chat

★ Personalized learning pathways

★ Individualized  assessment creation

Adaptive Offers learning tools

★ Fosters higher order thinking

★ Supports application of knowledge

Socratic Verification of Knowledge
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AI Student Supporting Career Progression

★ Associate’s degree in Cybersecurity

★ Technical Support Specialist, Beginner’s Proficiency

★ Holds CompTIA A+, CompTIA Network+ certifications

★ Seeking career progression through CompTIA Security+ 
certification

Senior Airman Santos
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Senior Airman Santos

★ Incorporates my current level of expertise

★ Adheres to my desired timeline and commitments 

★ Addresses my preferred learning style

★ Incorporates the resources I have access to

I need a study plan for CompTIA Security+ that…
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Senior Airman Santos

★ Is targeted towards the CompTIA Security+ Exam 

★ Is tailored to my level of proficiency in the topic

★ Is relevant to my current role and future aspirations

★ Is directly attributable to source material

I need clarification on a specific topic from my 
studies that…

Game Plan Tech, LLC | gameplan.tech Proprietary & Confidential



UNCLASSIFIED

UNCLASSIFIED
Game Plan Tech, LLC | gameplan.tech Proprietary & Confidential



UNCLASSIFIED

UNCLASSIFIED

Senior Airman Santos

★ Build a deeper understanding of the topic 

★ Better understand its relationship to other topics

★ Apply principles in an engaging scenario

I would like to further engage with a topic from 
my studies to…
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Senior Airman Santos

★ Revisit content from a study session

★ Forge connections between readings and discussions

★ Stay up to date with emerging threat intelligence

I have additional learning material and want 
to…
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Senior Airman Santos

★ Targets specific CompTIA Security+ content

★ Adapts to my level of proficiency

★ Provides meaningful and actionable feedback

★ Is directly attributable to source material

I want to assess my current understanding in a 
way that….
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AI Student: Under the Hood03
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Multi-Agent Components

AgentsOrchestrator

Tools
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Simplified Architecture
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Actor - Critic Iterative Feedback

Objective scoring functions for each evaluation metricReinforcement Learning

Basics Actor provides an answer, Critic provides feedback on the answer. The pair 

iteratively improves response until stopping condition is reached.

Multiple perspectives driving towards consensus generally results in 

increased quality and stability

Multi Agent Deliberation

Scoring functions provide targeted metrics for use in post-training 

models for improved performance and efficiency

Post Training
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What We Learned
Evaluation Driven Development

Variability Define Success Measure Learn & Modify
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Evaluation Driven Development Grounding Improvements

Improved Response Quality
Improving the quality of our 

grounding ensures that users 

receive high-quality, verifiable 

responses across the AI Student 

system. 

Robust Experimentation
Experimentation will include 

hyperparameter tuning across 

parsing, chunking, retrieval, 

and re ranking of both vector-

based and graph-based RAG 

approaches.

Empirical Results
Each parameter configuration will 

be evaluated via model-based 

scoring of grounding support and 

helpfulness. These metrics provide 

insight to improve both response 

grounding and overall response 

quality.
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Evaluation Driven Development Example

Takeaway: Optimally preprocessing data improves model response quality. Structuring and formatting content 
before storing directly impacts the models ability to ground to retrieved context.
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Agent Observability

Explainability and Accountability

Agent Details
★ Logs capture detailed inputs, internal 

reasoning, outputs, errors, and warnings to 
provide an audit trail of the system

★ Tracing follows user request through every 
intra-agent and inter-agent system timestep

★Metrics capture and summarize model 
performance such as latency, token usage, 
and grounding

Game Plan Tech, LLC | gameplan.tech Proprietary & Confidential



UNCLASSIFIED

UNCLASSIFIED
Game Plan Tech, LLC | gameplan.tech Proprietary & Confidential



UNCLASSIFIED

UNCLASSIFIED

AI Student: Future Work04
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Future Work

Custom Resource Mapping
★ Map training material and SOPs to DoD 8140 qualification requirements

★ Blend component training resources with DoD materials for custom learning paths

Mastery Driven Analytics
★ Continuously assess individual learner progress against specific DoD 8140 KSATs

★ Forecast certification exam success probability and identify specific knowledge gaps

Cross Domain Scalability
★ Extend beyond DoD 8140 to support NICE Framework roles and emerging specializations

★ Identify transferable skills across cyber domains, enabling efficient career transitions
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Unified Learning Platform
★ Construct broader application integration - the DuoLingo of Cyber Workforce Training

★ Administrative access provides insights to organizational utilization and training metrics
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Frequently Asked Questions

We have developed a prototype of AI Student to support learners at Air 

Command and Staff College

Is this product 
currently in use?

How do you reduce 
hallucinations?

How can I try this 
out?

Reach out Bo Bergstrom, AI Delivery Strategist,  at bo@gameplan.tech

Responses are grounded in retrieved context from source material with in-text 

citations and references. Additionally, an iterative feedback process ensures all 

claims are referenced.

We currently operate as IL2, but can accommodate up to IL5 as needed.
What is the impact level 

of this system?
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