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REDCORE - OPERATION UNCONQUERED ARTEMIS (OUA)

▪ REDCORE Transformation

• Mission Defense Team → RDT&E Defensive 

Cyber Operations Response Element

▪ Core Mission 

• Execute and refine defensive countermeasures

• Conduct targeted mapping & reconnaissance 

▪ Operation Unconquered Artemis (OUA)

• Objective: expand cyber monitoring through AI

• Framework: aligned with Air Force Doctrine 25-1 

Human-Machine Teaming (HMT)

• Outcome: enable faster, superior operational 

decisions for Airmen 



Cyberthreat Landscape - Edwards AFB
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Countering the Threat

The Domain Name System (DNS) translates human-friendly domain names (google.com) into machine-

readable IP addresses (8.8.8.8)

DNS Server 

Web Server 

Collection Generate InsightsFilter Analyze 



Artemis Aurora Delta – Domain Generation Algorithms (DGAs)  
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Artemis Aurora Delta - DGA Types

Definition: Create domain names using 

predictable numeric formulas that map to 

characters or positions in a predefined list.

Example: isx5gq2h27k77pc7ph17rsudo.com 

Definition: Dictionary-based DGAs form 

domains by selecting and concatenating words 

from one or more wordlists.

Example: degreemagnitude.com 

Dictionary-based DGAsArithmetic-based DGAs



Artemis Aurora Delta – Domain Generation Algorithms (DGAs)  
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DNS exfiltration is used to send data out of a network covertly via DNS queries, 
where data is encoded in the query subdomain and decoded by an external server. 

Name: F-22
Max Flight Speed: 1,500 mph 
Lead Engineer: Joe Bob

Infected 
Machine

Data

Namef22.fooserver.com
Maxflightspeed1500.fooserver.com 
LeadengineerJoeBob.fooserver.com

DNS Server

Enterprise Network Internet

Namef22.fooserver.com
Maxflightspeed1500.fooserver.com 
LeadengineerJoeBob.fooserver.com

Target Information

Stored

Artemis Rose Bravo – DNS Exfiltration 
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Artemis Rose Bravo – DNS Exfiltration 



Case Study: Artemis Rose Bravo (Part 1) 

Network traffic is flagged as DNS exfiltration 

• ca9583bf91bdf0ca7a366b8c15766c6d.azr.footprintdns.com

• 9893e3410df2071ed7900969e66c6233.nrb.footprintdns.com

• ccb57371ac4a124517c52f3fecd6fad8.azr.footprintdns.com

High-frequency traffic to 

foreign IP addresses 

triggered further 

investigation

Open-source intelligence confirmed IP was 

based in South Africa. It was Microsoft-owned 

and whitelisted



Case Study: Artemis Rose Bravo (Part 2)

Research uncovered a 2019 Microsoft forum 

post explaining legitimate purpose:

• Traffic used for "network connectivity and 

performance improvements"

2024 forum post confirm ongoing user reports of this 

Windows Search behavior

Key Takeaway: Artemis Rose Bravo enabled analysts to efficiently investigate potential DNS exfiltration 

while dealing with 1.4 billion DNS queries per week, further establishing network behavior baselines that 

would otherwise be unmanageable. 



Expanding the Detection Surface

Shifting the Lens: 
Moving from 

monitoring network 

traffic to analyzing 

behavior using AI at 

the endpoint level



Artemis Core Alpha – Detecting Server Log Anomalies 
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Artemis Core Alpha – Detecting Server Log Anomalies 

Neural Network

Goal: design a network with the goal of 

classifying or fitting input data (𝑥) to an 
expected output (𝑦) 

Problem: 

• Do not have labeled data 

• Hard to determine what ‘normal’ looks like

Autoencoder

Goal: accept data as an input, perform some 

type of transformation, and produce an output 
that matches the input

Benefit: 

• Does not require labeled data 

• Help us understand what ‘normal’ looks like



Research Testbed

Network 

Traffic 
Title Source OS

Collection 

Period
Description

Benign 
Unified Host and 

Network Dataset 

Windows, 

Linux
90 days 

Network and computer host events 

collected from Los Alamos National Lab

Malicious
EVTX-Attack-

Samples
Windows -

Windows event samples associated with 

specific tactics, techniques, and 

procedures represented in MITRE 

ATT&CK

Tactic ID Method

Command and Control (C2) TA0011 RDP Tunnel

Lateral Movement TA0008 Mimikatz malware 

Privilege Escalation TA0004 Token Manipulation



Model Training

Inputs Outputs

Benign Network Traffic
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Model Results

Inputs Outputs

Benign C2 Lateral Movement Privilege Escalation
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Closing Remarks 

Key Takeaways

• AI has proven extremely valuable to REDCORE by 

streamlining operational decisions and providing 

previously unavailable insights to cyber analysts

• Building production-ready classifiers involves 

expected challenges and iterations—learning from 

failures drives improvement

Collaboration Opportunity

• Interested in implementing similar AI-driven security 

solutions? We're happy to share our work, insights, 

and lessons learned



Contact Information & Questions

▪ Contact Information: 

• Payton Rudnick, Cyber Analyst, Special Missions Flight 412th CS SCPM 

▪ payton.rudnick@us.af.mil

• Syria McCullough, Cyber Analyst, Special Missions Flight 412 th CS SCPM

▪ syria.mccullough@us.af.mil

• Jason Schalow, Chief, Special Missions Flight 412th CS SCPM

▪ jason.schalow@us.af.mil

Questions?
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