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M REDCORE - OPERATION UNCONQUERED ARTEMIS (OUA)
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= REDCORE Transformation

* Mission Defense Team - RDT&E Defensive
Cyber Operations Response Element

- Core MiSSion ARTIFICIAL INTELLIGENCE
* Execute and refine defensive countermeasures (A1)
« Conduct targeted mapping & reconnaissance
= Operation Unconquered Artemis (OUA)
« Objective: expand cyber monitoring through Al
* Framework: aligned with Air Force Doctrine 25-1

AIR FORCE DOCTRINE NOTE 25-1

OPERATION
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Human-Machine Teaming (HMT) U.S.AIR FORCE

« Outcome: enable faster, superior operational
decisions for Airmen




b Cyberthreat Landscape - Edwards AFB

Weekly DNS Records To Be Analyzed: 1,401,610,723
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Countering the Threat

The Domain Name System (DNS) translates human-friendly domain names (google.com) into machine-
readable IP addresses (8.8.8.8)
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M Artemis Aurora Delta — Domain Generation Algorithms (DGAs)

Attacker registers: 00c1b5f4fc3c8.org
Points domain to the C2 server’s IP

address
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hr631434.info

wyqgyelge.bazar

Attacker knows the seed

Attacker generates
domains using the DGA

Result: Non-Existent Domain

00c1b5f4fc3c8.org

77T
DNS Result: Non-Existent Domain
QW2 Result: 102.12.12.123




Arithmetic-based DGAs

GameOver Zeus (GOZ) Malware and Botnet Architecture

BUILDING THE BOTNET COMMAND AND BOTNET USE A QUIET THREAT
Cyber criminals create a network of CONTROL SERVERS Infected computers are Botnets typically
compromised computers by sending emails with At the core of the botnet organized together to operate without obvious
embedded malicious links or attachments or by are servers which issue implement illicit orders visible evidence and can
enticing users to visit infected websites. Once commands orchestrating from the command and remain operational for
infected, covertly installed malware connects various criminal activities. control servers. years.

computers to the botnet infrastructure without
the owners’ knowledge.

GOZ malware can be used to download and install additional malware, including Cryptolocker, as well
as extract banking credentials, which facilitates the illegal withdrawal of funds from individuals and
businesses through financial institutions. The criminals’ ability to access accounts at will undermines
business integrity and public confidence and has the potential to threaten financial infrastructure.

Definition: Create domain names using
predictable numeric formulas that map to
characters or positions in a predefined list.

Example: isx5gq2h27k77pc7ph17rsudo.com

Artemis Aurora Delta - DGA Types

Dictionary-based DGAs

WORDLIST-BASED
DOMAIN GENSRATION ALGFRNMA

Definition: Dictionary-based DGAs form
domains by selecting and concatenating words
from one or more wordlists.

Example: degreemagnitude.com
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M Artemis Rose Bravo — DNS EXxfiltration
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DNS exfiltration is used to send data out of a network covertly via DNS queries,
where data is encoded in the query subdomain and decoded by an external server.

Target Information | Namef22.fooserver.com

Maxflightspeed1500.fooserver.com
Namef22.fooserver.com I LeadengineerJoeBob.fooserver.com

Maxflightspeed1500.fooserver.com
LeadengineerJoeBob.fooserver.com

e

Data
—

v

Name: F-22 | — ——
Max Flight Speed: 1,500 mph Infected
Lead Engineer: Joe Bob Machine DNS Server

Enterprise Network Internet



M Artemis Rose Bravo — DNS Exfiltration
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M Case Study: Artemis Rose Bravo (Part 1)

Network traffic is flagged as DNS exfiltration
* €a9583bf91bdf0ca7a366b8c15766¢c6d.azr.footprintdns.com
« 9893e3410df2071ed7900969e66¢c6233.nrb.footprintdns.com
« ccb57371ac4a124517c52f3fecdofad8.azr.footprintdns.com

Basic Metrics

High-frequency traffic to
foreign IP addresses
triggered further
investigation

FFFFF

ssssss assive DNS
Analysis Overview . . .
Open-sou rce intel Ilgence confirmed IP was
[wnitelistea) ¢ | IndicatorFacts 2 domains resolved in all time 1 top-level domains
. . .
Classification Cloud provider Certificate Issuer C=US, O=Microsoft Corporation, CN=Microsoft Azure RSA TLS Issuing CA 08 ba S ed I n S O u t h Afrl Ca I t Wa S M I C rOS Oft _OW n ed
.
aaaaaaaa B3 Johannesburg, South Africa Certificate Subject CN=*footprintdns.com
. .
ASN AS8075 microsoft corporation External Resources Whois, VirusTotal a n d Wh I te I ISted




Case Study: Artemis Rose Bravo (Part 2)

B Jano07, 2019

The domain nrb.footprintdns.com is owned by Microsoft and represents servers in Microsoft

Research uncovered a 2019 Microsoft forum

datacenters. It is used for telemetry purposes that comply with Microsoft privacy commitments that you pOSt eXp|a| n|ng |eg |t|mate pu r‘pose:

can read about at: https://products.office.com/en-us/business/office-365-trust-center-privacy. Data sent ° Traﬁ:iC Used for "network Connectivity and
to this domain is used to identify network connectivity and performance issues and to support . "

improvements to the service. We have plans to rename it to be more descriptive, and to publish it at the pe rfO rmance Improve mentS

Office 365 IP Address and URL publishing site at http://aka.ms/0365ip. If you have any problems using

@ wmay 21,2024

It's been 5 years and there is nothing about this domain on official microsoft documentation
websites. Better yet, |'ve started seeing this coming not from office, but from Windows Search. Here's
a screenshot from ESET Protect report from one of our computers.

2024 forum post confirm ongoing user reports of this
Windows Search behavior

i More details

Hash 2FA25AES101F3D2EE02AASAG6724C33E83BE403A Vv

Uniform Resource |dentifier https://6d224a8d6cc7db32d8cdic5f34d705ae t 0

(URI)

Process name CAWindows\SystemApps\MicrosoftWindows.Client.CBS_cw5n1h2txyewy\SearchHost.exe

Key Takeaway: Artemis Rose Bravo enabled analysts to efficiently investigate potential DNS exfiltration
while dealing with 1.4 billion DNS queries per week, further establishing network behavior baselines that
would otherwise be unmanageable.



Expanding the Detection Surface

Shifting the Lens:
Moving from
monitoring network
traffic to analyzing
behavior using Al at
the endpoint level




ﬂ Artemis Core Alpha — Detecting Server Log Anomalies
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Segmentation Normalization Event ID Selection Evaluate Alert

Collection Storage
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.. A process has exited.
4 Subject:

Windows = P . _
Security ID: CONTOSO\dadmin
Accoun it Name: dadmin

Accoun it Domail CONTOsSO
Logon ID: 0x31365

Process Information:
Process ID:
Process Name:  C:\Windows\System32\notepad.exe
Exit Status: O0x0

Windows
Se rver 5 Log Name: Security
Source: Microsoft Windows se« Logged: 8/27/2015 10:13:01

Event ID: 4689 Task Category: Process Termination
Level: Information Keywords: Audit Success

- - User: N/A Computer: DCO7.contoso.local
. - OpCode: Info
More Information: Event Log Online

Windows

Server -
-

Data Collection Data Preprocessing Generate InS|ghts



b Artemis Core Alpha — Detecting Server Log Anomalies

Neural Network

Y = o(wX +b)
Goal: design a network with the goal of
classifying or fitting input data (x) to an
expected output (y)

Problem:

« Do not have labeled data
 Hard to determine what ‘normal’ looks like

-~ §“>>0

Autoencoder

X = Jdec (Wdcc C"cnc(I/Vcncx + bcnc) + bdcc)

Goal: accept data as an input, perform some
type of transformation, and produce an output
that matches the input

Benefit:
» Does not require labeled data
» Help us understand what ‘normal’ looks like

Ty
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b Research Testbed

Network i Collection oy
Traffic Title Source 0S Period Description
. Unified Host and % Los Alamos | WVindows, Network and computer host events
Benign Network Dataset 19 S ANEMRS Linux 90 days collected from Los Alamos National Lab
Windows event samples associated with
.. EVTX-Attack- . : specific tactics, techniques, and
Malicious Samples OGItHUb Windows ) procedures represented in MITRE
ATT&CK
Tactic ID Method
Command and Control (C2) | TAOO11 | RDP Tunnel
Lateral Movement TA0008 | Mimikatz malware
Privilege Escalation TAO004 | Token Manipulation
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Inputs

Domain001 svchost dilhost.exe

Domain001 svchost taskeng.exe

Domain001 taskeng Proc857443.exe

Domain002 csrss conhost.exe

Domain001 Proc443607 searchprotocolh

nt authority taskeng Proc789201 .exe

nt authority svchost Proc639466.exe

nt authority Proc639466 conhost.exe

nt authority svchost Proc639466.exe

nt authority Proc639466 conhost.exe

Comp241588 Proc625867 Proc461749.exe

Comp672296 svchost wmiprvse.exe

Comp068157 taskeng Proc619800.exe

Model Training
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Outputs

Domain001 svchost dllhost.exe

Domain001 svchost taskeng.exd

Domain001 taskeng Qroc857443.ewd

Domain002 csrss conhost.exe

Domain001 Proc443607 searchprotocolh

nt authprity taskfng Proc789211.f|i

nt authority svchpst Proc639476.fzg

nt authority Proc639467 donhpuv/i~j

nt authority svchpst Proc639476.fzg

nt authority Proc639467 donhpuv/i~

Comp725657 Proc525866 Prod46163:- wh

Comp773343 olcgnrt vihogvrc-cwb

Comp535556 tbtndlh#0so0e608<..)a{\




Inputs

Domain001 svchost dllhost.exe

Domain001 svchost taskeng.exe

Domain001 taskeng Proc857443.exe

Domain002 csrss conhost.exe

Domain001 Proc443607 searchprotocolh

Domain001 csrss plink.exe

Domain001 Proc443607 AtBroker.exe

Domain001 services rundllI32.exe

Domain002 services rdpclip.exe

nt authority Proc126308 WMIC.exe

Domain001 Proc247259 tasklist.exe

Domain002 csrss calc.exe

EnterpriseAppServer svchost tasklist

Comp032135 svchost WmiPrvSE.exe

nt authority Proc443607 pythonl.exe

Domain002 csrss wusa.exe

Domain001 svchost consent.exe

EnterpriseAppServer cmd conhostl.exe

Model Results

Benign

Cc2

Lateral Movement

Privilege Escalation
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Outputs

Domain001 svchost dllhost.exe

Domain001 svchost taskeng.exd

Domain001 taskeng Qroc857443.ewd

Domain002 csrss conhost.exe

Domain001 Proc443607 searchprotocolh
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b Closing Remarks

Key Takeaways

» Al has proven extremely valuable to REDCORE by
streamlining operational decisions and providing
previously unavailable insights to cyber analysts

 Building production-ready classifiers involves
expected challenges and iterations—Ilearning from
failures drives improvement

Collaboration O i YJQ
pportunity N \N\
* Interested in implementing similar Al-driven security S~ T 5’[‘
solutions? We're happy to share our work, insights,
and lessons learned



b Contact Information & Questions

= Contact Information:
« Payton Rudnick, Cyber Analyst, Special Missions Flight 412" CS SCPM

= payton.rudnick@us.af.mil

 Syria McCullough, Cyber Analyst, Special Missions Flight 412t CS SCPM

= syria.mccullough@us.af.mil

« Jason Schalow, Chief, Special Missions Flight 412" CS SCPM

= jason.schalow@us.af.mil

Questions?
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