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Where are we?
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State of Mission Systems

=—RGS

© RGS2025



State of Security

=—RGS

© RGS2025



Where do we want to be?
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Modern Applications in Contested Environments
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Hurdles
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Supply Chain Concerns
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Complexity of Security
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Cost/Benefit of Change

COST OF CHANGE

OPPORTUNITY COST
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Incompatible Systems
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Complicated Environments
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Too Many Tools
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The Ideal Solution
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Modernized Zero Trust Concepts
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Homogenized Environments
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Available Anywhere and Everywhere
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Understand Application Relationships
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Dashboard

Network Activity

Assets
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Serverless

Security Risks
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Secure the Pipeline and Runtime
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Vulnerability & Compliance Management
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Simplified, Batteries-Included Toolbox
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How do get there?
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Supply Chain - Sigstore Cosign Verification
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Pipeline Security
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Vulnerability Scanning
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Registry Scanning
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Automated Runtime Scanning
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Containers
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Network Activity
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Network Security Rules

nNeuVector

IMPORT GROUP POLICY 9 HIDE SYSTEM GROUPS &% REFRESH
Dashboard GrOUpS @ g
Network Activity
51 groups found Selected Group: 1 O Add £ EXPORT GROUP POLICY *  SWITCH MODE ~ SCORABLE T
Assets # Discover
Name Namespace Policy Mode Type Memb N Response Rules
Monitor
4, Polic - , . - 167
0 Icy nv.metrics-server kube-system kube system [ Discover | Lesened 1 © Protect 0 v Bl
) i o7
Admission Control nv.mysqil.demo demo [ Otecover | Loarned 1 & 0 v B
nv.nginx-pod demo demo E=S Learned 1 9 0 v Ei
Rps nv.node pod demo demo [ Decorer | Losemed 3 10 0 v &
Network Rules nv.olm-operatoribm-system ibm-system [ Olecover | Learned 1 1 0 v Bl
nv.prometheus istio-system Istio-system [ Discover | Learned 1 34 0 v B
Response Rules
nv.public-crbtmimbdwOBdig9ddjo80-alb1 kube-system  kube-system | Diwcover | Learned 2 4 0 v &1
DLP Sensors nv. redis-pod demo demo [ Ducover | Learned 1 12 0 v B1
WAF Sensors
y nv.node-pod.demo
Serveriess
Security Risks . NETWORK RULES
Notfications T
D From To Applications Ports Action Type Updated at
Settings
10428 nodes nv.node-pod demo HTTP any B temed  Jan 06,2022 12:4235
10431 nv.node-pod.demo nv.istiod istio-system any 1ep/15012 B tesmed | Jan 06,202212:42:35
10434 nv.prometheus. Istio-system nv.node-pod.demo any 1cp/ 15020 B v Jan 06, 2022 12:42:35
. — R Gs 10435 nv.node-pod.demo nv.coredns kube-system DNS any [ asew TR Jan 06, 2022 12.42.35
N
— 10494 nv.node-pod.demo nv.redis-pod.demo any tcp/6379 [ Auew VI Jan 06, 2022 12:42:35
© RGS2025
10504 nv.node-pod demo nv.istiod.istio-system SSL any B temed | Jon 06,2022 125100

R A s



Federation Management
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Federation Management
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Web Application Firewall (WAF)
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Data Loss Prevention (DLP)
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Integrations - Trust but Verify
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RGS Security (NeuVector)
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Thank You
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