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State of Security
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Where do we want to be?
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Modern Applications in Contested Environments
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Understand Application Relationships

18



© RGS 2025

Secure the Pipeline and Runtime
BUILD TEST STAGING

Vulnerability & Compliance Management

PRODUCTION

Run Time Protection

Admission 
Controls

Container 
Firewall

Layer 7 with 
DPI/DLP

Container 
Workload 
Security

Blocks 
process/files

Alerts & 
Forensics

Security Policy 
as Code

Security 
Automation

Learns 
Behavior

D
ep

lo
ym

en
t

Build Scanning Registry 
Scanning

CIS Benchmarks
& Custom Audits

Compliance
PCI, GDPR, NIST

Run-Time 
Scanning
Container, 

Host, Platform

19



© RGS 2025
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How do get there?
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Supply Chain - Sigstore Cosign Verification
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Pipeline Security
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Vulnerability Scanning
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Registry Scanning
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Automated Runtime Scanning
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Network Activity
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Network Security Rules
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Federation Management
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Web Application Firewall (WAF)
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Data Loss Prevention (DLP)
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Integrations - Trust but Verify
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RGS Security (NeuVector)
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