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Agenda

Context Gaps Undermine 

Communication

• Terminology issues are 
persistent

• Language requires context 

to resolve

Lexicon
S6 ZT Self-Evaluations 

Framework

• Self-evaluation history and 
status

• Design and Usage

• Next Steps

Self-Evaluation
ZT Assessment with System 

Owner

• Assessment Overview

• Lessons Learned 

• SSC/S6 Takeaways

Use Case
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A Quick Detour: Terminology

Weapon Systems, Mission Systems, Industrial Control Systems, Defense Critical 

Infrastructure, and Operational Technology

Most Systems on NIPRNet, SIPRNet and Cloud

EIT Systems

Non-EIT Systems

Terminology issues are persistent; they require context to resolve

Source: DAF I-Plan v.2 Draft, 1 Mar 25
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Lexicon of Non-EIT

A reoccurring theme is communication regarding Non-EIT systems:

Category Definition Primary Purpose Scope Examples Security Focus

Operational Technology 
(OT)

Hardware/software that 
monitors and controls 

physical systems in real-

time

Real-world actuation and 
sensing

Encompasses ICS and 
embedded control in 

platforms

HVAC systems, shipboard 
power, flightline logistics 

& maintenance

Availability, safety, 
physical-layer hardening

Weapon Systems

Mission Systems

Defense Critical 
Infrastructure (DCI)

Industrial Control Systems 
(ICS)

Source: See Page Notes
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Lexicon of Non-EIT

A reoccurring theme is communication regarding Non-EIT systems:

Category Definition Primary Purpose Scope Examples Security Focus

Operational Technology 
(OT)

Weapon Systems

Systems designed to apply 
lethal or non-lethal force 

to achieve combat effects

Engage and neutralize 
adversaries

Combat platforms and 
subsystems

F-35, M1 Abrams, Patriot 
System, Tomahawk

Mission assurance, 
survivability, 

confidentiality/integrity

Mission Systems

Defense Critical 
Infrastructure (DCI)

Industrial Control Systems 
(ICS)

Source: See Page Notes
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Lexicon of Non-EIT

A reoccurring theme is communication regarding Non-EIT systems:

Category Definition Primary Purpose Scope Examples Security Focus

Operational Technology 
(OT)

Weapon Systems

Mission Systems

Systems that support 
military operations (C2, 

ISR, navigation, targeting) 

but do not directly deliver 
kinetic effects

Enable operational 
decisions and coordination

Embedded or standalone 
systems

Aegis system, AWACS 
sensors, GPS receivers, C2 

nodes

Availability, integrity, 
confidentiality

Defense Critical 
Infrastructure (DCI)

Industrial Control Systems 
(ICS)

Source: See Page Notes
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Lexicon of Non-EIT

A reoccurring theme is communication regarding Non-EIT systems:

Category Definition Primary Purpose Scope Examples Security Focus

Operational Technology 
(OT)

Weapon Systems

Mission Systems

Defense Critical 
Infrastructure (DCI)

Assets and systems 
essential to DoD missions, 

often owned by private 

sector or other agencies

Sustain DoD operational 
capability

Facilities, utilities, supply 
chains, telecoms

Defense industrial base, 
electric grid, SATCOM, 

energy

Resilience, 
interdependency risk, 

continuity of operations

Industrial Control Systems 
(ICS)

Source: See Page Notes
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Lexicon of Non-EIT

A reoccurring theme is communication regarding Non-EIT systems:

Category Definition Primary Purpose Scope Examples Security Focus

Operational Technology 
(OT)

Weapon Systems

Mission Systems

Defense Critical 
Infrastructure (DCI)

Industrial Control Systems 
(ICS)

Systems that 
monitor/control industrial 

processes in facilities and 

platforms

Automate physical 
infrastructure and logistics

Subset of OT focused on 
process automation

SCADA, PLCs, DCS in 
water/power/fuel depots

Safety, availability, secure 
remote access

Source: See Page Notes
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Lexicon of Non-EIT

Most communications in USSF land on Mission System (but require context):

Category Definition Primary Purpose Scope Examples Security Focus

Operational Technology 
(OT)

Hardware/software that 
monitors and controls 

physical systems in real-

time

Real-world actuation and 
sensing

Encompasses ICS and 
embedded control in 

platforms

HVAC systems, shipboard 
power, flightline logistics 

& maintenance

Availability, safety, 
physical-layer hardening

Weapon Systems

Systems designed to apply 
lethal or non-lethal force 

to achieve combat effects

Engage and neutralize 
adversaries

Combat platforms and 
subsystems

F-35, M1 Abrams, Patriot 
System, Tomahawk

Mission assurance, 
survivability, 

confidentiality/integrity

Mission Systems

Systems that support 
military operations (C2, 

ISR, navigation, targeting) 

but do not directly deliver 
kinetic effects

Enable operational 
decisions and coordination

Embedded or standalone 
systems

Aegis system, AWACS 
sensors, GPS receivers, C2 

nodes

Availability, integrity, 
confidentiality

Defense Critical 
Infrastructure (DCI)

Assets and systems 
essential to DoD missions, 

often owned by private 

sector or other agencies

Sustain DoD operational 
capability

Facilities, utilities, supply 
chains, telecoms

Defense industrial base, 
electric grid, SATCOM, 

energy

Resilience, 
interdependency risk, 

continuity of operations

Industrial Control Systems 
(ICS)

Systems that 
monitor/control industrial 

processes in facilities and 

platforms

Automate physical 
infrastructure and logistics

Subset of OT focused on 
process automation

SCADA, PLCs, DCS in 
water/power/fuel depots

Safety, availability, secure 
remote access

Source: See Page Notes
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SSC/S6 ZT Self-Evaluation Framework

UNCLASSIFIED
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Zero Trust Self-Evaluation Goals and Objectives

Goal

Assist system owners in ZT assessments; focus on identifying areas where 

S6 can best assist systems across the enterprise

Develop a tool/framework to assist with DoD ZT Capability assessment 

Tool to capture the DoD ZT capability section of the Sub I-Plan template

• Encapsulates all target activities to inform the 34 basic capabilities

Data Discovery

Framework
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Past 6-months of ZT Focus for SSC/S6

Establish Mechanisms to 
Track and Measure ZT 

Progress

Track DAF and DoD ZT 
Efforts

Coordinate with Systems 
Owners to Validate Self-

Evaluations

Create a Self-Evaluation 
Framework for Systems 

Owners
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What questions drove activities?
• How long will initial ZT assessments take for mission systems?

• What is Included in a ZT assessment?

• How can the S6 help ensure assessments by System Owners?

What actions related to 

Zero Trust are coming 

down that will impact 

system owners?

SAF/CN

What can the S6 provide or 

assist systems owners with 

to help reach ZT mandate?

SSC/System Owners

How can the S6 prepare to 

assist system owners 

ensure compliance with 

the ZT mandates?

SSC/S6
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Core Activity: Sub I-Plan Template Focused

Initial Focus on DoD ZT Capabilities

Source: DAF ZT Sub I-Plan Group Presentation to USSF SSC Cyber Expo
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S6 ZT Self-Evaluation Framework

The Process

The Product

The Future

• Develop in Excel for ease of use/sharing

• Layout by Pillar

• Allow Excel functions to aid users

• Framework to guide system owners through assessment

• Map out by pillar; adapt to DAF Sub I-Plan Template as needed 

• Adapt as required for future use
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Detour: Level of Detail

Source: DoD Zero Strategy, 21 Oct 2022  

Activities mapped by pillar

Focused on Target 

Activities
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Informing the Self-Evaluation

Focus is on analysis of ZT 

Capabilities

Most recent DAF version replicated
Source: DAF ZT Sub I-Plan Template PPTX

Source: DAF ZT Sub I-Plan Template DOC Format
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SSC/S6 Self-Evaluation Framework

Potential updates 
pending to include 
advanced activities

Excel workbook with 
various worksheets

Based on target activities 
across the 7 ZT Pillars

Inclusive of DAF Sub 
I-Plan Template
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SSC/S6 ZT Self-Evaluation Framework

Overview

UNCLASSIFIED
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Up-Front Matter

Focus of the S6 self-evaluation
Source: DAF ZT Sub I-Plan Template PPTX
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Core Self-Evaluation Framework Content

Source: SSC/S6 ZT Self-Evaluation
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Basic Pillar Worksheet

Pillar Worksheets 

collect assessment 

results on activities 

Pillar Results 

Aggregated

Notes collected on 

current or next steps 

or action

Basic ZT Capability and related Target Activity information

Detailed activity 

information can be 

ungrouped

Source: SSC/S6 ZT Self-Evaluation
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Core Self-Evaluation Framework Content

Detailed activity information ungrouped

Source: SSC/S6 ZT Self-Evaluation
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BASIC ZT CAPABILITY AND TARGET LEVEL ACTIVITY INFORMATION

• Number (Worksheet Key) 

• DoD Zero Trust Capability* 

• Basic ZT Capaiblity Information*

o Capability Description* 

o Capability Outcome* 

o Impact to ZT*

o Associated Activities*

• Target Activity Information *

o Target Activity ID#* 

o Target Level Activity Name*

o Control ID and Activity*

o Responsibility* 

o Descriptions* 

o Outcomes* 

o End State* 

o Predecessor(s)* 

o Successor(s)*

• DOD Target Level Activities 

Supplemental Info 

• Clarifying  Questions to Identify 

Activity Intent 

• Status (Dropdown Selection) 

• Notes (Free Text)

Ungrouped Capability/Activity Details

Source of ZT Details: * DoD Zero Trust Execution Roadmap, 22 Jan 2025
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Example – User Pillar 1.1

S6 ZT Self-Evaluation – User Pillar 1.1

Basic ZT Capability– User Pillar 1.1

Target Activity - User Pillar 1.1.1

1:1 mapping of Basic Capabilities to Target Activities

Source: * DoD Zero Trust Execution Roadmap, 22 Jan 2025

Source: SSC/S6 ZT Self-Evaluation

Source: * DoD Zero Trust Execution Roadmap, 22 Jan 2025
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Basic ZT Capability– User Pillar 1.1

Source: SSC/S6 ZT Self-Evaluation

Example – User Pillar 1.2

S6 ZT Self-Evaluation – User Pillar 1.2

Target Activity - User Pillar 1.1.1

1:many mapping of Basic Capabilities to Target Activities Source: * DoD Zero Trust Execution Roadmap, 22 Jan 2025

Source: * DoD Zero Trust Execution Roadmap, 22 Jan 2025

Source: SSC/S6 ZT Self-Evaluation
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Assessment End Result

Source: SSC/S6 ZT Self-Evaluation
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Once Collected, evaluation data informs: 
• Target Gap Analysis Worksheet, and 

• Tab 4. DoD ZT Capabilities

Leveraging Assessment Data

Source: SSC/S6 ZT Self-Evaluation
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Format extracted from implementation plan; single dashboard to track assessment across pillars.

Target Level Gap Analysis

Source: SSC/S6 ZT Self-Evaluation
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Template – DOD ZT Capabilities Worksheet

Source: SSC/S6 ZT Self-Evaluation
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Modified Template – DOD ZT Capabilities

Assessment details available by ungrouping

Source: SSC/S6 ZT Self-Evaluation



UNCLASSIFIED

Booz Allen Hamilton Internal

Inform ZT Capabilities with Assessment Data

Target Activity ID and 

Response Provided

Capabilities with 1:m 

activities merged

Basic Capabilities are informed by the ZT Target (and Advanced) activities, as such informed 

responses to capabilities require assessment of at least Target Level Activities 

DAF Template Responses

Source: SSC/S6 ZT Self-Evaluation
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Use Case

UNCLASSIFIED
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‘Unofficial’ Use Case

Assessment Timelines:

.5 Day(s):

Intro/Overviews

1.5 Day(s)

Pillar Assessments

.5 Day(s)

Prioritize and Schedule

Process:

Focused ZT assessment with SMEs 

in a central location facilitated by 

an assessment team

Day 1

0800-0830 Badging

0830-0900 Kick-Off - Introductions, rules, facilities

0900-1000 Zero Trust methodology overview / PEO Framework Overview 

1000-1100 Pillar 1

1100-1200 Lunch

1200-1300 Pillar 1

1300-1600 Pillar 2

Day 2

0800-0830 Badging

0830-1100 Pillars 3-4 

1100-1200 Lunch

1200 – 1600 Pillars 5-7

Day 3

0800-0830 Badging

0830-1100 Analysis (Priority/Schedule) and Go-backs 

1130-1200 Lunch - S6 Assessment Tool comparison (30 min)

1400-1500 Wrap-up/Out-brief

NSA ZTMA Assessment with USSF PEO/System Owner

Goal: Inform S6 ZT Self-Evaluation Framework
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Decompose and Bound system(s)

System 1 Boundary

Sub-Systems

System 2 Boundary

Sub-Systems

Proprietary System (MIL-STD-1553)Secured System (IP Based)

Identify systems, subsystems, dependencies and critical dependencies

• Functional Decomposition

• Does the system ‘resemble’ tactical or enterprise system(s)?

• Inventory and deconstruct into subsystems, dependencies and critical dependencies

Source: MITRE
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Detour: Strategic Categorization

• Identify system characteristics to align to strategic categories

• Strategic Categories:
• Secured IT System

• Unsecured IT System

• Standard OT System

• Proprietary OT System

• Disconnected System

• A guide for PEOs and AOs to: 
• Assess existing systems, subsystems, and dependencies, and 

• Determine a path forward to implement Zero Trust on those systems

Source: DAF I-Plan v.2 Draft, 1 Mar 25
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Returning to the ‘Unofficial’ Use Case

Assessment Timelines:

.5 Day(s):

Introductions and Overviews

1.5 Day(s)

Pillar Assessments to include 

Target and Advanced Activities

.5 Day(s)

Prioritize and Schedule 

Evaluation

Process Analysis:

The ability of having SMEs in the 

room for this event facilitated a 

timely assessment in 2.5 days

Activity: NSA ZTMA Assessment with USSF PEO/System Owner

Goal: Inform S6 ZT Self-Evaluation Framework

Day 1

0800-0830 Badging

0830-0900 Kick-Off - Introductions, Run rules, facilities

0900-1000 Zero Trust methodology overview / PEO Framework Overview 

1000-1100 Pillar 1

1100-1200 Lunch

1200-1300 Pillar 1

1300-1600 Pillar 2

Day 2

0800-0830 Badging

0830-1100 Pillars 3-4 

1100-1200 Lunch

1200 – 1600 Pillars 5-7

Day 3

0800-0830 Badging

0830-1100 Analysis (Priority/Schedule) and Go-backs 

1130-1200 Lunch - S6 Assessment Tool comparison (30 min)

1400-1500 Wrap-up/Out-brief
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Starts with Assessing Pillar Activities

Mark activities:

For activities marked partial:

Identify timeline to complete:

NOTE: Duration elements vary in staffing to complete, and each was determined by the system owner 
based on the staffing they felt could be allocated over the time span and was not always documented  

Yes Activity is complete

No Activity not started, complete ‘to-be’ state

Partial Activity in process, not fully complete

N/A Activity does not apply to their system

‘as-is’ Detail what is already accomplished in support of activity

‘to-be’ Identify actions needed to complete the activity 

Short <3 months

Medium 6-12 months

Long > 1 year
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Returning to the ‘Unofficial’ Use Case

Assessment Timelines:

.5 Day(s):

Introductions and Overviews

1.5 Day(s)

Pillar Assessments to include 

Target and Advanced Activities

.5 Day(s)

Prioritize and Schedule 

Evaluation

Process Analysis:

The ability of having SMEs in the 

room for this event facilitated a 

timely assessment in 2.5 days

Activity: NSA ZTMA Assessment with USSF PEO/System Owner

Goal: Inform S6 ZT Self-Evaluation Framework

Day 1

0800-0830 Badging

0830-0900 Kick-Off - Introductions, Run rules, facilities

0900-1000 Zero Trust methodology overview / PEO Framework Overview 

1000-1100 Pillar 1

1100-1200 Lunch

1200-1300 Pillar 1

1300-1600 Pillar 2

Day 2

0800-0830 Badging

0830-1100 Pillars 3-4 

1100-1200 Lunch

1200 – 1600 Pillars 5-7

Day 3

0800-0830 Badging

0830-1100 Analysis (Priority/Schedule) and Go-backs 

1130-1200 Lunch - S6 Assessment Tool comparison (30 min)

1400-1500 Wrap-up/Out-brief
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Validate SSC/S6 Self-Evaluation Framework using system owner outputs from 

the ZTMA assessment to inform S6 Self-Evaluation Framework

Prioritization:  

• ‘partial’ and ‘no’ responses evaluated using a 1-5 scale to identify priority

• All 152 activities reviewed and assessed

Scheduling:

• Selected a date in the future; ‘line in the sand’

• Established ‘starting’ point

Result: Final assessment with priority listing of activities and associated 

roadmap

Prioritization and Scheduling 

S6 After Action Item

UNCLASSIFIED
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Lessons Learned

UNCLASSIFIED
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• Complete ZT Assessment as a team:
• Identify a team responsible for ZT self-evaluation

• Consider an off-site or seclusion to complete assessment

• Include SMEs: mission owner, IT infrastructure engineer, cyber engineer, 

ZT SME, etc. 

• Determine the type and depth of assessment that fits your 

mission system
• Analyzing target activities prioritized to respond to the I-Plan 

• Next-Gen systems consider a full review (target & advanced activities)

Lessons Learned
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Use Case Activity was a great learning opportunity

Two classes of information caused challenges for the team

1. Cyber Threat Intelligence (CTI)

2. Cybersecurity (DCO-S)

Majority of findings were partial completions

Very Few Not Applicable findings

Schedule and capabilities drove many prioritization decisions

Operational need or impact conversations were continual

Use Case - Lessons Learned
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• Integration Questions
• Will DAF require mission system to integrate with DAF/SSC level ICAM? 

• Will DAF require mission system to integrate with DAF/SSC level PDP?

o What is the best approach to deploy a local PDP if integration is not possible?

• How to help mission systems select optimal ZT capabilities 
• ZT capabilities that can integrate into existing infrastructure 

• Co-existence with other cyber products should be evaluated

• SSC/S6 Vendor Evaluation Framework
• Framework to serve SSC mission systems to assist with down-select capabilities and 

vendors for each of the core/supporting areas in ZT as needed

Questions 
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SSC/S6 Vendor Evaluation Framework
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• Identify assessment tools to assist system owners

• Continue work on SSC/S6 vendor evaluation framework

• Continue to track DoD/DAF activities to inform SSC/S6 actions

• Determine tracking methodologies to support ZT mandate (KPPs/KPIs)

• Collaborate, coordinate, and integrate to ensure adoption

Way Ahead
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Questions?

Space Systems Command (SSC)

S6 Communications

UNCLASSIFIED

Chad Korosec
ZT Support to SSC/S6

ckorosec@mitre.org

Maj. Min Kang
Acting Cybersecurity Division Chief

min.kang.5@spaceforce.mil
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