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DoD Cyber Crime Center (DC3)

One of seven Federal Cyber Centers designated by National Security Presidential Directive
(NSPD) 54 — DNI CTIIC and IC-SCC, DOJ NCIJTF, DHS CISA, DoD USCYBERCOM and NSA

DoD Center of Excellence for digital and multimedia (D/MM) forensics, cyber training,
technical solutions, research and development, cyber analytics, and vulnerability sharing,
In support of:

- Law Enforcement and Counterintelligence (LE/CI)

- Cybersecurity (CS) and Critical Infrastructure Protection (CIP)

- Document & Media Exploitation (DOMEX) and Counterterrorism (CT)

Integration of DC3 functions (lab, vulnerability disclosure,
DIB Cybersecurity, analytics) often yields insight that:

- llluminates advanced persistent/criminal threats via serialized/finished report

- Informs rapid updates to DC3 Cyber Training Academy offerings
- Facilitates innovative tool development

SECAF is DoD Executive Agent for DC3 and DoD D/MM Forensics
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" . CYBER CRIME CENTER (DC3) A Federal Cyber Center

Cyber Forensics Lab (CFL) Vulnerability Disclosure Program (VDP)

+ Crowdsourced reporting of vulnerabilities on DoD systems

+ 5,000+ white-hat researchers from 45 countries

+ Nationally accredited lab with sophisticated digital forensics
+ Supports array of partners and classification levels

+ Investment in tools and equipment to tackle toughest challenges Forensic Lab v I—._b'l't ¢ Enduring partnership with USCYBERCOMAJFHQ-DoDIN
Services gi:celzasulr:ey

Cyber Training Academy (CTA) . 5 JsJ Industrial Base Collaboration (DCISE)
+ In-residence, online, and mobile training teams T :'L_T_I + Cybersecurity partnership with 1,000+ CDCs
[ ] - -

+ Intermediate and advanced cyber courses DIB + Voluntary and mandatory DIB incident repository

Cyber Training Cvb .
+ LE/CI, Cyber Mission Force, and International Partners &0 Q& ybersecurity + Expanded cybersecurity offerings and partnerships
Information Technology (XT) == Operations Enablement (OED)
¢+ R&D and deployment of software and systems solutions Information Operations * Sharply focused technlcaI/cyber mtelhgence anaIyS|s
+ Electronic Malware Submission, DC3 Advanced Carver Technology Enablement + Enable USG/DoD actions against cyber threats ,
+ Federated approach to standards, tagging, and information sharing + DoD solutions integrator in support of LE/CI/Cyber #s=53

Strategy and Partner Engagement (XE)

+ Deliberate partnerships to enable action — share insights — efficiently reduce risk



Get In Touch

DC3.mil
X: DC3Forensics

DC3.Information@us.af.mil
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