
DAFITC 2024 - Panel

Mission and Power Project Tied to a 
System of Critical Control Systems 

Moderator:

Tim Watkins at SEL Inc - Senior Engineer (Systems and Cyber Engineer)

Panelist:

Cedric Carter at MITRE – Principal Engineer (Critical Infrastructure Cyber)

Honorable Mr. Lucian Niemeyer at Building Cyber Security – CEO

Randy Benn at Claroty – Solutions Engineer – US Federal

  



Control Systems Basics

CONTROL SYSTEMS HAVE FOUR FUNCTIONS

FUNCTIONS ARE PERFORMED BY FIVE ELEMENTS

▪ Measuring

▪ Comparing

▪ Computing

▪ Providing corrective 

calculation

▪ Sensors

▪ Transducers

▪ Transmitters

▪ Controllers

▪ Control elements



Systems of control systems are now largely automated 
to provide real-time data and full system visibility.

It is imperative to understand the dependencies between 
control systems and how they support mission!
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Modern and Future Distribution Grid 

Factory with Renewable

EV Charging

Smart HomesWind

Solar

Transmission Grid Distribution Substation

Synchronous Condenser

Cyber Squirrel 1 Operative
Distribution relay and affected reclosers detect fault

and Factory Islands
Recloser opens to begin fault isolationSecond recloser opens to isolate faultReclosers close to reroute powerUpstream recloser opens to protectFactory de-islands and connects back to grid



Energy Consumers
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Discussion and Questions?

Mission and Power Project Tied to a 
System of Critical Control Systems 

Moderator:

Tim Watkins at SEL Inc - Senior Engineer (Systems and Cyber Engineer)

Panelist:

Cedric Carter at MITRE – Principal Engineer (Critical Infrastructure Cyber)

Honorable Mr. Lucian Niemeyer at Building Cyber Security – CEO

Heather Young at Claroty – Regional Public Sector VP
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