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Acceleration of DevSecOps & Security Testing
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PERSPECTIVES 

Achieving the 3rd Pillar 

DOD Zero Trust Strategy

● Construct defined by seven DoD Zero Trust Pillars and their 

enablers to ensure standardization of execution.

● Provide the foundational areas for the DoD Zero Trust Security 

Model and the DoD Zero Trust Architecture

● How do you know it is working?

Know Exploitable Vulnerabilities (KEV)
● Remediate known exploitable vulnerabilities and report

Vulnerability Disclosure Program (VDP)

● Maintain effective public vulnerability disclosure programs 

FISMA, CMMC, & NIST
● Leverage security testing to go beyond compliance

● Strategic platform to manage application and infrastructure risk 
DOD Zero Trust Pillars
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Image source: DOD Zero Trust Strategy, p.10, November 2022
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Digital Transformation
Requires Continuous Pentesting

Sophisticated Attackers

74% of financial institutions experienced a ransomware

attack in the past year

Attackers are Scanning

for Vulnerabilities Faster

Scanned for Exchange Server Vulnerabilities within 

5 minutes of disclosure

Unpatched Vulnerabilities

Most prominent attack vector, 29% YoY increase

Attack Surface Transformation

82% of organizations experienced at least one data breach

Continuous Software Deployment

Code changes daily

The Cloud Era

Organizations are adding as many as

693 cloud services in a day
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PTaaS ?!? 
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Endless Cycle Without Real Improvement

20 YEARS OF TACTICAL PENETRATION TESTING

81%
say the cost

of staying ahead 
of attackers is 

unsustainable

Vulnerabilities 

Created

Vulnerabilities 

Found

Vulnerabilities 

Reported Commoditized 

practices

Find 

vulnerabilities, 

fix some

Compliance 

achieved. 

Regulators 

happy.
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Continuous Testing

PTaaS

Attack Surface 

Discovery and Visibility

Vulnerability Root 

Cause Analysis

Asset Insights to Identify High 

Impact Testing Targets

Vulnerability Triage 

and Retest

Testing Coverage and Cadence 

Aligned with Importance and 

Rate of Change

Continuous

SDLC Release Notifications
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Improving
Security Posture

STRATEGIC SECURITY

TESTING OUTCOMES

Tactical

Test to identify exploitable 

vulnerabilities so some can

be fixed

Strategic

Analyze trends to identify

root cause so we stop 

creating themNo way to learn from isolated 

PDF and CSV test results
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CI Pipeline tooling

(e.g. 

JIRA/ ServiceNow)

Synack Platform

(API enables 

integration into your 

pipeline)
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Infrastructure and 

Dev Teams

Deploy 

updates
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Testing at scale 

continuously for your 

most critical assets

The adversaries will be 

watching your migration too.  

Ensure that you keep ahead 

of the threat.

1. Test pre migration -

understand the baseline

2. Test ZTA in a ref 

environment - Test in a 

safe environment as 

part of the staging

3. Test continuously when 

you migrate and then as 

you deploy - test what 

vulns could be 

introduced from config 

changes.

Synack as your Digital Transformation security testing partner.

Synack is experienced at Cloud based testing and has specific 

integrations supporting Host testing, as well as Cloud Configuration 

checks including Microsoft Cloud Security Benchmarking and Cloud Core 

Framework Tests (coming soon)

• Testing of introduction of vulnerabilities due to misconfiguration 

and app changes.  Synack can support testing in staging 

environments aiding your journey to cloud and prior to migration to 

live.  Synack can test to ensure that your applications are 

inherently secure and can stand on their own. 

• Testing of access to different app tiers from a compromised app 

including the level of containment if a breach was to occur, such as 

how far can you access from a single application.

• Test the IAM and policy implementations.

• As workloads adopt zero trust and become cloud native, 

automated deployment becomes the standard mode of operation 

(reference CISA Zero Trust Maturity Model v2).   Synack enables 

integration of security testing into the SDLC pipelines.  

Integrating Synack into your ZTA Adoption 

https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
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Microsoft + Synack

INTEGRATED WORKFLOW EXAMPLE

Synack

Testing

Synack Red 

Team

Azure

DevOps

DevOps 

Team

Microsoft

Sentinel

SecOps 

Team

Microsoft Defender

for Cloud

Network Eng Team

A Work Item is created in Azure 

Boards each time Synack reports a 
new vulnerability.

An Incident is created in Sentinel with 

each Synack reported vulnerability 
with New status and used in org-wide 

threat analysis and processing.

Each Synack reported vulnerability is 

incorporated into a Synack Custom 
Workbook with its CVSS. 

The Work Item is incorporated into 

sprint requirements and patches 
are designed and deployed for 

testing.

The Incident status updates to 

Active.

The vulnerability within the Synack 

Workbook updates to reflect that in 
the Synack Portal.

The Work Item is marked complete.

The Incident status updates to 

Closed.

The Synack Workbook is again 

updated to reflect the Synack 
Portal.

01
Vulnerabilities are reported 

on the Synack Platform.

02
Synack Vulnerability is updated 

to submit a Patch Verification.

03
Once the patch withstands retesting, the 

vulnerability report is Closed-Fixed and Patch 

Verified.

Plan Design Develop Test Deploy
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Rise of AI 
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“Artificial Intelligence” isn’t new!

Embracing AI for Cybersecurity

We’ve been doing it for years from SoC tools down to Endpoint Agents:

Machine Learning Heuristics Behavior Analysis & 

Correlation
De-duplication & 

Parsing

What IS new:

● AI is going to enable speed for both offensive and defensive sides of cybersecurity

● ADVERSARIES using Gen-AI tools to tune, replicate, enhance, and further attack TTPs

● Phishing, Vishing, SMishing, Social Media Intelligence gathering & correlation to enhance attack scenarios; deep fakes, etc. 

● White-hat entities are using their Gen-AI models for mapping, discovery, and testing
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Due to the “simplicity” of many Gen-AI designs like low code/no code; as well as “AI Tool Kits”...

…the barrier for entry has become much lower to negatively affect Gen-AI processing and output; 

aka the new versions of ‘script kiddies’ and worms.

We will see a rise in Hacktivism-based attacks on Gen-AI 

to disrupt missions and business.
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https://www.cyberark.com/resources/all-blog-posts/operation-grandma-a-tale-of-llm-chatbot-vulnerability

“The Grandma Story”

Manipulation of output function
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Attack Paths

RISKS OF LEVERAGING AI

Prompt Injection

Input to make the 
model behave in an 

unintended way, such 
as gaining access to a 
system or API key.

Sensitive 

Information 
Disclosure

Leaking sensitive 
information that is 
input into model 

Insecure Output 

Handling

LLM outputs that 

interact with plugins 
could be leveraged if 
there are insecure 

plugins e.g. XSS 
or RCE

Training Data 

Poisoning

Inaccurate Training data 

or user feedback can be 
used to produce 
undesired outcomes

Supply Chain

LLM using Calls to 
libraries or services 

that are vulnerable 
e.g. outdated Python

Insecure Plugin 

Design

An attacker may craft 

inputs to exploit 
known plugins vulns 
called by a model.

Excessive Agency

An LLM may have 
unnecessary 

permissions in an 
environment. e.g. edit 
rights when only 

needs read

Model Theft

A model may be trained 
on proprietary 

information providing 
attackers the capability 
to extract the model.

Synack approach to testing the OWASP LLM Top 10:
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Go Beyond Compliance
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Attack Surface Visibility
Enterprise, Partner, M&A, Supply Chain

Vulnerability Discovery
1500 Specialized Security Researchers

Missions
Platform Confirmed, Human Testing

Targeted Penetration Testing
One-Time Penetration Test: 14 days

Continuous Penetration Testing
Continuous Penetration Testing: 90/365 days

On-Demand Security Expertise
Discovery – Hacker’s Perspective

Assessments – API, OWASP Top 10

Response – Critical Vulnerabilities

Flexibility, Scale, On-Demand

DIVERSITY OF SYNACK TESTING SOLUTIONS
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Start in days,

not months

Security Testing Experience

A BETTER

Actionable 

vulnerabilities

Run on-

demand & 

continuously

Tech & human 

intelligence

Breadth & 

depth of 

expertise

Real-time

testing insights

Standard results across organizations and geographies.

Capacity so you can scale for critical vulnerability response.
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Strategic Security Testing

JOURNEY TO

Definition

• Objectives

• Success criteria

• Testing scope

Implementation

• Validate effectiveness

• Test & remediation 

velocity

• Growth plan

Growth

• Regional testing

• Central visibility

• Integration with SecOps

Maturity

• Root cause

- Analytics

- Remediation

• Leadership reporting 

on improved posture 

by department
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