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NIST 800-207 – Zero Trust Architecture

February 2024 © 2024 NTT DATA, Inc. 3

• Zero trust is a response to enterprise network trends 
that include remote users, bring your own device 
(BYOD), and cloud-based assets that are not 
located within an enterprise-owned network 
boundary.

• Zero trust focuses on protecting resources (assets, 
services, workflows, network accounts, etc.), not 
network segments, as the network location is no 
longer seen as the prime component to the security 
posture of the resource. 
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Seven Tenets of Zero Trust Architecture
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Authentication
1. All data sources and computing services are considered resources
2. All communication is secured regardless of network location. 
6. All resource authentication and authorization are dynamic and strictly enforced before access is allowed.

Monitoring
5. The enterprise monitors and measures the integrity and security posture of all owned and associated assets.
7. The enterprise collects as much information as possible about the current state of assets, network infrastructure, 

and communications and uses it to improve its security posture. 

Authorization
3. Access to individual enterprise resources is granted on a per-session basis. 
4. Access to resources is determined by dynamic policy—including the observable state of client identity, 

application/service, and the requesting asset—and may include other behavioral and environmental attributes.
6. All resource authentication and authorization are dynamic and strictly enforced before access is allowed.



February 2024

From the National Institute of Standards
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What does a ZTA compliant application look like?

• NIST 800-204a - Building Secure Microservices-based 
Applications using Service-Mesh Architecture

• NIST 800-204b - Attribute-based Access Control
for Microservices-based Applications using a Service Mesh

• NIST 800-204c - Implementation of DevSecOps
for a Microservices-based

NIST 800-207 – Zero Trust Architecture



• Focused on meeting all requirements for 
applications based on:

– NIST SP 800-207
– NIST SP 800-204 a, b, c, d

• Provides framework for online, data analytics, 
& offline files that align with ZTA

• Also provides externalized fine grain access 
control across the board

Elements of the Zero Trust Application Framework (ZTAF)
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ZTAF at a Conceptual Level
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• Zero Trust Architecture
– PDP
– PEP
– Inputs

• Enable Ubiquitous Compartmentalization
– Explanation of Compartments
– Cartesian Product Example

• Attributes of Agencies (5), Security Levels (4), 
Job Roles (2), Countries (49)

• Potentially 1,960 compartments based on 
those attributes 
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What parts of the factory analogy are we trying to adopt?

Factories mechanize
the work of craftsmen

© 2024 NTT DATA, Inc.8



• Cloud Native
– GovCloud 
– Istio Service Mesh, Ingress Gateway
– Kubernetes orchestration
– Docker containers

• Fine Grain Access Control
– Microservices 

• Policy Enforcement Points (PEP)
• Policy Decision Points (PDP)

– For Both APIs and Data Access

• Modern User Interface Technologies

ZTAF Instantiated 
Think Big, Start Small, Scale Smartly™
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Modernization/Reimagination of a Legacy Applications 
using ZTAF for Foreign Military Sales (FMS)
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• Legacy Mainframe applications for one Implementation Agency (IA)
• Complex access control policies embedded in the legacy code

– Hidden everywhere in the Natural COBOL Online, Job Control, Batch 
Programs

– No one to maintain it or are too afraid to modernize the system
• Primitive 80 characters CRT user interface
• Need to get to the Cloud, modern architectures and ZTA



Lift and Shift or Code Conversion will result in Legacy UI/UX

Legacy Source Code and UI
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• Implementation Agencies have similar 
functional requirements, can we build one 
system for all Implementation Agencies?

• Ecosystem includes
– Defense Security Cooperation Agency 

(DSCA)
– Department of State 
– Foreign Governments (customers)
Can we include these partners directly into 
core system?

Reimagined based on Application’s Ecosystem
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Externalized Fine-Grain Access Controls

ABAC Policy in English
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• FMS Case Representatives (CaseReps) can only 
view transactions.

• CaseReps can only access transactions from their 
own Implementation Agency [Army, Navy, USAF] 
that occurred within the last year.

• Implementation Agency Officer can read and edit 
transactions from their own Implementation 
Agency.

• Only active Subjects should be allowed access to 
the FMS Portal.

• Defense Security Cooperation Agency (DSCA) 
CaseRep can read all transactions from any of the 
Implementation Agencies.

• DSCA Officer can read and edit all transactions.

• Dept of State can only read all transactions

• Foreign Governments can only read their own 
cases

• Subject can only access Cases with Security Access 
Level At or Below the Subject’s Security Access 
Level assignment



FMS Case Management System - ABAC
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What is a SpillProof™ document and how is it 
encrypted and Decrypted?
• Based on advanced cryptography described by 

Brent Waters and Ami Sahai in 2005 called 
Attribute Based Encryption

• Access policy is embedded into the encryption
• Multiple keys could exist for a given ciphertext 

to enable different users to access different 
parts of the underlying dataset with attribute-
based access control policy. In essence ABAC 
inside the file.

 

SpillProof™

© 2024 NTT DATA, Inc. 16



Cloud Platform

Istio Service Mesh

PodPod Pod

Domain ABAC 
Policies

Control Plane

PDP Service

Envoy 
Proxy

Domain
PEP Facade  

Service

Envoy 
Proxy

Domain 
Microservice

Envoy 
Proxy

Data Plane

Domain ABAC Policies
Controls both API Access
as well as
Database Access

FMS Sales ReactJS App

Cloud Platform

Download
Spill-Proof(tm)
Reports

Upload
MNSI Document
To Create
Spill-Proof(tm)
Document

Domain ABE 
Policies

ABE Encryption
Request and 
Response

Single Sign On
OAUTH2

Create
Spill-Proof(tm)
Document

• NTT DATA (Federal Subsidiary)
– Cloud Native ABAC Based Application

• NTT DATA (Federal Subsidiary)
– Cerberus™: Encryption/Decryption Service
– Soteria™:  ABAC to ABE Policy Manager

• NTT DATA (Commercial)
– Sekurra™ ABE Service

• NTT Research ABE Encryption Library

SpillProof™ Architecture Concept Patent Pending
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Leveraging Attribute Based Encryption (ABE) for Offline Resource Protection



We have a demonstration application based on Foreign Military Sales. In that 
application we can set up policies that use Soteria™ to convert the ABAC 
polices to ABE policies. From the user perspective it looks something like 
this:
• Subject’s Agency is the same as FMS Case’s Agency 
• Subject’s Security Access Level is higher than or equal to FMS Case’s 

Security Access Level
• Subject’s Country Access is defined by a combination of Subject’s Agency 

and Country

Derived ABE Policy as code
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FMS Case Management System - ABAC
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Generate ABE Encrypted Microsoft Word Document and Excel 
Spreadsheet
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SpillProof™ Document - Word
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Original Online Application Generated
SpillProof™ Document

Decrypted
Based On Subject Attributes

Remember our easy to read policies
Subject’s Agency is the same as FMS 
Case’s Agency - NAVY

Subject’s Security Access Level is higher 
than or equal to FMS Case’s Security 
Access Level - Red

Subject’s Country Access is defined by a 
combination of Subject’s Agency and 
Country – All (None means no 
restrictions) 



SpillProof™ Document - Excel
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Original Online Application Generated
SpillProof™ Document

Decrypted
Based On Subject Attributes
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• Marking National Security Information (MNSI)

SpillProof™ Documents



MNSI – Basic Portion Markings Example
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Single Attributes
For ABE Policies



MNSI – Special Access Required (SAR) Portion Markings Example
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Multiple Attributes
For ABE Policies



How do we transform existing MNSI 
Documents into SpillProof™ Documents?
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Convert Microsoft Word and PowerPoint with MNSI Markings
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Microsoft Word with MNSI Basic to SpillProof™ Document
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Original
SpillProof™ Document

(At Rest) Decrypted



Microsoft PowerPoint with MNSI Basic to SpillProof™ Presentation
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Original SpillProof™ Document
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Why do we need SpillProof™ Documents?
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• Protecting National Security Information
• Ubiquitous Compartments based on ”Need to Know” – 
• Protects from Insider Threats like:

– Jack Teixeira
– Chelsea Manning

• Sharing of Information Across Domains/Organizations
• Sharing sensitive information in other organizations such as

– Electronic Health Records
– Manufacturing schematics/designs with sensitive components
– Etc.




