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LENTERS OF EXCELLENCE (COE) INTEGRATION ELEMENT (LTE)

Controlled by: Air Force

Controlled by: 690 COS

CUI Category(ies): PRVCY.

Limited Dissemination-Control:
CIE Commanders:

Lt Col Jessica ‘Jess’ Perez (30 COS) FEDCON
Lt Col Sidney 'Sid’ Harris (681 COS) POC Lt Col Perez, 808-448-4830

Lt Col)Jeremy ‘Cookie’ Cook (299 NOS-TFI)
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CIE Overview

o . What is a Genter of Excellence Integration Element (CIE)?
o [enter Of Excellence (COE) Construct

o |/ Center of Excellence Integration Element Functions

o /Mission Growth

¢ Problem Resolution Teams (PRT)

o~ 33 GOS Dperating Locations E & F

« [yberspace Awareness Dashboard (CAD)

e ~[luestions?
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CIE Mission

EB CW: America's First Cyberspace Wing...engineering, operating, extending, and defending the Air Force
\ Information Network and warfighter communicatians...anytime, anywhere!

B3B8 CW Vision: To-be the Air Force's most refias/e and trustedWing.

CIE'Mission (90 COS, 631 COS, 233 NOS):

o Integrate operations)across all areas with the appropriate Functional Center of
Excellence

«/ Maintain-situational awareness of operational priorities to include: AFCYBER Cyber
Tasking Order tasks,

" MAJEUM top a priorities, critical tickets and core service outages.

 Provide an initial response for critical cyber taskings when the appropriate Center
of Excellence)is unavailable.

« ~|dentify training-slot' requirements to appropriate Functional Cok.
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W CIE Functions
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MISSION GROWTH:

AGVANCING OFERATIONS IN .S'l/PFﬂ/E’T OF 6PL
,"/ \

Eyher Awareness Dashhnard

33 COS Operating Locations l.“_ @)‘ 2
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MISSION GROWTH:

Problem Resolution Team Operations (TH) Y
Disciplined PRT Execution
Server 2012 SIPR REL “So-Called CISCO"

(02 Oct 23 - 17 Nov 23) (26 Dct 23 - 18 Dec 23) (13 May 24 - 03 Aug 24)

End of Life Enterprise Created SIPR Five

Domain Controller Eye solution at Hickam

|dentified counterfeit

upgrades AFB Dghpigf CISCO devices across

the AFIN

Hickam Degradation SIPR ISN
(0a Feb 24) (14 Nov 23 - Current)

Hickam DHCP
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33 GOS Operating Location-E & F

Peacetime Operations @ Enterprise-level Security

o | Conduct security operations at the enterprise level.
« / Deepen knowledge of Cyber terrain and mission partner systems.

e | Coflocated with 630 COS-and 631 COS

Adaptability and-Focus during Conflict

« | 'Adapt and tailor operations to addressspecific regional threats.
*/ /Rapid, targeted incident respoense via local expentise

Geagraphic Alignment and Collaboration

- Enterprise senvices are collocated during disconnected ops.
 Enhances COCOM strategic planning for OPLAN execution

Personnel
o \_OL-E (10) : Capt xI, MSqts xZ, TSqts x2, S3qt x2. SrA x3
« OL-F(I0) : Lt xI, MSat x2, TSqt x2, SrA x&




ENDPOINT VISIBILITY

* First time in history the enterprise has achieved 38% ACAS
access rates

~ ACCOUNTABILITY
* Provides mechanism to standardize and enforce how we harden
the AFIN against our adversaries

* Promotes advocacy amongst the PMO community

5 SITUATIONAL AWARENESS
* Provides Senior Leaders with real time SA into the AFIN cyber
hygiene

_ SCALABLE SECURITY
; « [Operational only on NIPR

« 588 CW is posturing to expand to additional networks

| T |




How can we help?
[uestions?
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