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A  N e w  A t t a c k  V e c t o r
I n f r a s t r u c t u r e  a s  C o d e
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A B O U T  M E

R u s t y  S id e s
D I R E C T O R  O F  S A L E S  E N G I N E E R I N G

• Security Evangelis t
• Software Developer prior to AppSec
• Strong Believer in spreading 

Awareness  for Software Security
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5 Years in a Row
Checkmarx is  pos itioned by Gartner® as  
a Leader in the April 20 22 Magic Quadrant┴
for Application Security Tes ting.

3

C h e c k m a r x R e c o g n i z e d  b y  G a r t n e r

This graphic was published by Gartner, Inc. as part of a larger research document and 
should be evaluated in the context of the entire document. The Gartner document is 
available upon request from Checkmarx. GARTNER is a registered trademark and 
service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is 
used herein with permission. All rights reserved. Gartner does not endorse any 
vendor, product or service depicted in its research publications and does not advise 
technology users to select only those vendors with the highest ratings or other 
designation. Gartner research publications consist of the opinions of Gartner’s 
research organization and should not be construed as statements of fact. Gartner 
disclaims all warranties, expressed or implied, with respect to this research, including 
any warranties of merchantability or fitness for a particular purpose.

Source: Gartner, Magic Quadrant for Application Security Testing 
by Dale Gardner, Mark Horvath, Dionisio Zumerle, 18 April 2022
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E V E R Y T H I N G  
I S  C O D E
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E v e r y t h in g
C A N  B E  T R E A T E D  L I K E  
A P P L I C A T I O N  C O D E  S U C H  T H A T  
W E  C A N  F O L L O W  T H E  S A M E  
S O F T W A R E  D E V E L O P M E N T  
L I F E C Y C L E  P R A C T I C E S
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I T ’S  A L L  “C O D E ”

0 1

Application 
Configuration

0 2

Operating Sys tem 
and Hos t 

Configuration

0 3

Cloud Resources

0 4

Network Elements

0 5

Firewalls

0 6

Load Balancers

0 7

Security Groups

0 8

IoT Devices
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T H E  B E N E F I T S  O F  C O D E

Automation GitOps Code 
Review

Tes ting Vers ion 
Control 

Revers ibility
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I n f r a s t r u c t u r e  
a s  c o d e ( I a C )

I S  T H E  P R O C E S S  O F  MANAGING 
AND PROVISIONING SOFTWARE 
T H R O U G H M A C H I N E - R E A D A B L E  
D E F I N I T I O N  F I L E S , R A T H E R  T H A N  
P H Y S I C A L  H A R D W A R E  
C O N F I G U R A T I O N  O R  I N T E R A C T I V E  
C O N F I G U R A T I O N  T O O L S
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W H A T  I S
I N F R A S T R U C T U R E - A S - C O D E  ( I A C )

IaC automates  the manual tasks  usually associated with computing 
infras tructure configuration and implementation.

I a C  
a l lo w s  
y o u  t o : Speed up configuration and 

implementation of new 
computing infras tructure

S P E E D  U P  

Reduce the cos t and resource 
needed to scale and manage 
large infras tructure

R E D U C E  T H E  
C O S T  

Eliminate the incons is tencies  
that inevitably occur when 
multiple individuals  manually 
configure new equipment or 
applications .

E L I M I N A T E  T H E  
I N C O N S I S T E N -
C I E S  

0 1 0 2 0 3
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I N F R A S T R U C T U R E  A T  T H E  
S P E E D  O F  D E V O P S

Moving to cloud-based infras tructure opens  doors  to building 
and managing infras tructure in completely new ways : 

0 1 Infras tructure can be provis ioned 
in seconds  

0 2 Scale can be achieved without 
capacity planning 

0 3 API-driven cloud infra  allows  us  
interact with it via  code

Developer

SCM

CI/ CD Pipeline

Deployment
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S O , W H A T ’S  T H E  
P R O B L E M ?
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I A C  S E C U R I T Y  I S  A  C O N C E R N

IaC Templates
2 0 0 ,0 0 0

of AWS S3 buckets  do 
not have server-s ide 
encryption enabled

4 8 %
CloudFormation config files  

contained at leas t one 
insecure configuration

4 2 %
of cloud user-configured 
S3 buckets  do not have 

logging enabled

5 5 %

Source: https :/ / s tart.paloaltonetworks .com/ unit-42-cloud-threat-report
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S E C U R I T Y  R I S K S  I N  
I A C  
I M P L E M E N T A T I O N S

• Vulnerabilities  in IaC can serve as  a  thread 
entry point to the core infras tructure

• Misconfigured IaC templates  can expose 
sens itive data
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S E C R E T S  S T O R A G E

• Storage of secrets  is  necessary for 
connecting to managed 
infras tructure.

• Storing such data ins ide source code 
management (SCM) sys tems  or plain 
text files  is  dangerous  and 
irrespons ible.

• Bots  scrape public SCM s ites  like 
Github looking for secrets  to exploit 
and compromise
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U S E R  P R I V I L E G E S

• Application deployment is  unlikely to 
require root privileges  on the target 
machine

• Leas t privilege may be more 
challenging but mitigates  the risk of 
compromise
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I A C T E M P L A T E S

• IaC Templates  can have 
vulnerabilities  and insecure default 
configurations  that could lead to 
data exposure

• IaC Templates  can unintentionally 
use OS or container images  from 
untrus ted sources
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N E T W O R K  E X P O S U R E S

• Insecure IaC configurations  can 
expand the attack surface

• Open Security Groups

• Public SSH Access
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E X A M P L E  
O F  I A C
A W S
C L O U D F O R M A T I O N



TH
E W

O
R

LD
 R

U
N

S O
N

 C
O

D
E. W

E SEC
U

R
E IT.

TH
E W

O
RLD

 RU
N

S O
N

 C
O

D
E. W

E SEC
U

RE IT.



TH
E W

O
R

LD
 R

U
N

S O
N

 C
O

D
E. W

E SEC
U

R
E IT.

TH
E W

O
RLD

 RU
N

S O
N

 C
O

D
E. W

E SEC
U

RE IT.

K I C S  I S  O P E N - S O U R C E

P u b lic  G i t H u b  
r e p o s i t o r y

(https :/ / github.com/
Checkmarx/ kics )

L iv e  c h a t  
w i t h  G i t t e r  

(https :/ / gitter.im/ kics -
io/ community)

P u b l ic  
w e b s i t e  

M a n a g e d  
c o m p le t e ly  

f r o m  G i t H u b(https :/ / kics .io/ )

(Is sues  /  Projects )

https://github.com/Checkmarx/kics
https://github.com/
https://gitter.im/kics-io/community
https://kics.io/
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S U P P O R T E D  P L A T F O R M S

Terraform

Kubernetes

Docker

AWS CloudFormation 

Ans ible

Helm

Google Deployment 

Manager

AWS SAM

Micros oft ARM

OpenAPI 3.0
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K I C S : S E C U R I T Y  P O L I C I E S

‣ Access  Control
‣ Availability
‣ Backup
‣ Best Practices
‣ Build Process
‣ Encryption
‣ Insecure 

configurations

‣ Insecure defaults
‣ Networking and 

Firewall
‣ Observability
‣ Resource 

management
‣ Secret management
‣ Supply-Chain

S u p p o r t s  t o p  
I n f r a s t r u c t u r e - a s -

C o d e  t o o ls  w i t h  o v e r  
2 0 0 0  s e c u r i t y  

p o l ic ie s
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K I C S : V U L N E R A B I L I T Y  E X A M P L E

0 1

Terraform for Azure

0 2

Access  policy for a  resource

0 3

SSH port 22 is  left open leaving 
the poss ibility of unauthorized 
access , ports  scanning attacks  
and remote take-over of your 
infras tructure
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K I C S : I N T E G R A T I O N  F L O W  D I A G R A M

Run KICS locally for 
immediate feedback.

D e v e lo p e r
Integrate KICS w/  git repo 
of choice

S C M

Run KICS as  a  gated check 
prior to deploying to 
production

S e c u r i t y  
C h e c k

Run KICS as  part of CI/ CD 
pipeline, on every pull 
reques t.

C I / C D  
P ip e l in e
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L I V E  D E M O



TH
E W

O
R

LD
 R

U
N

S O
N

 C
O

D
E. W

E SEC
U

R
E IT.

TH
E W

O
RLD

 RU
N

S O
N

 C
O

D
E. W

E SEC
U

RE IT.

K I C S : I N F R A S T R U C T U R E -
A S - C O D E  ( I A C )  E N G I N E

is a s tandalone engine 
which scans  and finds  
misconfigurations  and 
potential vulnerabilities  
in infras tructure code

K I C S  b y  
C h e c k m a r x  S u p p o r t s  t o p  

I n f r a s t r u c t u r e -
a s - C o d e  t o o ls  

w i t h  o v e r  1 5 0 0  
q u e r ie s
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T h a n k  y o u !
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