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ACAS Scans & Enterpr'lse Standardization

688 Cyberspace Wing Base Communications Squadron
= Maintain & Analyze outputs for discrepancies " Maintain 98% authenticated access rate on:
= 3 previous weekly scans
= Provide SME support for config & troubleshooting = CCRIscans

=  Previous differential scan

Routine (Weekly)

/

MCCL's are there to help. Don't wait until imminent CCRI to ask!
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U.S. Air Forces in Europe Alr Mobility Command U.S. Air Force Acodemy

- Cyber Awareness Dashboard (CAD) delivers data
needed to assess risk, secure missions, & drive
execution & decision-making across AFIN.

- Enables integrated intelligence operations to
counteract the adversary.
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CAD POC: Robert Barton, DSN: 312-969-6523, robert.barton.10@us.af.mil
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«  Why Safeguard Information?

 NDCI Occurs, Wing Reports, and
CFP Contains and Sanitizes

« Declare within 5 days
« Enferprise Sanitization o
« Base CFP con’roms and sanitizes local mochlnes:%% =

« |IAW AFCYBER TASKORD 22-2022 NDCI Handling & Proce
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All DoD Components must have a Cyber Security Service Provider (CSSP) (DoDI 8530.0)
« 16 AFis AFIN CSSP (DAF CIO memo, 1 May 2019)
* Info system owners must align to 16 AF CSSP (AFI 17-130)

What does CSSP alignment do for you? DEPARTMENT OF THE AR FORCE

HEADQUARTERS SIXTEENTH AIR FORCE
(AIR FORCES CYBER) (ACC)

« Required for ATOs and CCRIs L AL D eSS
« Connects system owners to cybersecurity resources
« Streamlines notification of external threats

This document is issued by the 16 AF CSS!
completed the 16 AF CSSP Onboarding pro
alig s 121 i

Current priorities

« DAF CSSP alignment validation

« NC3 and SAP onboarding

 USCYBERCOM COF Group 3 operationalization

Get plugged in!
 Teams: “16th AF CSSP Bi-Weekly Sync” (share CSSP/CCRI best practices/LLs)
* Get proof of alignment: https://intelshare.intelink.gov/sites/16af/cssp/OBR/
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https://intelshare.intelink.gov/sites/16af/cssp/OBR/

AMAC Teams Channel - 688

CW/Strategic Communications Team.

NDCI SIPR Link -

ACAS SharePoint Link -

pOC / Llnk Slide

Endpoint Protection Link (RSD and DLP
reporting)

CAD Link -

ELICSAR -

Once a user is signed in there, CAD is
one of the tools on the platform that
can be accessed. Unfortunately,
there is not a link directly to CAD, as
all users have to login to the ELICSAR
platform first.

ESD Portal

AMAC POCs —
Email:
DSN:  94-312-945-4411
690 COG CD
Email:
Comm: 210-977-6900
DSN:  94-312-969-6900
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MCCC

ACC -
Email:
DSN:

AETC -
Email:
DSN:

AFDW -
Email:
DSN:

AFGSC -
Email:
DSN:

AFMC -
Email:
DSN:

AFSOC -
Email:
DSN:

USSF -
Email:
DSN:

AMC -
Email:
DSN:

ANG -
Email:
DSN:

PACAF -
Email:
DSN:

USAFE -
Email:
DSN:

ACC.MCCC@us.af.mil
574-3665

MCCCAwarenessCell@us.af.mil
487-0303

844.cs.afdw.mccc@us.af.mil
981-3965

AFGSC.MCCC@us.af.mil
781-1616

AFMC.A6.MCCC@us.af.mil
986-1163/257-5293

AFSOC.MCCC@us.af.mil
579-6688

14af.accc.comctricenter@us.af.mil
692-3761

AMC.MCCC@us.af.mil
576-1332

NGB.A2.3.6. ANG.MCCC.Org@us.af.mil
612-7779

PACAF.PCYDOC.All@us.af.mil
94-315-447-7000 (Opt. 1)

USAFEA6.A6MCCC@us.af.mil
94-314-478-2222


https://dod.teams.microsoft.us/l/team/19%3adod%3a69d5ab6a48b24a0ab88129e0b3442e4b%40thread.skype/conversations?groupId=865b50db-4d15-40b1-a32f-2cdee358ceb8&tenantId=8331b18d-2d87-48ef-a35f-ac8818ebf9b4
https://dod.teams.microsoft.us/l/team/19%3adod%3a69d5ab6a48b24a0ab88129e0b3442e4b%40thread.skype/conversations?groupId=865b50db-4d15-40b1-a32f-2cdee358ceb8&tenantId=8331b18d-2d87-48ef-a35f-ac8818ebf9b4
https://dod.teams.microsoft.us/l/team/19%3adod%3a69d5ab6a48b24a0ab88129e0b3442e4b%40thread.skype/conversations?groupId=865b50db-4d15-40b1-a32f-2cdee358ceb8&tenantId=8331b18d-2d87-48ef-a35f-ac8818ebf9b4
https://dod.teams.microsoft.us/l/team/19%3adod%3a69d5ab6a48b24a0ab88129e0b3442e4b%40thread.skype/conversations?groupId=865b50db-4d15-40b1-a32f-2cdee358ceb8&tenantId=8331b18d-2d87-48ef-a35f-ac8818ebf9b4
https://dod.teams.microsoft.us/l/team/19%3adod%3a69d5ab6a48b24a0ab88129e0b3442e4b%40thread.skype/conversations?groupId=865b50db-4d15-40b1-a32f-2cdee358ceb8&tenantId=8331b18d-2d87-48ef-a35f-ac8818ebf9b4
https://dod.teams.microsoft.us/l/team/19%3adod%3a69d5ab6a48b24a0ab88129e0b3442e4b%40thread.skype/conversations?groupId=865b50db-4d15-40b1-a32f-2cdee358ceb8&tenantId=8331b18d-2d87-48ef-a35f-ac8818ebf9b4
https://usaf.dps.mil/:b:/r/teams/StrategicComms/Shared%20Documents/%F0%9F%93%9C%20AFIN%20Ops%20Communicators/AFIN%20Ops%20Communicator%20-%20July%202023.pdf?csf=1&web=1&e=Qt45IC
https://usaf.dps.mil/:b:/r/teams/StrategicComms/Shared%20Documents/%F0%9F%93%9C%20AFIN%20Ops%20Communicators/AFIN%20Ops%20Communicator%20-%20July%202023.pdf?csf=1&web=1&e=Qt45IC
https://usaf.dps.mil/:b:/r/teams/StrategicComms/Shared%20Documents/%F0%9F%93%9C%20AFIN%20Ops%20Communicators/AFIN%20Ops%20Communicator%20-%20July%202023.pdf?csf=1&web=1&e=Qt45IC
https://usaf.dps.mil/:b:/r/teams/StrategicComms/Shared%20Documents/%F0%9F%93%9C%20AFIN%20Ops%20Communicators/AFIN%20Ops%20Communicator%20-%20July%202023.pdf?csf=1&web=1&e=Qt45IC
https://usaf.dps.mil/:b:/r/teams/StrategicComms/Shared%20Documents/%F0%9F%93%9C%20AFIN%20Ops%20Communicators/AFIN%20Ops%20Communicator%20-%20July%202023.pdf?csf=1&web=1&e=Qt45IC
https://usaf.dps.mil/:b:/r/teams/StrategicComms/Shared%20Documents/%F0%9F%93%9C%20AFIN%20Ops%20Communicators/AFIN%20Ops%20Communicator%20-%20July%202023.pdf?csf=1&web=1&e=Qt45IC
https://usaf.dps.mil/sites/23802/690%20NSS/VMTDP/ACAS/SitePages/Home.aspx
https://usaf.dps.mil/sites/23802/690%20NSS/VMTDP/ACAS/SitePages/Home.aspx
https://usaf.dps.mil/sites/23802/690%20NSS/VMTDP/ACAS/SitePages/Home.aspx
https://usaf.dps.mil/sites/23802/690%20NSS/VMTDP/ESS/default.aspx
https://usaf.dps.mil/sites/23802/690%20NSS/VMTDP/ESS/default.aspx
https://elicsar.cce.af.mil/
https://esd.us.af.mil/ESDPortal/
mailto:NOS.CYOO.CrewCC@us.af.mil
mailto:690cog.cd@us.af.mil




