PENTESTING THE SPACE FORCE:
MODERN TARGETS IN THE DOD’S NEW BRANCH




DARK WOLF

SOLUTIONS

INTRODUCTION TO THE GUY TALKING

» Hey there, I'm Tyler Fordham

 Director at Dark Wolf Solutions

» Built Dark Wolf's pentesting team
 Prior Air Force IN4A cyber intel analyst

« Have hopefully been involved in enough

offensive security work to be qualified to be
up here talking

Proprietary & Confidential | 2
S



GOALS OF THE TALK

% DARK WOLF

Offer insights on testing space-adjacent government

systems to both noobs and

Highlight the importance of

Oros

nacking these systems

ourselves before the kad guys do

Demystify targeting USSF cyber - not every system is a
complicated satellite; there's a lot of modern infrastructure!

Show you how talented the people on my team are with

some fun examples

DISCLAIMER: This deck contains MY opinions, not necessarily the USSF'’s!
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FORCE
« Popped into existence in 2019, taking over

much of what was done by the Air Force’s
Space Command

BUT FIRST, LET'S CATCH UP ON SPACE
*DARK WOLF

« Core focuses:
- Satellite operations
« Space traffic control
- Space domain awareness

* In theory, streamlining everything space
under one roof will probably improve our
efforts in that domain

Pictured: Fictional funny Space Force man

- Still in its relative infancy with major organizational
changes still happening commonly Proprietary & Confidential | 4



SPACE FORCE: DOMAIN *DARK WOLF
CONSIDERATIONS

» Major current and increasingly future area of
geopolitical control for the world’s big players

- Weaponization of equipment in orbit and attacks
against those represent an increasingly complicated
game of space chess

« Denial of space communications can cripple a nation

« Not the kind of thing you'd want to kick off a war

« Space Force aims to get a better grip on this problem
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AFOREMENTIONED BAD GUYS
Russia and China in particular are major aggressors

DARK WOLF

Nonstop targeting e

the call over the whole

of (aero)space biz _

Infected system
calls ‘'decoy’ satellite
subscriber

- Commercial, govt,
you hame it

« More APTs than can
fit on this slide

Turla Group
- Campaign pictured
here!

[ ]
N A S A n e tWO r kS h I t ‘Decoy’ system drops the invalid C&C pretending Malware on infected system C&C answers via landline while
request having no suchport and to be 'decoy’ user uploads harvested datato C&C  masquerading as 'decoy’ system and
accepts the call issues commands to the infected system

in SOICI I‘WI nd S GttOCk o B Proprietary & Confidential | 6



THE ARGUMENT FOR HACKING STUFF
*DARK WOLF

FIRST

« Penetration testing, red teaming, vulnerability research..
they just work!

 All of these cybersecurity disciplines give system owners ways to
find easy and hard issues alike

+ Finding and fixing things before those adversaries
safeguards the economy, nation and.. maybe world?

* Increasingly a government mandated requirement

« 2023 White House Cybersecurity Strategy

* Make a note to Google: USSF Space Enterprise Test Vision
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M DARK WOLF

BUIT

It's not just satellites and cool equipment we need to test!

70

=Y
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USSF’S SUPPORT SYSTEM: RIFE WITH
MODERN TECH YOU KNOW AND LOVE

- Standard hardware, software and infrastructure
make up the backbone of orgs that build cool
space systems

g4 DARK WOLF

« Recent USG/DoD trends

Move to modern software development;
“software factories”

« Cloud-based architecture for operations
and development

*gasp* a modern looking dashboard!

 Big focus on upgrading old systems with new
tech; mystique of ancient software fading  rroprietary s confidential 1~ o



SO ISN'T THIS JUST STANDARD

PENTESTING?
e Kind of!

M DARK WOLF

« Make no mistake; there are still a LOT of
spicy and complicated space systems

« See annual Hack-a-Sat CTF!

« Recent results from DEF CON and more

« However, more “standard” modern systems
In space domain opens up the door for your
more traditional testing

- Many young orgs need even simple testing

 Ignoring modern software supply chain is BAD Proprietary & Confidential | 10
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BOOTS ON THE GROUND WITH THE

DEVS

- Many early players in DoD software development ran in a

startup-like fashion
« A great thing in many ways, to be fair!
« Young orgs benefit from being shown security pitfalls early

DARK WOLF

.
The Wi-Fi network requires a b —— Bestinaties ot i
S JIVIcIPE B IEIN 190N VS s o8 e T add BOPOYS ¢ Ut ®
WPA2 password. 762, 6395.205192 Apple_afidS:44 Apple_Beichide EAPOL 133 Wey (Message 1 of 4)
: 2 . : " AL GE7R. 507916 MNople dfi105:44 Apple Bec91 % EAPO! 133 Koy (Message 1 of 4)
You can glso accgssthxs Wi-Fi ne.twork by bringing your Mac 004, 670.515396 Apole @f1dS:44 foote Deschite eyl 109 Ney (Nessese 3 of &)
near any iPhone, iPad, or Mac which has connected to this B29. O840.511496 Apple dfd5:44 Apple 961541 b¢ EAPOL 133 Key (Messoge 1 of 4)
network and has you in their contacts. . T433.513518 Apple_of 105144 Apple_Be:chide g0 1 of 4
926, 7433.509504  Apple_Beichide Apple _dfa%144 CAPO 155 Ney (Message 2 of 4)
926, 7411 .54 ANople _dfi105:144 Nple _Beichibe CAPOL 189 Koy (M ge ) of 4)
Password: | 026, 7433.542220  Apple_Beich:ve Apple df:d5:44 EAPOL 133 Key (Message 4 of 4)
$22. TARO.B2IMAA  Apple 4T 10544 Apple _Ob:idli 2 LAPOL 123 Ney (Me ge 1 of 4)
932, 7480.828500 Apple_df1d5:44 Apple_Ob:dii2a EAPOL 133 Key (Message 1 of 4)
Show password SN2, TARO.MONAR  Apple df1d5144 Apple_Bhidli2s tAPO 130 Ney (Message 1 of 4)
: " TaRR . )0 2 ANople df 105140 ANple Bhidlids CAPO: 1) % " o 1 f 4
v Remember this network gl i+ e R e S S Ay i (PRI e e At Bl
b Frane 9205571 130 bytes on wire (1064 Bits), 1) bytes captured (1064 bits
b IEEE B92.11 Ous Data, Flags
» Logical-Link Contreo
PoB2AX Authenticat ion

Capturing handshakes, good for conferences, bad for your network

WPA2 you say...? Proprietary & Confidential | 12



..BUT ENUMERATING BEFORE WE GET

THERE

I e rns

TART TIME: Tue Aug
RL BASE: https
DROLIST FILES usr

NERATED

Scanni R1 httoe ,’,”31"!:
https b /explore (CODE:200|SIZE
https: | favicon.ico (CODE:301
https://qgitlab /qroups (CODE:302|SIZE:1
https://q help (CODE:200|SIZE:90658
https://c ) projects (CODE:302|SI
https:/ lab /public (CODE:200|SI1ZE

https://gitlat /robots.txt (CODE:260|SIZ
https:// / ' (CODE:200|SIZE
https://c ce (CODE:302|SIZE
https://gitlab ippets (CODE:302|
https jitlab /who (CODE:200|SIZE

DARK WOLF

Apache Tomcat/9.0.10
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SOFTWARE IS ONLY AS SECURE AS ITS
DEVELOPMENT ENVIRONMENT(S)

 Entire organizations dedicated to developing software for
the USSF

DARK WOLF

« Cloud infra and apps are great when locked down well

* Not so much when you let anyone mount your NFS shares

/tmp/km /tmp/ posgres
—S showmount -e

EXDOI‘I list fO!' p systemd-timesync root 4096
/SI’V/nFSQ root _ root _ 36864
-r systemd-timesync systemd-timesync 4

/tmp/km 4 6 systemd-timesync systemd-timesync 4096

2 systemd-timesync systemd-timesync 4096

2 systemd-timesync systemd-timesync 4096

- /tmp/km p 2 systemd-timesync systemd-timesync 4096
systemd-timesync systemd-timesync 4096

systemd-timesync systemd-timesync 4502

: ,/tmp/km, -r systemd-timesync systemd-timesync 1636

sudo mount -t nfs . /SI'V/ﬂfSQ /tmp/ WX ——— 4 systemd-timesync systemd-timesync 4096

Oh, surely this won't contain any impo- Welp, core application database files
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DEV. ENVIRONMENTS - CLoOUD WOES DARK WOLF

- Even in an externally locked down cloud environment, internal security
holes can be tantalizing for an insider threat

describe-instance-attribute userData
.UserData.Vvalue .env. .blobstores 0

Security Group Opens All Ports to All

© Security Group Opens DNS Port to Al

Storing secrets in
any general cloud L1 Security Group Opens MsSQL Port to Al

storage is not ideal
© Security Group Opens MySQL Port to All

© Security Group Opens NFS Port to Al

~/Downloads Lock down your security groups!

iam get-account-summary .SummaryMap.AccountAccessKeysPresent

Kubernetes RBAC: Important

Giving root programmatic accesses - that’s a paddlin’ [t][ClusterRole]— i n2nager Has Admin-Cluster permission!|
[t][ClusterRole]— -manager Has Admin-Cluster permission!
['][ClusterRole]— manager Has Admin-Cluster permission!
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SERVICE ACCOUNT: “HERE’'S ROOT
CREDENTIALS”

- Large systems deploy a wide
range of services into their
environments

% DARK WOLF

« Unfortunately, some of these
require authentication

* By passing the password of the

service account in plain-ish text ot w2 0dmer  awienes f
through a script running as a S ey
service, credentials were leaked | 1850 = wnatilon
allowing the elevation to root on N R b il i d i
the system TootRtost —app = 1 mwisibte_sve whosad

root

il‘(mlﬂlw.l; - app i=1 ansible svclt l
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ACCESS CONTROL VS OLD SOFTWARE

Many tools exist for managing and
interfacing with applications being
run in systems where centralized
services dre used to maintain
configuration and authentication

Some of these apps are outdated
and/or occasionally used by
developers without the knowledge
of the wider team

)
rRRRY RRERRERRRRRRIRERNRERDRRRY

Utilizing software in this manner
exposes the system to
vulnerabilities contained within
old/outdated code

L DARK WOLF

Edit match/replace rule

(7) Specifythe details of the match/replace rule
Type: Request header
Match: GET/
Replace: GET /acd/appconfigl../.J
ent: | Security Bypass

Regex match

Proprietary & Confidential |
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IMPERSONAL BOUNDARIES
« DoD and USSF are

ﬁ DARK WOLF

relying moreand | L

more on zero-trust -

architecture and

associated tooling ————

- Speaker’'s note: This e
is good .

- but they better be it-?:'t ~~~~~ g
secure and n N .
CcO nf|g U red Wel I | Inbound and outbound traffic limitations generally shouldn’t be “Any”

« We helped find gaps
hel’e, Gnd Proprietary & Confidential | 18



IMPERSONAL BOUNDARIES, AGAIN ﬁDARK WOLF

- Even very robust tooling can fail to detect simple bypasses

- -

:\Users\dw tester3\test>ssh -p 23 redteamuser(@
7 - ™ ’ ‘-. » . - "- -‘v' "" \ C\/ ? \I ":\ -\l/A
sh: connect to host 10.60.222.4 port 23: Permission denied C: ‘LJJDC“ . m_.Z,dn_ - EXE
* Node rte

- t.‘_v:'r“_« \f.nv.::e'_«ler‘j \test>ssh -p :j redteamuser(@ [1@ . 60.165.52:50000 Command/? for help ]
redteamuserf S password: - - - A— 1. A , Y TECT
Linux redv-kali®3 5.18.0-kaliS5-amd64 #1 SMP PREEMPT_DYNAMIC 10.60.60.55:50001 |: APPLICATION £S5

Bad
traffic on
standard

port

Bad traffic on
nonstandard
port

| '
|

I iy I
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DARK WOLF

SOLUTIONS

...REALLY IMPERSONAL BOUNDARIES *

+ but sometimes, your team reverse engineers entire zero trust
software packages to deliver one-click remote code
execution i

Single click on
[REDACTED] i>

tool link
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BACK TO EARTH - COMMON *DARK WOLF
THEMES

Modern space support systems and apps in the USSF
share many common security issues with their non
space counterparts

Critical/High findings on most tests!

but even less epic findings can have a huge impact
given the domain!

Simple misconfigs can leave a system just as vulnerable
as a major exploit
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FUTURE STATE: USSF AND ETHICAL *DARK WOLE

HACKING

 Increased interest in and willingness to have USSF systems
tested per USSF vision and federal mandates

- Some organizations are already onboard, this trend needs
to continue

- Still viewed as an afterthought or “checkbox” at times;
education on the benefits is important

» Software development, and targets, only set to expand

Al is about to make our lives very interesting, but... | need
GnOther S||de Proprietary & Confidential | 22



HERE WILL HAVE

 Everything in the industry
Is set for rapid change.
Offense, defense and
how we look at critical
systems as a whole.

THE SAME Al SLIDE MANY SPEAKERS *DARK WOLF

- DISCLAIMER:
This video is all sample
and/or fake data other
than the public domains.
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CLOSING THOUGHTS *DARK WOLF

Even the most modern parts of the service are at risk from
attackers, and those risks aren’t always hard to find

It's very cool to hack and help fix military systems as a veteran

Anyone can get into this world if they try hard enough. Your
personal tasker from me is to get involved in space hacking!

« PNPT, OSCP, GPEN, CRTO
- Traditional development and scripting experience
- ..educate yourself on Al and machine learning fast

Many units, orgs and companies here today, ours included,
need more people to come do this work

e COme gra b a card! Proprietary & Confidential |
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_DARK WOLF

)

QUESTIONS AND ANSWERS

(
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THANK YOU!

Special Credit:
The awesome penetration testing

Z\«%’g DARK WOLF team at Dark Wolf Solutions and our

LUTI :
7100t dot 1 04 friends at the Space Force!




