
Building a Threat-
Informed Purple Team



What is Purple Teaming?
Purple teaming takes the best of red and blue teams and brings them together 
around a common threat framework and an automated testing platform to improve 
cybersecurity effectiveness. 

Purple teams combine the threat focus of the red team and the defensive focus of the 
blue team to test an organization’s defenses continuously. Purple teams focus on the 
overarching threat landscape, they understand their security technologies, and they 
understand their organization and its operational attributes. 

Purple teams ensure that organizations optimize their cybersecurity readiness 
continuously. The combination of the MITRE ATT&CK framework, an automated 
breach and attack simulation platform, and purple teaming as an operational 
construct delivers a threat-informed defense and cybersecurity effectiveness.



Steps to Building a Purple Team

1. Recognize the Strengths and Weaknesses of Each Group

2. Cultivate a Continuous Improvement Attitude

3. Build a Testing Strategy for a Threat-Informed Defense

4. Establish Clear Communication Flows



Taking a Threat-Informed Approach
A threat-informed defense has three key elements:

• Cyber threat intelligence analysis: Use the MITRE ATT&CK framework to 
anticipate the adversary’s next move at each stage of an attack. They then take 
this knowledge to test their security teams to better respond to known attacks. 

• Defensive engagement: Security teams use the ATT&CK framework to look for 
signs that an attack is in progress to mitigate threats in real time and develop a 
knowledge base of past exploits that can inform response to future threats.

• Focused sharing and collaboration: Cyber defenders work in partnership to 
share threat information, test their defenses, and improve operational 
effectiveness



Adopting a Threat-Informed Purple Team
In the process of adopting a threat-informed defense strategy, blue teams should ask whether:

• They understand the most dangerous threats they face, and which are most likely to 
impact their operations. What tactics, techniques, and procedures will the adversary 
deploy? Teams can prepare for known adversary threats by using the MITRE ATT&CK 
framework.

• They understand their organizational mission, center of gravity, and critical 
vulnerabilities. What will the adversary seek to hold at risk? What are their crown jewel 
applications? How will the adversary seek to engage those assets, and what defenses 
work to protect those assets?

• They understand and trust their security controls architecture and teams. Have 
security controls been tested and validated against known threats? Is everyone working 
together?



Purple Team Workflow

Stopped attacks generate 
reports of detection and 
mitigation details back to 
the Red Team

Successful attacks generate 
reports of attack method 
and exposure details back to 
the Blue Team.

3
Red Team executes iterative 
attacks against friendly 
cyberspace, tuned to 
replicate adversary 
capabilities and prevent 
irrecoverable disruption

Red and Blue Teams jointly 
debrief all actions in 
coordination with IT Ops; 
mitigations emplaced, 
attack techniques refined, 
attack surface reduced

1 2 4

Continuous testing and 
improvement refines 
detection capabilities and 
enables ever-more difficult 
scenario execution, which 
refines detection 
capabilities…

5
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Purple Teaming in 4 Questions

Who wants to hack me?

How can I test them?

Are my controls set up to stop it?

How might they do it?



Know What’s Important and Why
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Center of Gravity ( CoG)

Critical Vulnerability (CV)

The thing, that if broken, results in you 
failing your mission.

The means by which the center of gravity 
can be broken.



Mission Analysis In A Nutshell
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Rift Research, Inc.

Public Sector Private Sector

Military Energy Consumer Industrial

Shower 
Curtains

“Plas tic” Formulae
Production Lines
Cus tomer Data
Production Figures

Center of Gravity ( CoG)  Critical Vulnerabilities (CV)



Mission Analysis In A Nutshell

Shower 
Curtains

“Plas tic” Formulae
Production Lines
Cus tomer Data
Production Figures

Center of Gravity ( CoG)  Critical Vulnerabilities (CV)

What are potential 
vulnerabilities that 
Rift Research could 

face?



Mission Analysis Template
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Threat Profiling
• This is how we make intel useful
• CoG and CV are the context for detailed analysis

• We now need to determine what reasonable means of attack exist to exploit 
our CVs and who might be interested in and capable of exploiting them.

• Threat Profiling leads to develop testable Adversary Courses of 
Action (COA)



Know What’s Important and Why

13

Critical
Vulnerability

Context 

We have one source of 
Wodgetsand depend on 
Just- In- time delivery from 
an overseas Supplier

Means of Attack

A disruption in our ability to 
order on- time and on-
target could create a bad 
situation+ =



Determining Likely Threats

Political

Military

Economic

Social

Information

Infrastructure

Physical

Time

Factors to Consider



Pulling it Together with COAs
• Courses of Action (COAs) are discrete statements of possible action 

on the part of an adversary. 
• They consist of: 

• the Who
• What
• When (time or condition) 
• Where (physical or logical) 
• How
• Why (where needed) of a specific attack scenario against your CoG via a 

CV
• COAs describe feasible and testable conditions which will guide 

planning for both Red and Blue team actions



Using COAs
• Each CV should have at least one adversary COA. 
• Most will have several.
• This means COA generation should take a while, and that’s a good 

thing

ORNERY OPOSSUM actors compromise a supply fulfillment logistics workstation via 
spearphishing and manipulate data, causing a cascading delay in Widget production  

Who What/Where (Against CV) 

How Why



Emulation Planning

ORNERY OPOSSUM actors compromise a supply fulfillment logistics workstation via 
s pe a r p h i s h i n g a nd  ma ni pu l a t e  da t a ,  c a us i ng  a  c a s c a d i n g  de l a y  i n  Wi dge t  
p r oduc t i o n   

Who What/Where (Against CV) 

How Why

Turning COAs into TTPs Aligning TTPs To 
Testable Defenses

Validating 
The Plan



Turning COAs into TTPs

Derive TTPs From

Past actor events and intelligence Associated and Relevant tools



COAs->TTPs

How Has it Been Done?

How Can It Be Done?

You Should Derive TTPs Specifically from Two Questions:



Aligning TTPs to Defenses

IDS/IPSIDS/IPS

EEMSGEnterprise Email Security 
Gateway

CASBCloud Access Security 
Broker

EDREndpoint Detection and 
Response

EUBAEnd User Behavior 
Analytics

SIEMSecurity Information and 
Event Management

T1566.001

T1021.001

T1543

T1078

T1550.001



Aligning TTPs to Defenses

Technique Implementation
Detection Logic/Rule

Derived Techniques Defensive Architecture Components



Detection Planning
Planning your detections in detail ensures you don’t make any bad 

assumptions about what happened during your test.

Emulation Defense A Defense B

I 
caught 

It!

Situation 1: Emulation 
executes on the intended 
target

Emulation Defense A Defense B
Situation 2: Emulation 
is lost in the sauce 
because nothing is tuned 
to catch it

ZZZZZ
Z

ZZZZZ
Z

Emulation Defense A Defense B

I 
caught 

It!

ZZZZZ
Z

Situation 3: Emulation 
is caught, but not by 
the defense meant to be 
tested



Purple Teaming & Automated Testing

As a red team member how can I use BAS to capture my findings?
● How can I capture findings and share them with the SOC
● How can I scale coverage of my findings

As a blue team member how do we address red team findings?
● How can we verify appropriate control coverage?
● How can I proactively engage the threat to provide further coverage?

As a purple team how we automate based on findings?
● How can establish a continuous testing process
● Can we test every time there is change that could affect our posture
● How can we automate remediation task so we can close the gap?



Exercise



APT10 aka menuPass

menuPass is a threat group that has been active since at least 2006. Individual 
members of menuPass are known to have acted in association with the Chinese 
Ministry of State Security's (MSS) Tianjin State Security Bureau and worked for 
the Huaying Haitai Science and Technology Development Company.

menuPass has targeted healthcare, defense, aerospace, finance, maritime, 
biotechnology, energy, and government sectors globally, with an emphasis on 
Japanese organizations. In 2016 and 2017, the group is known to have targeted 
managed IT service providers (MSPs), manufacturing and mining companies, and 
a university.

https://attack.mitre.org/groups/G0045/

https://attack.mitre.org/groups/G0045
https://attack.mitre.org/groups/G0045
https://attack.mitre.org/groups/G0045
https://attack.mitre.org/groups/G0045/


APT10 ATT&CK TTP’s

https://mitre-attack.github.io/attack-navigator//#layerURL=https%3A%2F%2Fattack.mitre.org%2Fgroups%2FG0045%2FG0045-enterprise-layer.json

https://mitre-attack.github.io/attack-navigator/#layerURL=https%3A%2F%2Fattack.mitre.org%2Fgroups%2FG0045%2FG0045-enterprise-layer.json


APT 411 EXECUTION PROCESS FLOW

Reconnaissance Resource 
Development

Initial Access Persistence

Stage 1 – Initial Access

Active Scanning:
Attacker conducts 
active and passive 
information gathering 
against target, 
discovering web server 
running application that 
is vulnerable to CVE-
2019-11043  

Obtain 
Capabilities:
Attacker 
weaponizes 
exploit and 
stands up covert 
infrastructure to 
launch attack 
from 

Exploit Public 
Facing Services: 
Attacker exploits public 
facing web server via 
malformed GET request 
using underflowing to 
create a remote shell

System 
Services: Native 
BASH commands 
are leveraged to 
enumerate web 
server, discovering 
misconfiguration of 
SUID binary, and 
escalation to root

External 
Remote 
Services: 
Attacker dumps 
/etc/passwd, 
cracks the pw 
hash and 
enables SSH for 
persistence

Privilege Escalation

Remote System 
Discovery: 
Attacker conducts 
extensive DMZ 
recon via a 
tunneled SOCKS4 
proxy grey space 
redirector

Stage 2 – Pivot to Internal LAN

External Remote 
Services: Using 
previously discovered 
credentials, attacker 
pivots from grey space 
redirector

Discovery

Lateral Movement

Malware: Attacker loads 
Cobalt Strike Beacon 
implant executable on IT 
SQL Server,  loaded via 
NSSM third party service 
installed tool, 

Hide 
Artifacts: 
Attacker deletes 
all files and 
artifacts from 
SQL Server 
desktop 

Obtain 
Capabilities:
Attacker 
prepares Cobalt 
Strike Beacon 
implant

Resource 
Development Persistence Privilege Escalation

System Services: 
Leverage PSExec to 
obtain a cmd shell 
with SYSTEM 
privileges, conduct 
memory dump of 
terminal server 
process

Reconnaissance

Domain Properties:
Attacker runs LDAP 
queries to the domain 
controller using the stolen 
DA credentials, searching 
for a dual homed admin 
machine

Defense Evasion

EXECUTION 
TIMELINE

Day 0 (PRE)

Day 1

Day 2

Day 3

Day 4



T1055.012 Process Injection: Process Hollowing
Adversaries may inject malicious code into suspended and hollowed processes in order to evade process-
based defenses. Process hollowing is a method of executing arbitrary code in the address space of a separate 
live process.

Process hollowing is commonly performed by creating a process in a suspended state then 
unmapping/hollowing its memory, which can then be replaced with malicious code. A victim process can be 
created with native Windows API calls such as CreateProcess, which includes a flag to suspend the processes 
primary thread. At this point the process can be unmapped using APIs calls such as ZwUnmapViewOfSection or 
NtUnmapViewOfSection before being written to, realigned to the injected code, and resumed via VirtualAllocEx, 
WriteProcessMemory, SetThreadContext, then ResumeThread respectively.

This is very similar to Thread Local Storage but creates a new process rather than targeting an existing 
process. This behavior will likely not result in elevated privileges since the injected process was spawned from 
(and thus inherits the security context) of the injecting process. However, execution via process hollowing may 
also evade detection from security products since the execution is masked under a legitimate process.

https://attack.mitre.org/techniques/T1055/012/

https://attack.mitre.org/techniques/T1055/005
https://attack.mitre.org/techniques/T1055/012/


T1055.012 Scenario Description 
Process Hollowing:

One of the techniques used to execute binaries in Windows boxes in a stealthy way is the Process Hollowing technique. This technique creates a process 
in a suspended state (the host executable), then its memory is unmapped and replaced with the content of the malicious executable (the guest executable) 
so the execution of the malicious code is masked under a legitimate process. Usually, the host executable is a common system executable that would not 
be suspicious if it appears in the process list, such as explorer.exe or svchost.exe.
This scenario runs a given Guest executable disguised as the Host executable by means of the Process Hollowing technique.

The parameters allow specifying both Guest and Host executables.

The Guest executable can either be selected from a list, or custom specified by selecting the custom option. The two executables provided are:

● Sleeping Binary (5sec): Binary that sleeps for 5 seconds and exits.
● File Creator: Binary that creates the file specified as a parameter. If this one is selected, a file will be created in the temporary directory of the 

system. Also, selecting this binary will allow the user to configure the success criteria of the scenario either by checking the process creation or the 
creation of the file.

If the Guest executable is provided by the user, it is important taking into account that if the scenario will run on a 32-bit machine the guest executable must 
also be compiled for 32-bit machines (the same applies for 64-bit machines).

The host executable can be selected from a list, or custom specified taking into account that it will always be an executable already present in the asset.

Default parameters are provided so, if no Guest executable is provided, the scenario will use a harmless executable whose only task is to sleep for 5 
seconds.



T1055.012 Current EDR Policy



T1055.012 Scenario Configuration



T1055.012 Test Results



T1055.012 Activity Details



T1055.012 Mitigation



T1055.012 IOC Details



T1055.012 IOC Details - cont.  



T1055.012 IOC Details - cont.  



T1055.012 Updated EDR Policy



T1055.012 Activity Details - Post Mitigation 



Next Steps

Next Week Next Month

Begin digesting the discrete 
mission requirements of 
your organization and its 
subdivisions in terms of how 
each supports the whole 
org’s success

Gather information on your 
organizations mission

Begin to identify CoGs

Begin to identify CVs



Next Steps

In 3 Months In 6 Months In 1 Year

Have a defined and evolving 
threat profile for your org, 
complete with relevant 
adversary tool and 
technique lists

Know your org’s centers of 
gravity and critical 
vulnerabilities

Have an emulation plan for 
each relevant threat against 
your organization in place 
and running on a defined 
schedule

Have emulation plans that 
have been updated and 
modified based on the 
results of purple teaming 
exercises and iterations.



Thanks!
Any questions?
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