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Josh has more than 20 years in IT experience and has
architected identity and privilege access management
solutions for over 3 million user accounts.

He joined BeyondTrust in 2018 as a Senior Solutions
Engineer and was quickly selected to lead the team. Prior
to BeyondTrust, he was a senior Solutions architectfor
Quest Software.

He began his career by founding a managed service
provider (MSP) at 12. He held multiple industry
certifications by 14, making him the youngest in the
nation to do so. That MSP went on to become successful,
and ultimately his launching point into Public Sector
architecture and support.
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Zero Trust Guidance

* National Security Memorandum (NSM-8)
- DoD agencies must develop a plan to implement Zero Trust Architecture,
which shall incorporate, as appropriate: NIST Special Publication 800-207
Guidance (Zero Trust Architecture

* NIST 800-207/NIST Zero Trust Planning Guide for Federal Administrators

» Zero trust could be summarized as a set of principles used to plan and
implement an IT architecture. NIST recommends agencies focus their ZT
strategy on 3 areas: network identity, endpoint health, and data flows.
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Presenter Notes
Presentation Notes
The Executive Order recommends using NIST-800-207 as a guide for planning a ZTA. NIST also released new ZTA guidance for Federal Admins on May 6.


Traditional Security vs. Zero Trust Security

Perimeter Based Security Identity Defined Security

Physical and Digital Barriers Continuous Verification
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Why Zero Trust, Why Now?

The Shift to Zero Trust

TRADITIONAL

“Moat & Castle”

ZERO TRUST
“Perimeter-less”

* Attackers only had to find a way inside the network
(stealing user credentials, unprotected remote
access, or certificate/key compromise, etc.)

* Once inside - largely free to roam networks and
compromise more assets

« Attackers could persist undetected for years,
while siphoning IP, valuable
data, and compromising critical assets

» Assume breach

* Always verify, never trust

* Attackers have a much harder time establishing
a foothold in the IT environment; also protects
against lateral movement & privilege escalation

» Concepts such as least privilege, continuous
authentication, and micro-segmentation reflect
the new realities of an evolving IT environment.



Presenter Notes
Presentation Notes
Assets, users, and devices are no longer confined in a physical structure behind a secured perimeter, but instead scattered in a new cloud-based universe. You can no longer rely on typical network controls for your security. Digital transformation – including cloud and workforce mobility - has vastly expanded the attack surface.

The Zero Trust model brings a lot of focus to the potential that something, or someone within the network perimeter has been compromised.
Under the assumption that every user, request, and server is untrusted until proven otherwise, a zero trust solution dynamically and continually assesses trust every time a user or device requests access to a resource.
This approach prevents attackers from exploiting weaknesses in the perimeter to gain entry, and, once inside, move laterally to access confidential applications and data.

Should we talk about JIT PAM and how it relates to Zero Trust?
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The Role of PAM

Applying the granularity of Privileged Access Management

(PAM) to achieve Zero Trust objectives ensures all access

IS appropriate, managed, and documented, regardless of
how the perimeter has been redefined
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8 Ways PAM Enables Zero Trust

1.

Discovers, inventories, and smartly groups all privileged assets to eliminate blind spots,
illuminate shadow IT, and control access points

Continuously enforces adaptive and just-in-time access controls based on context

Manages and enforces credential security best practices for all privileged passwords, secrets,
and keys for accounts

Applies least privilege controls for every identity and account - human, application, machine,
employee, vendor, etc.

Implements segmentation and microsegmentation to isolate various assets, resources, and
users to restrict lateral movement

Secures remote access with granular least privilege and adaptive capabilities well beyond that
of VPNs, RDP, and other common remote access technologies

Secures access to control planes (cloud, virtual, DevOps) and sensitive applications

Continuously monitors, manages, & audits every privileged session that touches the
enterprise



The Universe of Identity Governance

Identity Access Management (IAM)

Business
Requirement Enhanced Security Improved Operational Efficiency Better User Experience

Governance, Regulation, Oversightand Management

Business

Stakeholders CIO, CISO, IT Security, IT Operations, Risk Office, Compliance Officer, Application Owners, Automation Teams, Infrastructure,
Workplace Solutions

Technology

Partnerships SEIM & Log 2EIE DBEOIE & Application SEERNEERS Infrastructure Mobile Device

Data Loss
Prevention

IAM Disciplines Identity Management Credential Management Access Management Risk Based Authentication
Access Certification and Dat d Platf C ¢ Role Management and Data Privileged Access
Compliance atd G iatiofii SONRECIONn Mining Management

Monitoring Enablement laaS & Cloud Security Security




Defining Privilege Access Management

Privileged Access
Management
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PAM Components
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Complete Identity Governance Model

Identity Access Management (IAM)

Business

: Enhanced Security Improved Operational Efficiency Better User Experience
Requirement

Governance, Regulation, Oversightand Management

Business
Stakehold CIO, CISO, IT Security, IT Operations, Risk Office, Compliance Officer, Application Owners, Automation Teams,
axenoldaers Infrastructure, Workplace Solutions

Technolo -
gy SEIM & Log Datg EzlsEovery & Application SaaS, PaaS, Infrastructure Mobile Device
Partnerships Monitoring Al B0SS Enablement laaS & Cloud Security Security
Prevention
|IAM Identity Management Credential Management Access Management i B_ase_d
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Compliance Connectors Data Mining
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NIST SP 800-207 ZTA diagram, overlayed with
BeyondTrust solutions
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SECURE ENDPOINT
REMOTE PRIVILEGE
ACCESS MANAGEMENT

Secure, manage, and audit Remove excessive end
remote privileged access user privileges on
sessions for vendors, admins Windows, Mac, Unix,
and the service desk Linux and network devices
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Thank You & Next Steps

Stop by BeyondTrust booth #414 to understand how PAM will improve your cyber
defenses.

Related Content:

« Mapping BeyondTrust Capabilities to NIST Zero Trust (SP 800-207)

 Privileged Access Management is Essential to Zero Trust: A Candid Discussion with
Government Cybersecurity Experts

« Zero Trust Identity Security for Public Sector Agencies

EI BeyondTrust


https://assets.beyondtrust.com/assets/documents/Mapping-NIST-Zero-Trust-SP800-207-to-BeyondTrust_WhitePaper.pdf
https://www.beyondtrust.com/resources/whitepapers/privileged-access-management-is-essential-to-zero-trust
https://www.beyondtrust.com/resources/datasheets/zero-trust-identity-security
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