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What is the greatest cybersecurity concern for your peers?
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Climate Today




Cybersecurity Today: Current State of Affairs

The impact of our current geopolitical climate
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Methodology

SolarWinds contracted Market Connections
to design and conduct an online survey
among 200 federal, 100 state and local, and
100 education decision-makers and
influencers in October 2021. SolarWinds was
not revealed as the survey sponsor.
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" Market Connections
" The Federal Market Experts

Your market experts.

© 2021 Market Connections, Inc. © 2022 SolarWinds Worldwide, LLC. All rights reserved.

o °°2e Market Connectionse

e00
®  Research you can act on.

PRIMARY OBJECTIVES:

Determine challenges faced by public sector IT professionals and

sources of IT security threats

Evaluate the importance of IT security products, solutions, and
services and rate investment priorities

Determine familiarity with the White House Cyber Security
Executive Order and the perceived impact of its objectives
Identify if organizations use a zero-trust approach to IT, their
motivations and deterrents, and evaluate the Principle of Least
Privilege (PoLP)

Measure the use of teleworking before COVID-19, currently, and

in future



Key Findings

The general hacking
community is the largest
source of security threats at
public sector organizations,

followed closely by
insiders
and foreign governments

© 2022 SolarWinds Worldwide, LLC. All rights reserved.

Cybersecurity threats from foreign governments
are responsible for the greatest increase in
concern among public sector respondents

Lack of training, low budgets and resources, and
the expanded perimeter as a result of increased
remote work continue to plague public sector
security pros

More than 75% of public sector respondents note
their organizations rely on a formal or informal
zero-trust approach

Most public sector respondents realize the
importance of IT security solutions and prioritize
their investments highly in the next 12 months, with
network security software being the top priority



Organizations Represented e °°%e Market Connections®

e  Researchyou can act on.

RESPONDENT CLASSIFICATIONS

Organization Type
29%

Federal civilian or independent government agency
Department of Defense or military service

Education: K-12

Education: Higher education (Hi-Ed) Federal 200
government
State government State and
County government local 100
government
City/Municipal government
Intelligence agency 2% Sedesler 100
Federal judicial branch § 1%
Federal legislature | 1%
0% 10% 20% 30% 40% 50%

Which of the following best describes your current employer?

50%

25%

25%



Decision-Making Involvement o °°%« Market Connections

e  Researchyou can act on.

. All respondents are knowledgeable or involved in decisions and recommendations regarding IT operations and
management and IT security solutions and services.

RESPONDENT CLASSIFICATIONS

Evaluate or recommend firms 52%

On a team that makes decisions 46%

Manage or implement security/IT operations 35%

Make the final decision - technical aspects 21%

Make the final decision - financial aspects 15%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Note: Multiple responses allowed

How are you involved in your organization’s decisions or recommendations regarding IT operations and management and IT security solutions and services? (select all that apply)
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Job Function and Tenure e °°%e Market Connections®

e00
e  Researchyou can act on.

. A variety of job functions and tenures are represented in the sample, with most respondents being IT staff who
have worked at their current organization for three to four years; approximately half have a tenure of three to 14
years.

RESPONDENT CLASSIFICATIONS

Job Function ~ Tenure
1S staff | % 2ov Years 12%
IT director/manager |G 26% 15-19 Years | %
security/IA staff [ 12% 10-14 Years | 13%
Security/IA director or . 5, 5-9 Years 16% 49%
manager P i
cio/cTo | 5% |n$::::;ng 3-4 Years | 20%
cso/CISO | 1% g 1-2 Years 18%
Other . 5¢ <1 Year 12%

I I I I 1
I I I I 1
0% 10% 20% 30% 40% 50% 0% 10% 20% 30% 40% S50%
Which of the following best describes your current job title/function? How long have you been working at your current organization?
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IT Security ObStaCIeS ® .... Market Connectlons®

e00
e  Researchyou can act on.

Budget constraints top the list of significant obstacles to maintaining or improving organizations’ IT security.

Competing priorities and a complex internal environment also impact IT security improvement.

Budget constraints | 30%
Competing priorities and other initiatives _ 15%
Complexity of internal environment _ 15%

Lack of top-level direction and leadership _ 12%

Lack of manpower [ 9%

Inadequate internal collaboration with other teams - 8%
Lack of technical solutions available at my organization - 5%

Lack of training for personnel - 5%

Lack of clear standards . 2%

0% 10% 20% 30% 40% 50%

What is the most significant high-level obstacle to maintaining or improving IT security at your organization?



Sou rces Of Secu rity Th reats ® '... Market Connectlons®

e00
e  Researchyou can act on.

The general hacking community is the largest source of security threats at public sector organizations, followed

closely by careless/untrained insiders.

Careless/untrained insiders _ 52%
Malicious insiders _ 32%
For-profit crime _ 27%
Industrial spies _ 20%
Terrorists _ 19%

0% 10% 20% 30% 40% 50% 60%

Note: Multiple responses allowed
What are the greatest sources of IT security threats to your organization? (select all that apply)
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Sou rces Of Secu rity Th reats_FederaI ® :::. Market Connectlons®
Tre N d e Researchyou can act on.

The top three sources of security threats have remained the same for the federal audience since 2014. There are
significant increases from 2019 to 2021 for threats from foreign governments, the general hacking community, and

hacktivists.

Federal 2014 2015 2016 2017 2018 2019 2021

Foreign governments 34% 38% 48% 48% 52% 48% 59%

General hacking community 47% 46% 46% 38% 48% 40% 56%

Careless/untrained insiders 42% 53% 48% 54% 56% 52% 52%

Hacktivists 26% 30% 38% 34% 31% 26% 42%
Malicious insiders 17% 23% 22% 29% 36% 29% 30%
For-profit crime 11% 14% 18% 17% 15% 20% 27%
Terrorists 21% 18% 24% 20% 25% 22% 23%
Industrial spies 6% 10% 16% 12% 19% 16% 23%

Note: Multiple responses allowed = statistically significant difference 2019-2020 . = top three sources

What are the greatest sources of IT security threats to your organization? (select all that apply)
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Impedim.ents to DeteCtion/Remediation ® :E:. Market Connectlons®
Of Secu rlty Issues e  Research you can act on.

The top impediments to detection/remediation are insufficient training of IT staff and shortage of funding and resources.

Lack of visibility into network traffic/logs or lack of central reporting and remediation are less of an issue.

Insufficient training of IT staff to detect, respond, and remediate.
Shortage of funding and resources
Expanded security perimeter due to volume of workers now. | IIIENEIENEGgGGEEGEGEGEGEGEGENEE 32%
Insufficient collection/monitoring of data to correlate events/detect. | EINNNINININININININGE I 31%
Insufficient user awareness training |GGG 30%
Internal processes and policies make it difficult to accomplish tasks |GG 28%
Changes in organization and IT priority due to COVID-19 NG 26%
Difficulty seeing into cloud-based applications and processes |IIIINININININNININIGEGEEE 25%

Inability to link response systems to root out the cause [|IIINIGINININEEEEEEEEEEEEEEEEEE 25% LizLetllig o (s L] plelif
. . systems to root out the cause
Complexity of tools or solutions | I 24%
Federal SO Education
Difficulty gaining transparent insight into permissions |ININRNINI''''"'"'""}WEBE 24% Local

Lack of visibility into the network traffic and logs IIINNINEIGEEEEEEEEEEEEE 20% 20% 29% 31%
Lack of central reporting and remediation controls |G 18%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Note: Multiple responses allowed = statistically significant difference

40%
37%

Which of the following are the greatest impediments to detection and remediation of security issues at your organization?
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Concern About Security Breaches e °*% Market Connections:

S i nce 2020 ®  Research you can act on.

Increasing concerns about security breaches, with ransomware, malware, and phishing at the top of the list for the public

sector.
m Decreased ® Remained the same ® [ncreased
Ransomware BEA 24% 66%
Malware [/ 30% 65%
L Stat
| 27% 63% | ecreasea | Federal | S2° % | Eaucation |
Human error ENEA 41% 49%, Phishing 6% 20% 10%
DeemiEl @ 12% 22% 15%
User permission/credential abuse [ V:L/A 51% 35% SEIEE
o Theft of t 25% 24% 15%
SQL injection WPV 55% 31% equipmen
Denial of service Ik LH/A 55% 29%
Theft of equipment 23% 51% 26%
0% 20% 40% 60% 80% 100%

= statistically significant difference

Note: Multiple responses allowed

E Compared to 2020, has your level of concern changed regarding the following types of security breaches in 2021?

© 2021 Market Connections, Inc. © 2022 SolarWinds Worldwide, LLC. All rights reserved. 16



Importance of IT Solutions—Top 10 . **%¢ Market Connections®

e00
e  Researchyou can act on.

When rating the importance of IT security products, solutions, and services in mitigating risk to the organization,

network security software rates highest. Of note, all protocols garnered high importance ratings of 50% and up.

m Not at all/not very imporant ~ m Neither important nor not important  ®Very/somewhat important

Network security software 17% 77%

Policy and compliance 18% 76%
vPN B TIA 76% A greater proportion of
Firewal/UTM |EXCMFTIA 76% federal respondents

note 19 of the 30
solutions on the survey

Access and information protection 19% 76%
Authentication 18% 75%

as important relative to

Privileged access 17% 75% s’:jate Ef[_nd local or
education
H 1 (1) V) o
Endpoint security software 21% 74% respondents.
Server security 20% 73%
IT education and training 22% 73%

0% 20% 40% 60% 80% 100%

How important are the following IT security products, solutions, and services in mitigating risk at your organization?
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Investment Priorities: Infrastructure e °%. Market Connections:

e00
e  Researchyou can act on.

For infrastructure investment, public service organizations place remote access capabilities and collaboration tools as
highest priority. All infrastructure investment options hold high priority in general.

m Low priority (1+2) m Neutral (3) m High priority (4+5)

Remote access capabilities 11% 27% 62%
Collaboration tools 11% 29% 61%
Improve troubleshooting 11% 30% 59% High Priority State &
4+5 Federal Local
Remote support tools N 32% 59%
Net ) T T 7 Network Edge 58% 48% 66%
etwork core o o o
_ _ R L 59% 51% 69%
Capacity planning & optimization kFA 31% 58% rounieshooing
Network edge A 33% 58%
Disaster preparedness 12% 31% 57%
0% 20% 40% 60% 80% 100%

= statistically significant difference

E What are your organization’s main investment priorities for the next 12 months (either budget and/or personnel resources)?

© 2021 Market Connections, Inc. © 2022 SolarWinds Worldwide, LLC. All rights reserved.
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InveStment Priorities: ® .. Market Connectlons®

IT MOdern ization ®  Research you can act on.

Like other investment priorities, IT modernization categories rate as high-priority. Replacing legacy applications and
migrating systems to the cloud hold highest importance.

m L ow priority (1+2) m Neutral (3) m High priority (4+5)

Replace legacy applications 9% 31%

Virtualize and consolidate data
center—High Priority 4+5

H o
Migrate systems to the cloud 9% Statceaf‘

54% 66% 63%

Virtualize and consolidate datacenter

Utilize digital services 11%

0% 20% 40% 60% 80% 100%

= statistically significant difference

E What are your organization’s main investment priorities for the next 12 months (either budget and/or personnel resources)?

© 2021 Market Connections, Inc. © 2022 SolarWinds Worldwide, LLC. All rights reserved. 19



The U.S. Government’s Response

Federal Government mandates, executive actions, breach naotifications, public-private partnerships, and more

FACT SHEET: Act Now to Protect Executive Order on Improving

THE WHITE HOUSE _ :
Against Potential Cyberattacks the Nation’s Cybersecurity

Expansive Federal Breach

with Cyber Activity Used by Indicted Reporting Requirement
Russian State-Sponsored Actors Becomes Law

& INFRASTRUCTURE
SECURITY AGENCY 1[

CYBERSECURITY % CISA, FBI and DOE Publish Advisory

Home]_a_nd Statement from Secretary Mayorkas Spending bill includes large funding
- on Cybersecurity Preparedness i '
Secur]_ty y 1P increase to boost cybersecurity

© 2022 SolarWinds Worldwide, LLC. All rights reserved.
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InveSt.ment Priorit.ie.s: CUStomer . ® :::. Market Connectlons®
Experience and Digital Transformation e Researchyou can act on.

The objectives of the Executive Order ranked as most impactful to improving organizations’ cybersecurity and network protection
are improving investigative and remediation capabilities and improving barriers to sharing threat information.

Average rank

1 is most
1st m2nd =3rd ~4th m5th m6th m7th impactful)
Improve investigative and remediation capabilities 19% 12% 10% 14% 3.89
Improve barriers to sharing threat information between
government and the private sector 9% LW 23% 12% 3.91
Create a standard playbook for responding to cyber incidents 13% 14% 15% 10% 17% 3.95
Improve detection of cybersecurity incidents on networks 19% 17% 8% 16% 4.01
Improve software supply chain security 13% 16% 16% 13% 4.03
Establish a cybersecurity safety review board 14% 15% 14% 15% 4.04
Modernize and implement stronger cybersecurity standards 12% 16% 20% 13% 4.18

0% 20% 40% 60% 80% 100%

The White House’s Cyber Security Executive Order includes multiple objectives. Regardless of your familiarity with the Executive Order, please rank the perceived impact of each objective as it pertains to improving
your organization’s cybersecurity and network protection. (Rank 1 as the most impactful, 2 is the second most impactful, and so forth.)

21
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What to Expect:
Looking Ahead
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What to Expect in the Future

© 2022 SolarWinds Worldwide, LLC. All rights reserved.

Cybersecurity threats from foreign governments are
responsible for the greatest increase in concern
among public sector respondents.

Lack of training, low budgets and resources, and
the expanded perimeter as a result of increased
remote work continue to plague public sector
security pros.

The COVID-19 pandemic drastically changed the
work environment for many public sector
employees. Though some employees returned to
the physical office, large numbers teleworking in
the future are expected.

Most public sector organizations realize the
importance of IT security solutions and prioritize
their investments highly in the next 12 months, with
network security software being the top priority.

23



Best Practices for Combating Insider Threats

 Know and protect your critical assets
* Develop a formalized insider-threat program

* Deploy solutions for monitoring employee actions and correlating

information from multiple data sources
» Clearly document and consistently enforce policies and controls

 [ncorporate malicious and unintentional insider-threat awareness into

periodic security training for all employees

© 2022 SolarWinds Worldwide, LLC. All rights reserved.
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Build Security into Your Community

* Implement an approach styled after a Secure Development
Lifecycle (SDL)

« SDLs consist of the security processes and activities performed for every
software release

« Although conceived for development, their principles can be applied

across your agency

« For example, by agreeing upon standard security practices for processes
that involve sensitive data, you can help instill Information Security

(InfoSec) into your agency

© 2022 SolarWinds Worldwide, LLC. All rights reserved.
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<
Implement Strong IT Controls :

«  According to respondents in our Federal Cybersecurity Survey’, agencies with evidence of strong IT controls

are more likely to possess the hallmarks of strong InfoSec environments

« IT controls consist of procedures or policies that help ensure technologies are being used for their intended

purposes in a reasonable manner

* General controls are used for essential IT processes, such as risk management, change management,

security, and disaster recovery

* Application controls are automatic actions the software takes to help ensure applications are used with

authorization, and are properly maintained, monitored, and audited
*  Monitoring and management tools can help configure security controls and help ensure effectiveness

«  Building strong IT controls requires visibility into your agency’s IT infrastructure

© 2022 SolarWinds Worldwide, LLC. Al rights reserved. @solarwinds 26


https://www.solarwinds.com/resources/survey/solarwinds-federal-cybersecurity-survey-summary-report-2017

«

Deep Visibility into Agency IT Infrastructure

*  Network, application, and system monitoring and management tools provide needed visibility

 These tools are designed to continuously collect data on IT operations and alert on

anomalies

« Performance baselines can help identify threats and provide constant and valuable insight into network

activities

For example, you can identify irregular bandwidth usage, firewalls with high multicasts or discards, or servers

with significant failed login attempts

» Device tracking provides forensic data that can help locate, identify, and isolate threat sources, or
enforce your BYOD/mobility policies

* Infrastructure performance monitoring metrics can complement your other security tools to help detect

and mitigate issues

© 2022 SolarWinds Worldwide, LLC. All rights reserved. @solarwinds 27



«

Configuration Management and Auditing Support

« Configuration management tools can help inventory network device configurations,
assess them for compliance, and automate change and configuration management

« Configuration management tools can help implement configuration of security
controls and help ensure effectiveness

« Many infrastructure monitoring and management tools also produce audit
documentation and reports

« Compliance reporting documents progress and highlights areas that require
corrective action

larwinds
© 2022 SolarWinds Worldwide, LLC. Al rights reserved. @sola 28
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«

Additional Steps to Help Improve Your Security Posture

* Regularly update your infrastructure inventory
 ldentify and protect critical assets

* Plan for and document process changes

* Leverage automated responses when appropriate

« Enforce policies and controls

@solarwinds 29
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Secure by Design:
SolarWinds Product Mix
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Security Features

Log & Event Manager
IP Address Manager

A SIEM designed to make it easy to use logs for security,

compliance, and troubleshooting e : . .
Eliminate IP conflicts and save time managing

DHCP, DNS, and IP addresses
Patch Manager

Automated patching of Microsoft® servers and third-
party apps Access Rights Manager

Manage and audit user access rights across your IT
User Device Tracker infrastructure

Automated device detection, tracking, and

switch port management : : :
Server Configuration Monitor

Track system and application changes in your

Network Configuration Manager :
systems environment

Automated network configuration and change
management software

@solarwinds 31
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Full Report

Get the full report here:

SolarWinds Public Sector
Cybersecurity Survey Report

November 2021

L ]
[ 1] ] . %
+oo® Market Connections®
e  Research you can act on.

solarwinds * °

© 2022 SolarWinds Worldwide, LLC. All rights reserved.


https://www.solarwinds.com/resources/survey/solarwinds-public-sector-cybersecurity-survey-report-2021/delivery

Contact Information

Laurie Morrow

eoe . VP, Research Strategy, Market Connections
o e Market Connections® . o
ooo LaurieM@marketconnectionsinc.com

e  Researchyou can act on.
571.257.3845

Lisa M. Sherwin Wulf
Vice President of Americas Marketing, SolarWinds
Lisa.SherwinWulf@solarwinds.com

703.386.2628
solarwinds

Jessica Primanzon
Director Public Sector Marketing, SolarWinds

jessica.primanzon@solarwinds.com

301.672.5351
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