INFOXIMATION WA=FAR= AND
INT=GAT=D D=T=x=NC=

A 16TH AIR FORCE PERSPECTIVE
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INNFOOPRNMATICON

Ever-present in competition

The dominant activity in crisis

An essential enabler in conflict |

~ 4 y S ~
BN ) RN Y
Y, 3
. /i
L % > -~ ¢ \ =77\
¢ YRy Neni
& 7~ - -
S |
- D Rl 4
iy O W22 TR
- ~ gt Y
\ &
-~

VWAKRKITARL




US ELECTION

y L
# MALIGN |
INFLUENGE ARCTICIACTIVITIES I ACTIVITIES

S 46 |ﬁAT9—

¥ LIONG

w L RANGE
BOMBER

PMCJACTIVITIES

.

BOLSTERING INTEL NETWURK\
ARCTICIACTIVITIES] & AUTHORITARIAN REGIMES
BELT & ROAD / ASIAN \

INFRASTRUCTURE

ACTlVlTlES

INTELEECTUAL INVESTMENT BANK
PROPERTY, THEFT
FROMIMICITARY-GICIVILIANS (/

{4
I]JIBUUTI BASE TG /






RESILIENCE

 PARTNERSHIPS

CAPABILITIES







EMPOWERED AIRMEN ® DELIVERING OUTCOMES ® FOR THE NATION






DAFITC
.. 2022

A Resilient Digital

Air and Space Force:
Enabling Deterrence Through Cyber



Wendi Whitmore

Senior VP
Palo Alto Networks

‘DAFITC
2022



Evolving Cyber Threat

Landscape
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A Younger Me
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" YOU ARE [EAVING
THE AMERICAN SECTOR
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Why is there no “Cyber Translate” ?

Detect Language Expert Beginner Expert Beginner

100GB of very sensitive Print out the data on 8x11
data sheets of paper, front and

back into 7 miles tall
stacks. There would be
about 4,700 stacks total.
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Lesson 1

We have rules, they don't THE

UNFAIR
ADVANTAGE

Attackers are playing a game
that we are not allowed to play.

[

Tales from the Trenches
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Lesson 2

It's always about money

Tales from the Trenches
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Lesson 3

The competition is Organized
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Tales from the Trenches
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Collaboration
to take out a Threat Actor




Opening Negotiation

Hello and welcome to Hive. How may | help you?

Hello our files are encrypted please help. ﬂ

What is the cost for the decryption software? ;/
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Experiencing “Technical” Issues

Do you need a detailed decryptor along with the exfiltrated
files erasure?

How long will it take to establish access to the servers? ﬂ

What do you mean? Does that mean you never had them ﬂ
or you have given them to someone else?

What is the discount? ﬂ
| see. Please let us know when you restore access and ﬂ
are able to provide a file listing. Thank you for your help.

%s paloalto’ | 7 UNIT 42

NETWORKS BY PALO ALTO NETWORKS



EXcuses, excuses...

Are you able to provide any files to make it clear that you
have our data?
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Final Offer!

Thank you for responding. Please, we need an amount ﬂ
under $100,000.

As we mentioned, the amount needs to be under $100,000.

The reason is the board will have to approve any payment /
and we cannot go to them with any proposal that is higher. r
Please strongly consider this lower amount. Thank you.
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Outcomes that Change the Game

Prevented Financial

Loss
Prevented Sensitive Data
Leakage 1 2 M
Denied Threat Actor Ransom [ )
Funds

I

Damaged Threat Actor’s
Reputation

Provided valuable info to Law
Enforcement
|
| |
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Connect with me

linkedin.com/in/wendiwhitmore

@wendiwhitmor
e
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