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Maintain Velocity

How do agile processes maintain velocity through
operations?
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Increasing confidence in build’s production readiness

Environments become more production like
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DevSecOps Maturity in context

< Developer Focus

Continuous integration

Agile

An incremental
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Continuous ATO
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Software changes
continuously deployed
with ATO into
production.
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Modeled Reference Design
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”he problem is... building and releasing software
is complicated.
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Operations teams define

templates for going to operations

Create Release from Template

Distributed development teams
can build confidently knowing
integration is assured
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Ongoing Visibility

¥ CloudBees Compliance

C Compliance Health # Ineffective Controls Technical Risk Position Priority Open Risks Risks Accepteu

Confidentiality (23)

, 39% \ B integrity (10)

Availability (9)

Control Effectiveness Important Mission Services at Risk
Control Name Effectiveness Rating Service Name Overall Risk  Confident... Integrity Availablity
\
Avoid use of the 'root' account 20% ISR Very High Very High
Tanker Refueling Very High  Very High
Ensure no root account access key exists 21%
Standards Conformity Critical Business Applications at Risk
]
Standard Name Percentage of Controls Passed Application Name Overall Risk  Confident... Integrity Availablity
FMV Exploitation Very High  Very High L
FedRAMP 48% P i .
Co Pilot Availablity Very High  Very High

CNSSI 31%



Compensating Controls - Automated Mitigation

Mean Time to Mitigate

T ©

Feature flag as kill switch Automated roll back
« Everyone has to follow the same to known good state

build method « Rehearsed and integral to the system
« Kill features, not the experience . When a bigger hammer is required

©2023 CloudBees, Inc. All Rights Reserved 12
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S. 917

[Report No. 118-32]

Mr. Peters (for himself and Mr. Hawley) introduced the following bill; which was read twice and referred to the

Open Source Software Act




Enterprise Compliance Challenge

PLAN CODE BUILD TEST RELEASE DEPLOY OPERATE MONITOR
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CloudBees.

CIS for AWS, GCP & Azure
CSACCM NISTCSF
PCIDSS GDPR

B =

OPERATE MONITOR
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Keys to a Secure Software Supply Chain

A

o Security defines standards o Low/No Code approach o Continuously assess o Enterprise view
« Improve developer experience for security « Evidence as a service « Project view
« Increase velocity « Consumable by different « Control gates prevent « Persona-specific dashboards
« Improve risk posture personas non-compliant deployment « Centralized authoritative
o Enable rapid response and security/compliance/defect
RT/NRT feedback tracking to reduce noise

Cb CloudBees.



Thanks!

Tyler Johnson - Federal CTO
tiohnson@cloudbees.com

(703)980-2777
https://www.linkedin.com/in/tyler-johnson-rva/
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