
38th Engineering Squadron

Plan, engineer, implement, assess, and restore 

AF cyber capabilities throughout the cyberspace domain

Cyber Readiness Assessment Team

38 ES / ENCS



Overview

• Services
• Assessment
• CCRI Areas
• Report and Remediation

• Request for assistance
• Contact
• Deliverable Samples
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Assessment

• In-house developed automated tools
• Command Cyber Readiness Inspection (CCRI) areas

• Internal network (switch, router and other infrastructure 
devices)

• ACAS, ESS, DNS (not managed by 561/83/26 NOS)
• Review applicable STIGs, TASKORD, and/or 

OPORD with local Subject Matter Experts
• NIPR assessment (remotely)
• SIPR or other network assessment (on site customer 

funded)
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CCRI Areas

• Internal Network
• Layer 2/Layer 3 Switches/Routers

• Vulnerability Scan
• Assured Compliance Assessment Solution (ACAS) 

• Endpoint Security
• HBSS (Host-Based Security System)/ Endpoint Security Solutions (ESS)
• Microsoft Defender for Endpoint (MDE)

• Domain Name System (DNS) 
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Report and Remediation

• Course of Action/Mitigation Plan
• Remediation assistance upon request (on site 

customer funded)
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Request for Assistance

• Request 38 ES support through Air Force Information 
Network (AFIN) Mission Assurance Center (AMAC)
• Service Request Management (SRM)

• https://eitsm2.us.af.mil/
• Infrastructure:  Enterprise Network Assistance

• Workload prioritized by AMAC
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Contact

• 38 ES POCs
• Courtesy POCs listed below on request submitted to AMAC

• Phu Tran (Section Chief)
• Email: phu.tran.1@us.af.mil
• Phone: 405-734-8533

• Will McDonald (Tech Lead)
• Email: will.mcdonald@us.af.mil
• Phone: 405-734-8653

• 38 C2 Cell (Assist RFS Process)
• Email: 38es.ewoc.engineeringworkload@us.af.mil
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ACAS - Results
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ESS - Results
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DNS - Results
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Internal Network - Results
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Sample Findings Report
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Sample Findings Report
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38 ES Honey Badgers

Questions?
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