Context-Aware
Security
Pipelines



If you want something new, you have to stop
doing something old

How decisions are made in the CVSS landscape

Known Exploited Vulnerabilities (KEV) and Exploit
Prediction Scoring System (EPSS)

What do we do with these new frameworks and what
problem do they solve?

How security pipelines work and how applications are
scanned for vulnerabilities
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Pipeline without Context
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Exploitability

O Attack Vector

O Complexity

O Privileges

O User Interaction
Scope

O Propagation
Impact

O Confidentiality, Integrity, Availability
Exploit/Code Maturity*
Remediation*

O lIs there a patch?

Confidence

CVSS
at

a
Glance







Known Exploited Vulnerabilities
(KEV)

@® Catalog Selection Criterion

O #1 Assigned CVE ID

O #2 Active Exploitation

O #3 Clear Remediation Guidance
@® Data Source and Publish Frequency

O JSON, CSV, Bulletin

O CISA Website

® Cross Referencing

O Syft SBOM -> Grype -> Gatecheck



CISA Recommendation

“CISA strongly recommends all stakeholders include a requirement to immediately
address KEV catalog vulnerabilities as part of their vulnerability management plan.

Doing so will build collective resilience across the cybersecurity community.”



Exploit Prediction Scoring System (EPSS)

® Data Sources

O MITRE’s Published CVEs

O CVSS v3 vectors in the base score National
Vulnerability Database (NVD)

® Scoring Methodology

O probability score between 0 and 1 (0% and 100%)

® Efficiency & Coverage

O [True/False] [Negative/Positive]

® Cross Referencing

O Syft SBOM -> Grype -> Gatecheck
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Real World Examples

CVE-2023

-3968

The WP Remote Users Sync plugin for
WordPress is vulnerable to Server Side Request
Forgery via the 'notify_ping_remote' AJAX
function.

CVSS - 8.5 (High), EPSS 0.1%, KEV: Not
Listed

CVE-2023

-35078

Ivanti Endpoint Manager Mobile (EPMM), formerly
Mobilelron Core, through 11.10 allows remote attackers to
obtain PIl, add an administrative account, and change the
configuration because of an authentication bypass, as
exploited in the wild in July 2023.

CVSS - 10.0 (Critical), EPSS (96.5%), KEV:
Listed







@ Developer and App Sec
Fatigue

Trudging through a mountain of security
vulnerabilities and tracing through false positives
and low-probability exploits reduces delivery

and makes the problem feel intractable.
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:=] Quantitative Tunnel Vision

Without the ability to contextually prioritize, all risk is
created equal. You may inadvertently be running out
the clock to reduce your overall risk and ignoring

riskier items. ~15% of KEVs are Mediums.

* Humans as the Loop

The inability to sort and contextualize the large
buckets of information outside CVSS means you are
limited by the manual intervention of humans and

their domain knowledge of the applied problem.

@ Expensive Confidence

All activities that don’t provide true security outcomes
have an impact to cost, schedule, and performance.
Similarly they provide a false sense of completion

based security and not real-time temporal risk.



But
There's
More.

Context
Is
Temporal.

CVEs with shifting EPSS scores

EPSS scores can shift around because of new information (e.g CPE data is available now, an exploit is publlshed efc)

039 mE-zolsoaAa "%E%zoomooz ol

8-5999 L
s

VE-2020-1252
B2 g

[ | VE-2020-16881
I 5% : Eo.o% +615%

The automation and inclusion of these frameworks is made infinitely

more valuable through strong asset cataloging (what'’s critical),
software bill of materials (what's in the environment), continuous
scanning (how long ago), and runtime verification (what | built is

what is running).



Putting it All
Together

We know that we want the intersection of CVSS+EPSS+KEV as well as the ability to apply that context to the

whole lifecycle, Development to Operations. How are other organizations accomplishing this?



Context Aware Pipeline
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K3
X3
< w0

ulnerability Scan
ecrets detection

0w um

tatic Code Analysis

Gatecheck Bundle

4 Security artifacts
bundle

+ Bundle Signature

2 EPSS

@--0-¢
—emem@-Q 0-@-0-@-0 0-0-0-0—: 0-@—-—0
Exploit Prediction Scoring System

EMENO)

Gatecheck Export

«» S3 Security Data
Lake

+ Defect Dojo

+ Summary Output

Gatecheck Validate Deploy

#¢ KEV Catalog Deny % Attestation
Rule Verification

«¢ EPSS Allow & Deny
Rules

% GitOps Deployment

# Threshold Rules



Questions?



