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Clarity’s Competencies

● Full stack digital services
● Application development
● DevSecOps engineering
● Human Centered Design
● Design Thinking
● Agile thinking and methodologies
● XP processes to including
● Test Driven Development
● CI/CD pipelines
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Our mission is to connect people to the technology and tradecraft 
necessary to make our country, and our world, a better, safer place.

• Mission Focused Full Stack Digital Services Company
• Tactical and Strategic deployment
• Cloud development in Government spaces
• Multiple Department of Defense Primes

https://www.clarityinnovates.com/

• Pair programming
• Code refactoring
• Cloud native development
• Cloud native security
• Green/brown fielding
• X as-a-Service 
• Platform engineering
• Systems architecture

https://www.clarityinnovates.com/


Disclaimer for inside pages: Use or disclosure of data contained on this page is subject to the restriction on the first page of this volume.+

Zach Lewis
Clarity Dev Lead - CISSP/CSSLP

• Tech Enthusiast, Full Stack Developer/30+ year IT 

Professional

• Solution Oriented Consultant .

• SRE, App Sec Consultant, Strategic Initiatives, Knowledge 

Management

https://www.linkedin.com/in/zachary-lewis-2aa8032

Presenter

https://www.linkedin.com/in/zachary-lewis-2aa8032/
https://www.linkedin.com/in/zachary-lewis-2aa8032
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How Things Change

There’s no reason for any 
individual to have a 
computer in their home
- Ken Olsen

A computer on every desk 
and in every home, running 
Microsoft software.
- Bill Gates

PDP-11



Resilience
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The ability to anticipate, withstand, recover from, and adapt to adverse 
conditions, stresses, attacks, or compromises on systems that use or are 

enabled by cyber resources. 

Sources: NIST SP 800-172.
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When Complex is as simple as it Gets – 
Resilience vs. Anticipation
Author: Emery Roe

https://mess-and-reliability.blog/2021/02/15/cant-we-be-best-anticipatory-and-resilient-at-the-same-time/

Resilience is said to be optimizing the ability to absorb or rebound from shocks, while minimizing the need to 

anticipate these shocks ahead of time. Anticipation, in contrast, is to optimize the ability to plan ahead and deal 
with shocks before they happen, while minimizing having to cope with shocks when they do occur.

https://mess-and-reliability.blog/2021/02/15/cant-we-be-best-anticipatory-and-resilient-at-the-same-time/


ICE BREAKER



Questions on Resilience – 9/11 Event
Hindsight questions 
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• Anticipate -   What people, processes, data, 
workflows, and technology are needed to 
prepare for this event ?   

• Withstand – Response Time mattered.  

• Recover -  What should recovery look like ?

• Adapt – How should we adapt  ?



https://sbscyber.com/resources/top-5-most-common-incident-response-scenarios

https://sbscyber.com/resources/top-5-most-common-incident-response-scenarios
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A capability-based 
conceptualization of 
organizational 
resilience

https://link.springer.com/article/10.1007/s40685-019-0085-7

https://link.springer.com/article/10.1007/s40685-019-0085-7


Systems will have failures
https://downdetector.com/
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https://downdetector.com/


Systems will have failures
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https://downdetector.com/

https://downdetector.com/
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Resilience
Cyber resilience is the ability to anticipate. Prevent, respond to, and 
recover from cyber threats, in a timely and effective manner.

Key Areas of Concerns

• Availability

• Capacity

• Efficiency

• Extensibility

• Manageability 

• Maintainability

• Performance

• Portability

• Privacy 

• Recoverability

• Reliability

• Scalability 

• Security

• Serviceability



Disclaimer for inside pages: Use or disclosure of data contained on this page is subject to the restriction on the first page of this volume.+

Artificial intelligence (AI) can be a 

powerful tool for managing content 

overload. AI algorithms can analyze 

vast amounts of data and quickly 

filter and prioritize content based 

on a user's preferences and 

interests.
https://www.linkedin.com/pulse/content-
overload-artificial-intelligence-some-

responses-from/

Key Point – AI and Information Overload

https://www.linkedin.com/pulse/content-overload-artificial-intelligence-some-responses-from/
https://www.linkedin.com/pulse/content-overload-artificial-intelligence-some-responses-from/
https://www.linkedin.com/pulse/content-overload-artificial-intelligence-some-responses-from/


What did Resilience mean 30 years ago ?
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What does Resilience mean today and in the Future ?
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Today DevSecOps
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What happens when a few key DevSecOps 
engineers are away or leave ?
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Our expert is out all this 
week and we do not 
know what to do ?
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https://techbuzzireland.com/2021/05/12/6-ways-to-preventing-information-overload-in-your-presentations/

https://techbuzzireland.com/2021/05/12/6-ways-to-preventing-information-overload-in-your-presentations/
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Quick - AI Overview 



Example of What is still needed .. AI boundaries 
https://ec.ai/

https://ec.ai/


Security Data Management – Things We Know
Attack Points/Threat Surface
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Security Data Management – Things We Know
Common Vulnerabilities
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Security Data Management – Things We Know
Common Weaknesses
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System Monitoring Tools
What happens to all this data ?



What If ?
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What if there was an AI Model and System that could digest 

event logs, emails, text, zoom meetings, scan an existing system 

and take input about a potential system to provide a detailed 

resience report.  It could analyze the data to determine the 

attack/threat surface, identify all of the weaknesses, 

dependencies people,tech and environment vulnerabilities, and 

risk with a goal to generate a detailed action plan.

What if the AI Model understood Chaos engineering and could 

simulate all potential threat events and provide a detailed 

resiliency plan ?

What would be required ?
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Quick – Large Language Models (LLM) 

LLM is a type of artificial 
intelligence (AI) that can generate 
human-quality text. 

LLMs are trained on massive 
datasets of text and code, and 
they can be used for a variety of 
tasks, such as writing, translating, 
and coding.



It is just this 
simple.
But most LLM Models 
require a costly and fast 
processing system with 
a GPU   
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Quick – Large Language Models (LLM)
Three Types of Machine Learning Models

Descriptive to help understand what happened in the past.

• What if a model could help with forensic cybersecurity incidents.

 

Prescriptive to automate business decisions and processes based on data.

• What if a model could help create a comprehensive threat model for a new or 

existing system.

Predictive to predict future business scenarios.

• What if a model could help with preventing cybersecurity events by predicting 

threats based on real time events and logs.



Data Needed for AI Model Building
Do you have a data management system that consolidates and labels all of 

this data for use in building an AI LLM model ?
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• Tabletop Exercises

• Access Control

• Firewalls 

• (IDS/IPS) Detection and Protection

• Security Policies and Procedures

• Security Information and Event 

Management (SIEM)

• Regular Testing and Simulation

• Penetration Testing

• Anomaly Detection

• Threat Intelligence

• Incident Response Plan

• Forensics Tools

• Employee work and vacation schedules

• Help Desk Logs



Extract, transform, and load (ETL)
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Open Source Products for Data PreProcessing

https://unstructured-io.github.io/unstructured/index.html
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https://unstructured-io.github.io/unstructured/index.html


https://www.ocrolus.com/

Example of Commercial Products for Data PreProcessing
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https://www.ocrolus.com/
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Security Data Management – Things We Know
AIOps is a Few Years Old .  What more is needed ?

AIOps combines big data and 
machine learning to automate IT 

operations processes, including 

event correlation, anomaly detection 

and causality determination.
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AI Threat Modeling 
What kind of data can be used to train AI models for better detection of threats and 
countermeasure techniques?

The data which can be used to train and deploy the AI models may include the following:

• Attack technique dataset - This dataset may include information about past attacks, 
techniques and known vulnerabilities. 

• Network log dataset - This dataset may include events about the system itself, as 
well as normal and abnormal traffic details in the logs.

• Vulnerability dataset - This dataset includes information about system and software 
vulnerabilities, including their severity and risk factors, which are publicly available by 
credited sources like MITRE and OWASP.

• Threat intelligence dataset - This dataset may include recent information about 
known threats, vulnerabilities, tactics and techniques.

https://community.threatmodeler.com/threatmodeling-appsec-130/generative-ai-for-threat-modeling-667

https://community.threatmodeler.com/threatmodeling-appsec-130/generative-ai-for-threat-modeling-667
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AI Threat Modeling 

https://community.threatmodeler.com/threatmodeling-appsec-
130/generative-ai-for-threat-modeling-667

https://community.threatmodeler.com/threatmodeling-appsec-130/generative-ai-for-threat-modeling-667
https://community.threatmodeler.com/threatmodeling-appsec-130/generative-ai-for-threat-modeling-667


Understanding the Ingredients in ChatGPT is 
Simpler Than You Think

by Chris Ré.

https://hazyresearch.stanford.edu/blog/2023-04-20-how-chatgpt-works
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https://hazyresearch.stanford.edu/blog/2023-04-20-how-chatgpt-works


Data, Data, Data
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https://bionic.ai/threat-modeling/

https://bionic.ai/threat-modeling/


What more is need ?  Most solutions are limited in coverage.

https://bionic.ai/threat-modeling/

Disclaimer for inside pages: Use or disclosure of data contained on this page is subject to the restriction on the first page of this volume.+

https://darktrace.com/

https://darktrace.com/
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FastText is an open-source, free, lightweight library that allows users to learn text 
representations and text classifiers. It works on standard, generic hardware. Models can 

later be reduced in size to even fit on mobile devices.

https://towardsdatascience.com/fasttext-bag-of-tricks-for-efficient-text-classification-513ba9e302e7
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https://towardsdatascience.com/fasttext-bag-of-tricks-for-efficient-text-classification-513ba9e302e7


Artificial Intelligence With Python
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THANK YOU


