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\J CLARITY

Our mission is to connect people to the technology and tradecraft
necessary to make our country, and our world, a better, safer place.

* Mission Focused Full Stack Digital Services Company
« Tactical and Strategic deployment

Cloud development in Government spaces

Multiple Department of Defense Primes

https://www.clarityinnovates.com/

Clarity’s Competencies

Full stack digital services
Application development
DevSecOps engineering

Human Centered Design

Design Thinking

Agile thinking and methodologies
XP processes to including

Test Driven Development

CI/CD pipelines

Pair programming

Code refactoring

Cloud native development
Cloud native security
Green/brown fielding

X as-a-Service

Platform engineering
Systems architecture

QuUC
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https://www.clarityinnovates.com/

Presenter

Zach Lewis
Clarity Dev Lead - CISSP/CSSLP

* Tech Enthusiast, Full Stack Developer/30+ year IT
Professional
* Solution Oriented Consultant .

* SRE, App Sec Consultant, Strategic Initiatives, Knowledge

Management

https://www.linkedin.com/in/zachary-lewis-2aa8032
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How Things Change

There's no reason for any A computer on every desk
individual to have a and in every home, running

computer in their home Microsoft software.

- Ken Olsen - Bill Gates
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Resilience

The ability to anticipate, withstand, recover from, and adapt to adverse
conditions, stresses, attacks, or compromises on systems that use or are
enabled by cyber resources.

Sources: NIST SP 800-172.

PROTECTING CONTROLLED
UNCLASSIFIED INFORMATION IN
NONFEDERAL SYSTEMS AND
ORGANIZATIONS: ENHANCED
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When Complex is as simple as it Gets -
Resilience vs. Anticipation

Author: Emery Roe

https://mess-and-reliability.blog/2021/02/15/cant-we-be-best-anticipatory-and-resilient-at-the-same-time/

Resilience is said to be optimizing the ability to absorb or rebound from shocks, while minimizing the need to

anticipate these shocks ahead of time. Anticipation, in contrast, is to optimize the ability to plan ahead and deal

with shocks before they happen, while minimizing having to cope with shocks when they do occur.

Strategy With Respect To Resilience
Optimizing ability to | Minimizing need to
absorb and rebound | absorb and rebound

yy AAh —
ability to plan | “Maximum “Anticipation”
‘{‘ ( ‘ ( }} Strategy With ahead Readiness”
Respect to
“ " )"' Anticipation Minimizing

need to plan “Resilience” Supposedly ideal,
f‘vrlt ahead but still impossible
' ' ' Table 1: Relationship between “resilience” and “anticipation” under complexity
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Questions on Resilience - 9/11 Event
Hindsight questions

* Anticipate - What people, processes, data, DECISION POINTS
workflows, and technology are needed to —
prepare for this event ?

* Withstand — Response Time mattered.

®* Recover - What should recovery look like ?

* Adapt - How should we adapt ?
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https://sbscyber.com/resources/top-5-most-common-incident-response-scenarios

Modern Incident Response Life Cycle

Period of Intensity

Digital Forensics

Lessons
Learned

Detect/Identify Eradicate
——J»| Observe, Orient, Decide, Degrade, Deceive,
and Act Destroy ¢
Prepare y
A ! peny, i
eny, Disrupt

Communication

Constant Feedback Loop



https://sbscyber.com/resources/top-5-most-common-incident-response-scenarios

A capability-based
conceptualization of
organizational
resilience

From: Organizational resilience: a capability-based conceptualization

Resource

e ocial resour
availability Sods ces

A capability-based conceptualization of organizational resilience

Time before the during the after the
reference: unexpected event unexpected event unexpected event
Typ b O_f Proactive action Concurrent action Reactive action

action:
Organizational Resilience
Anticipation Coping Adaptation
Observation & Accepting Reflection &
Prior Identification Learning
knowledge |— > > —
base € - Developing and - - -
Preparation implementing solutions Change
A A =T A
1 1
1 1
v v
eZ”

Power and
responsibility

Cognitive
action

!

Behavioral
action

https://link.springer.com/article/10.1007/s40685-019-0085-7
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Systems will have failures

https://downdetector.com/

1
detector . Insights Enterprise About us Categorig

aws

by Ookla®

User reports indicate possible problems at
Amazon Web Services

Amazon Web Services offers a series of services for online applications. The best known services are the online
storage service Amazon S3 and the remote compute or cloud computing platform EC2. Amazon Web Services are
developed and operated by Amazon.com, the online retailer.

| have a problem with Amazon Web Services

Amazon Web Services outages reported in the last 24 hours aWS

138
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Systems will have failures

a
detector™ Insights ~ Enterprise ~ Aboutus  Categoriessv @ US v

by Ookla®

Real-time problem & outage monitoring

We tell you when your favorite services are down
or having problems.

Which service are you having problems with? Q

https://downdetector.com/
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Resilience

Cyber resilience is the ability to anticipate. Prevent, respond to, and
recover from cyber threats, in a timely and effective manner.

Key Areas of Concerns

* Availability * Portability

* Capacity ®* Privacy

* Efficiency ®* Recoverability
* Extensibility * Reliability

* Manageability * Scalability

* Maintainability * Security

®* Performance ® Serviceability
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Key Point - Al and Information Overload

Artificial intelligence (Al) can be a

powerful tool for managing content
overload. Al algorithms can analyze
vast amounts of data and quickly
filter and prioritize content based
on a user's preferences and

interests.

https://www.linkedin.com/pulse/content-

overload-artificial-intelligence-some-

responses-from/

"
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What did Resilience mean 30 years ago ?

Wire
issues

&

hﬁ(---—-wnes----)

Firmware
Operating System
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Firmware Data Center Application
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4 Power )
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What does Resilience mean today and in the Future ?

Kubernetes & Docker work
together to build & run

containerized applications ml Microsoft
Ml Azure

How many logs
and events are
generated ?

webpack

MODULE BUNDLER

Virtual Machine | Virtual Machine

@ docker

App
i T T
v

Operating System

Operating System
&

%

Traditional Virtualized Container Kubernetes
Deployment Deployment Deployment Deployment Google Cloud

> | LinxA| @@ windows | 8 C) v O
i o MacOS D s ANSIBLE
8 ] GitHub| |[Jenkins Terraform

i0S and=0i>
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Secure
Coding

SAST

Build

White box
DAST

Black box
DAST

Today DevSecOps

Requirement

Secure
Analysis Transfer
SECURITY
Develop Develop
2 ¢
S
Sec
Dev Ops
A
[
Q)
2N\ %
¥ %,
f
Test Monitor
SECURITY
Digital Security
Sign Analysis

Security
Coding
Security
Scan
%
S, Security
» Patch
Security
Audit
Security
Monitor
3(
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What happens when a few key DevSecOps

engineers are away or leave ?
- Our expert is out all this

week and we do not
know what to do ?

is subject to the restrictio



Information Overload

Cognitive

Knowledge

%E @ Decision
000 Making
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‘%" W o) Collaborative
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SLIDEHUNTER.COM

https://techbuzzireland.com/2021/05/12/6-ways-to-preventing-information-overload-in-your-presentations/
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Quick - Al Overview

Artificial Intelligence in 10 minutes

Human
Intelligent
Abilities

Human Neurons

/ Speak and Hear\
< g

See

~~_Interpret

\\\

/

Walk, Understand
Environment

Computer Science A
N Supervised Unsupervised Rainforcement
Artificial Loarning Learning Learning
Intelligence \ \\ g g
W 2 ['4 TN Poltern
R iu
Symbolic Machine [ L ar
Image Y
Procensing Learning Learning {probabiny |
& J
— SR Big Data
Statistical Basad Loarning
Leorning
Computer \
Vislon Deep
| T Natural Learning i
‘ |
v Racognition Longuage v H\I:::nn
Object Processing Neural Nourons
Racognition Ke)
(CNN) / Networks
v Convolutional \
(RNN)
( J =g Recurrent
' | Classification Predictions |
| Object
- History
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Example of What is still needed .. Al boundaries

https://ec.ai/

@glemental . dome comeeny Bog  Bookademo

Al that thinks before
it talk

Provably Correct. Fully transparent. Solve your toughest problems.

3 Google Cloud Next ‘23

Visit EC at the Al Pavilion during Google Cloud Next 23, August 29-31

Google & Penn


https://ec.ai/

Security Data Management - Things We Know
Attack Points/Threat Surface

MITRE ATT&CK Matrices ¥ Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Campaigns Resources ~ Blog & Contribute
MITRE ATT&CK® is a globally-accessible knowledge base of adversary ®
tactics and techniques based on real-world observations. The ATT&CK
knowledge base is used as a foundation for the development of specific
threat models and methodologies in the private sector, in government, and
in the cybersecurity product and service community. Getting Started Take a Tour
With the creation of ATT&CK, MITRE is fulfilling its mission to solve Contribute Blog &
problems for a safer world — by bringing communities together to develop e
. . . ; andom Page | ~
more effective cybersecurity. ATT&CK is open and available to any person or e 9
organization for use at no charge.
layout: flat ~ show sub-techniques  hide sub-techniques
Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and Exfiltra
Development Escalation Access Movement Control
10 techniques 8 techniques 9 techniques 14 techniques 19 techniques 13 techniques 42 techniques 17 techniques 31 techniques 9 techniques 17 techniques 16 techniques 9 techniq
Active Scanning (3) I Acquire Access Drive-by Cloud Account Abuse Abuse Elevation Adversary-in- III Account Discovery (4) | Exploitation of Adversary-in- Application Autom
Compromise Administration Manipulation (s)|J# Elevation Control Mechanism (4 the-Middle (3 Remote Services [l the-Middle (3) Layer Exfiltra
Gather Victim Host Acquire Command Control Application Window Protocol (4
Information (4) Infrastructure (g)| Exploit Public- BITS Jobs Mechanism (4) Access Token Brute Force (4 | Discovery Internal Archive Data Trar
- Eacing . Command and - Maninulation .o Snoarnhichina Colloctod Communication Sizo limit
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Security Data Management - Things We Know

NVD

Go to for:

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 208339

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

CVENews ___________________________JillBecomea CNA Newest CVE Records

News has moved to the new CVE website. CVE Numbering_ Authorities, Go to new CVE website
A or "CNAs,” are essential to Tweets from @CVEnew
0 to new News page the CVE Program’s success
and every CVE Record is added
to the CVE List by a CNA.
CVE Podcast L CVE L4
T 3 . : @CVEnew - 4h
Podcasts have moved to the new CVE website. v @) o _
of ss benefits : CVE-2023-37219 Tadiran Telecom Composit
Coton o] r contract - CWE-1236: Improper Neutralization of
o Few ulrement Y Formula Elements in a CSV File
Eas

sy to joir e.( VEI d=(
o o ®

Blogs are moving to the new CVE website.

~ur fNe g
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Security Data Management - Things We Know

Common Weaknesses

Start here!

Common Weakness Enumeration New to CWE?
A Community-Developed List of Software & Hardware Weakness Types

Home About CWE List Mapping Top-N Lists Community News Search

CWE™ is a community-developed list of software and hardware weakness types. It serves as a common language, a measuring stick for security tools, and as a baseline for weakness
identification, mitigation, and prevention efforts.

2023 CWE Top 25 Most Dangerous Software Weaknesses Ne‘%!

This list demonstrates the currently most common and impactful software weaknesses. Often easy to find and exploit, these

can lead to exploitable vulnerabilities that allow adversaries to completely take over a system, steal data, or prevent
applications from working.

Top 25 List | Key Insights | Methodology
CWE List Quick Access Community Engagement m
Search CWE Hardware CWE Special Interest Group Join HW CWE SIG News 2023 CWE Top 25 Weaknesses "On the
Cusp” List Now Available
EnHANCED B Google ICS/OT Special Interest Group Join ICS/OT SIG »
. News 2023 "CWE Top 25” Now Available!
REST API Working Group Join REST API WG
View CWE User Experience Working Group Join UE WG News CWE Version 4.12 Now Available
by Software Development ) CWE/CAPEC Board Read meeting minutes News Enhancing Automotive Security with CWE

( by Hardware Design )

C by Research Concepts D

News Choose How You View CWE Weaknesses
Using_the New "Custom” Filter

More >>
C by Other Criteria D Please see our Guidelines for New Content Suggestions

For other ways to get involved, contact us

Total Weaknesses: 933
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System Monitoring Tools
What happens to all this data ?

Prefer Loose Coupling: Business requirements change, and your production

system will look different a year from now. similarly, your monitoring system
needs to evolve over time as the services it monitors evolve through different
patterns of failure.”

Host with StatsD Enabled Applications '. Site24x7 Web Client
/\ Site24x7 Server Ag nt 5
4

= E
App 1
[fl i s )
ADO

OPEN METRICS

sumo logic
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What If ?

What if there was an Al Model and System that could digest
event logs, emails, text, zoom meetings, scan an existing system
and take input about a potential system to provide a detailed
resience report. It could analyze the data to determine the
attack/threat surface, identify all of the weaknesses,
dependencies people,tech and environment vulnerabilities, and

risk with a goal to generate a detailed action plan.

What if the Al Model understood Chaos engineering and could

simulate all potential threat events and provide a detailed

resiliency plan ?

What would be required ?
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Quick - Large Language Models (LLM)

LLM is a type of artificial
intelligence (Al) that can generate
human-quality text.

LLMs are trained on massive
datasets of text and code, and
they can be used for a variety of
tasks, such as writing, translating,
and coding.
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It is just this
simple.

But most LLM Models
require a costly and fast

processing system with
a GPU

<[>

User
Interface

4: Create new
prompt

documents

Embedding

Knowledge
documents
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Quick - Large Language Models (LLM)

Three Types of Machine Learning Models

Descriptive to help understand what happened in the past.

* What if a model could help with forensic cybersecurity incidents.

Prescriptive to automate business decisions and processes based on data.
*  What if a model could help create a comprehensive threat model for a new or

existing system.
Predictive to predict future business scenarios.

* What if a model could help with preventing cybersecurity events by predicting

threats based on real time events and logs.
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Data Needed for Al Model Building

* Tabletop Exercises

* Access Control

* Firewalls

d (IDS/IPS) Detection and Protection

*  Security Policies and Procedures

*  Security Information and Event
Management (SIEM)

Regular Testing and Simulation
Penetration Testing

Anomaly Detection

Threat Intelligence

Incident Response Plan

Forensics Tools

Employee work and vacation schedules

Help Desk Logs
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Extract, transform, and load (ETL)

ETL PROCESS

Databases
RDBMS/NoSQL

Files
CSV/JSON/XML...

|
Extract DD Analyze
e, (NS 4y

SaasS Applications mmB

REST APIs Transform
Application Events STAGING AREA DATA WAREHOUSE ANALYTICS
Webhook
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Open Source Products for Data PreProcessing

' . UNSTRUCTURED ABOUT US DOCS :.’" Join Our Community

OIPEN SOUIRCE
INGESTION

FOR LLMs

Unstructured makes enterprise data Al-
friendly, with open-source building
blocks that connect the world’s
messiest data to the world’s most
powerful LLMs

Unstructured
Accelerates Connecting

https://unstructured-io.github.io/unstructured/index.html
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Example of Commercial Products for Data PreProcessing

CLASSIFY

Discover automated

document classification guseo,
to classify documents and

data using machine

learning and Al

Book demo Watch video

https://www.ocrolus.com/
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Security Data Management - Things We Know

AlOps combines big data and

. . /N 4 AlOps D
machine learning to automate IT A -
. . . s Machine Learning ‘_
operations processes, including ]

event correlation, anomaly detection

and causality determination. Platform

Business Value
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Al Threat Modeling

What kind of data can be used to train Al models for better detection of threats and
countermeasure techniques?

The data which can be used to train and deploy the Al models may include the following:

« Attack technique dataset - This dataset may include information about past attacks,
techniques and known vulnerabilities.

* Network log dataset - This dataset may include events about the system itself, as
well as normal and abnormal traffic details in the logs.

*  Vulnerability dataset - This dataset includes information about system and software
vulnerabilities, including their severity and risk factors, which are publicly available by
credited sources like MITRE and OWASP.

+  Threat intelligence dataset - This dataset may include recent information about
known threats, vulnerabilities, tactics and techniques.

https://community.threatmodeler.com/threatmodeling-appsec-130/generative-ai-for-threat-modeling-667
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Al Threat Modeling

Generative Al for Threat Modeling

https://community.threatmodeler.com/threatmodeling-appsec-
130/generative-ai-for-threat-modeling-667
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Understanding the Ingredients in ChatGPT is
Simpler Than You Think
by Chris Ré.

How does Chat GPT work?

Training >
Data

|

LU_I “Early bird gets the worm.” ]

Generative

We are asking Chat GPT to generate the next word!

More Sentences

Pretrained
Ask Chat GPT to predict (generate) the next word.

[ Transformer
“Early bird gets the 777 I %

Reward the model if it predicts worm...

Transformer

I
I
I
I
I
I
| Trained on a simple task, but can be applied to many others!
I
I
I The ML model that guesses the word.

I

...and we repeat for every sentence we can find!

https://hazyresearch.stanford.edu/blog/2023-04-20-how-chatgpt-works
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Data, Data, Data

Get a Demo at Black Hat USA 2023 SUPPORT ABOUT

B I O N I C PRODUCT RESOURCES

Automated Threat Modeling Requires an
Up-to-Date Map of Applications

Bionic discovers and visualizes your deployed applications assets and dependencies and keeps
an up-to-date model of your applications and their associated threats/risks.

SCHEDULE A DEMO SEE THE PLATFORM

https://bionic.ai/threat-modeling/
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What more is nheed ? Most solutions are limited in coverage.

CustomerPortal News Partners Company Contact

Products Customers Al Research Centre Blog Resources

PRODUCTS

DARKTRACE DARKTRACE DARKTRACE DARKTRACE

REVENT ETECT ESPOND [EAL
Disarm within seconds Be ready, recover Darktrace/EmaiI Upgrade
quickly

N L

Harden security inside See attacks instantly

and out
Announcement

INTEGRATIONS

CORE COVERAGE

Darktrace is designed with an open architecture that

Q 8 D O % @ makes it the perfect complement to your existing
infrastructure and products.

Email Apps Endpoint Zero Trust Network . .
Explore integrations

https://darktrace.com/

W c L A R | T Y Disclaimer for inside pages: Use or disclosure of data contained on this page is subject to the restriction on the first page of this volume.+


https://darktrace.com/

=- Microsoft | .NET Why.NET ~ Features ~ Learn ~ Docs ~ Downloads Community LIVE TV All Microsoft +  Search O

Home / Machine learning / ML.NET / Model Builder

@ Build intelligent apps Infuse the power of OpenAl into your .NET applications. X
ML.NET Model Build
. odae uliaer

Approachable machine learning in Visual Studio

D comments.tsv

oQ File Edit View Project Build Debug Test Analyze Tools Extensions Window Help Search Visual Studio.. 2 myMLApp ] - = X

@-© @-2 WM& - - Debui- AnyCPU - myMLApp - » myMLApp - 5 _ 2 Live Share &

w 5 )

3 ML.NET Model Builder = x ~ Solution Explorer 3
=

i WE- -5 Ff@ F - g

= Build your machine learning model Search Solution Explorer (Ctrl+;) &

[=]

o " = & Solution 'myMLApp' (1 project)

- 1. Scenario Pick a Scenario P

6‘ Select a template that best matches your scenario Y PP

% Data Which Machine Learning scenario is right for me? » =" Dependencies

[=]

>

> < Program.cs

1. Evaluate R~ 2 &

5. Code Price Sentiment Custom
Prediction Analysis Scenario
Predict a numeric value from your data Classify data into 2 categories (binary Build custom models with your data
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=. Microsoft | NET Why .NET ~ Features v Learn v Docs v Downloads Community LIVE TV All Microsoft «  Search O

Home / Learning center / Learn ML.NET / ML.NET tutorial

ML.NET Tutorial - Get started in 10 minutes

Windows Linux macOS Train your model

Now, you'll train your model with the yelp_labelled.txt dataset.

Intro
Model Builder evaluates many models with varying algorithms and settings based on the amount of training time given to build the best
Download and install performing model.
Create your app 1. Change the Time to train, which is the amount of time you'd like Model Builder to explore various models, to 60 seconds (you can try
increasing this number if no models are found after training) . Note that for larger datasets, the training time will be longer. Model Builder
Pick a scenario automatically adjusts the training time based on the dataset size.
Download and add data 2. Select Start training to start the training process. Once training starts, you can see the time remaining.

Train your model

SentimentModel.mb

Evaluate your model

Generate code Scenario Traln

Environment Specify a time to train for evaluating various models.

Consume your model
Data

Training setup summary
Next steps Train

Time to train (seconds):

Cancel training 59 seconds remaining...
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fastText

Library for efficient text classification and representation learning

https://towardsdatascience.com/fasttext-bag-of-tricks-for-efficient-text-classification-513ba9e302e7

FastText is an open-source, free, lightweight library that allows users to learn text

representations and text classifiers. It works on standard, generic hardware. Models can

later be reduced in size to even fit on mobile devices.
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Artificial Intelligence With Python
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