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Disclaimer
The discussion of non-federal entities, methods, products, or services 
does not imply any endorsement by the United States Government, the 
Department of Defense, or the Department of the Air Force.
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VAULT Data Platform
§ Agenda 

§ Foundation & Overview (Chris)
§ Tenant Space Offerings (Clare)
§ BYOT Overview & Process (Clare)
§ Data Acquisition (Clare)
§ Costs (Clare)
§ Demo Use Case (Mark)
§ Summary (Chris)
§ How To Access VAULT (Chris)
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VAULT Data Platform (VDP)
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Vision & Mission
VDP Vision – Provide users the platform to work on current-state and emerging technology tools with real data in a safe and secure 
environment – matching need with innovation.

VDP Mission – Empower and posture the Department of the Air Force to harness data for competitive military advantage.

Strategic Goals

Lead Data 
Culture

Increase data use and 
literacy to improve 

efficiency and 
effectiveness of 

decisions, readiness, 
mission operations and 

cybersecurity.

Catalyst for 
Sharing Data
Automate making data 

Visible, Accessible, 
Understandable, Linked 
and Trusted (VAULT) at 

scale.

Drive Data 
Capabilities
Increase data access 

through the right 
combination of state-of 

the-art technologies 
needed to best utilize 

data.

VISIBLE

ACCESSIBLE

UNDERSTANDABLELINKED

TRUSTED

VAULT
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VDP Impact – Customer Focus
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VAULT foundation is built upon 3 core policies/directives. 

Defense 
Department 
Data Strategy

CDO Data 
Service 
Reference 
Architecture

Air Force Data 
Management 
Policy

Data as a Strategic Asset:  Ensure data is visible and accessible thru 
automated data pipelines to acquire, scan, enhance, promote & 
egress data.  Provision data to users within their tenant and the 
platform.

Enhance Data Sharing:  Support an evolving DAF Data Ecosystem.  Sharing data 
between the Big 6 platforms thru automations.  Support advancement toward a 
virtualized data fabric while supporting current day data sharing needs thru innovative 
technologies.

Design for Evolution, Extensibility & Scalability:  Drive DevSecOps methodologies and 
P1 alignment (BigBang and deployment methodologies).  CI/CD build/deployment 
pipelines, GitOps for applications, and focus on Kubernetes.  Deliver tools to the 
platform but without enabling vendor lock within the platform.
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Vault Data Platform – Data & the Big 6
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§ VAULT Data Platform is one of the Department 
of the Air Force Big 6 Data Platforms

§ VAULT is a constantly expanding ecosystem and 
a key pillar to the DAF Data Fabric

§ VAULT Supports Data Connections to many 
different platforms 

§ Data can be shared via several methods:
§ Each connection type varies in type, size of 

data, level of effort and speed
§ DISA SFG
§ SFTP
§ S3 to S3
§ AWS Snowball
§ API <In Work>

§ End game is data federation
§ VAULT has an established connection with 

Envision 
§ VAULT is working a BLADE connection

§ VAULT Data Platform Data Statistics
§ 120 Total Data Feeds
§ 59 Actively in Progress
§ 46 Requested to Work
§ 86 Separate Data Sources
§ ~473 Million Files / 1,570 TB of Data within VAULT

Fully Automated
Manual

Data Connections:    Established In Work Requested to Work

§ VAULT has more than doubled the amount of available Data 
Feeds over 15 months

§ VAULT is automating the data sharing capability with Envision – 
allowing the user to initiate data sharing between the platforms

§ VAULT is expanding to support API connections – enabling the 
user to request more connections in a self service manner
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VDP Impact – Core Capabilities

VAULT 
User

Cybersecurity

Tools

Infrastructure

Data
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• ATO’d IL5 and IL6 boundary with 
PII/PHI/Law Enforcement Overlay

• DISA CAP Connection
• Identity Management
• Vulnerability Scanning
• Data Encryption

• VAULT enables microservices to 
support plug and play open source 
and COTS tools – preventing vendor 
lock on the program

• VAULT provides three major areas of 
tools:

• Infrastructure
• Enterprise
• Bring Your Own Tool

• Infrastructure tools support the key 
infrastructure capabilities (I.e. 
Keycloak)

• Enterprise tools are provided to the 
platform users as an enterprise 
service

• Bring Your Own Tool (BYOT) enables 
users to bring a tool of their choice to 
the platform in their tenant space.

• Cloud based Scalable Architecture
• Automated CI/CD deployment 

pipelines 
• Platform 1 Alignment and 

Kubernetes Deployments
• Tenant Space Offerings enabling 

private workspaces within VAULT

• VAULT enables:
• Data Access and Visibility thru 

implementation of Data Pipelines
• Data Access thru automated Data 

Acquisition
• Data Curation, Analysis, Discovery 

and Wrangling thru provisioning of 
the Enterprise and BYOT Tool 
Suites

• VAULT implements Data Access 
Controls to properly manage access 
to Limited Visibility/Limited 
Distribution Data thru RBAC

• ABAC Access Control 
Implementation <in work>
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VAULT Data Platform Evolution
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• NIPR VAULT 
Contract Award 
– July 2018

• IL4 ATO

• SIPR VAULT 
Contract Award

• IL5 ATO
• NIPR – 10 Tenants 

/ 200 Accounts

• IL6 ATO
• NIPR – 25 Tenants 

/ 300+ Accounts
• SIPR – 3 Tenants / 

200+ Accounts

• NIPR – 50 Tenants 
/ 6000+ Accounts

• SIPR – 13 Tenants 
/ 600 Accounts

• NIPR – 100 
Tenants / 13000+ 
Accounts

• SIPR – 13 Tenants 
/ 900+ Accounts

120 Data Feeds
59 In Process
46 In Backlog

• NIPR – 111 
Tenants / 15000+ 
Accounts

• SIPR – 13 Tenants 
/ 1000+ Accounts

Vault Users
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VAULT Data Platform - Metadata
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VAULT Minimum Metadata – Captured in Data Pipelines
100% Aligned to Department of Defense Metadata Guidance Memo (March 2023)

Data Acquisition Pipeline Data Promotion Pipeline

Min3 Metadata

Data Sponsor Contact & Org Info
Data Source Steward Contact & Org Info*

VAULT Tenant Name
Enterprise or Tenant Specific Data

Justification for non-Enterprise Data
Strategic/Operational Impact of Data
Limited Distribution Requirements*

Limited Distribution Justification
Data Location

Data Source Description / Information*
Data Set Description / Information*

Security Classification*
System Information

DITPR ID

Min2 Metadata

Origin Info (Chief, PM and Org Info)*
Data Set Steward Contact & Org Info*
Incident Response Contact & Org Info

Disclosure & Releasability*
Data Source Information*

Data Set Information*
Data Set Program Info

Frequency
Bureau Info

Min Metadata

Data Dictionary Information
Authorization Reference / Legal Authority*

Office of Record / Custodian*
Date/Time Cataloged*

Update Time
Lifecycle Management Info

Frequency
Refactoring Rules

Tags
Data Schema/Type/Format*

Unique ID*

Metadata Management is the foundational to a data-centric, zero trust environment.  
Empowering data visibility, data accessibility and data linking. 

* Indicates alignment to DoD Metadata Guidance Memo from March 2023
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VAULT Data Platform
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The VAULT Data Platform provides cyber-secure, cloud-based tools to connect, find, 
share, and learn from AF data – Enables Executive Order on Maintaining American 

Leadership in Artificial Intelligence
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VAULT Data Area

Standard 
Tenant

Tenant 
Lite

Full 
TenantFull 

TenantFull 
Tenant

Standard 
TenantStandard 

Tenant

Tenant 
LiteTenant 

Lite

Enterprise Tool Suite

VAULT Boundary

Promotion

Enrichment Enrichment Enrichment

Promotion Promotion

Acquisition DMZ Promotion Egress
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Reference to a vendor, contractor or any other non-government entity is for 
informational purposes only and is not to be considered as an endorsement. 
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VAULT Data Platform – Tenant 
Spaces

§ A tenant space is a private workspace 
for storing, building, and 
maintaining organization-specific data 
and workflows

§ As the VAULT Data Platform 
continues to grow and expand number 
of tenants and BYOT, a charge back 
model is needed to offset SAF/CND's 
AWS cloud and compute costs

§ VAULT Data Platform offers the 
following options when it comes to a 
tenant space:
§ Full Tenant
§ Standard Tenant (coming soon)
§ Tenant Lite

§ Each tenant option supports different 
use cases and comes with a different 
cost model
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Full 
Tenant

Tenant 
Lite

Standard 
Tenant

"Full" Tenant

• Hue and Zeppelin enable data 
analytics, experimentation, and 
cleansing

• Elastic MapReduce (EMR) and 
Relational Database Service 
(RDS) are used by Hue and 
Zeppelin for processing

• Databricks

• Typical compute stack in NIPR 
and SIPR consists of:
• Two (2) r5a.2xlarge EC2 servers (8 

vCPUs and 64GB RAM per server)
• One (1) db.t2.xlarge RDS server (4 

vCPUs and 16 GB RAM)

• S3 buckets for data storage

”Standard" Tenant

• Coming Soon!
• Jupyterhub

• S3 console access still 
allows tenants users to 
upload and download data

• S3 buckets for data storage

Tenant ”Lite”

• S3 console access still 
allows tenants users to 
upload and download data

• S3 buckets for data storage
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Vault Data Platform Impact - BYOT
VDP offers a unique and highly requested Bring Your Own Tool (BYOT) process to enable tenants to 
bring custom applications to their tenant spaces for utilization in data manipulation and visualization.
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§ VDP has over 20 unique BYOT applications currently deployed
§ VDP currently has a backlog of ~20 unique BYOT applications requesting deployment thru various 

phases of the BYOT process
Sample BYOTs on VAULT

DAF Data Fabric VESPR Swimlane

ITIPS Immuta Galvanize

Appian Dataiku Enveil

COGYNT Plotly Enterprise DAFBOP / PERforM

Rhombus 
Guardian: SLRD & 
Force Structure

A1 myData – Erwin & Informatica Tools 
(PowerCenter, Data Quality & Address 
Doctor, Axon, EDC, MDM)

Mission Critical BYOT Examples:
• A1 myData – directly supporting the 

transition of A1 TMDE to the VDP
• SAF/CDM – mission impacts supporting 

insider threat initiatives
• SAF/MG – supporting direct provisioning 

of the PERforM capabilities
• DAF Data Fabric – deployment of the DAF 

Data Fabric to enable virtualization and 
cataloging across the DAF

• ITIPS – enabling ITIPS access thru 
VAULT

Reference to a vendor, contractor or any other non-government entity is for 
informational purposes only and is not to be considered as an endorsement. 
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Vault Data Platform - BYOT
§ VAULT BYOT process is designed to capture and evaluate the business need and technical 

requirements – enabling a thorough understanding and plan to deployment
§ BYOTs are routed thru the process, evaluated and, upon approval, prioritized for deployment
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Business Case:
• Does the Capability Already 

Exist in the VDP?
• Use Case – Number of 

Users and Mission Need
• Is the Tool / Effort Funded?
• Alignment to Platform 

Architecture

Technical Evaluation:
• Deployment Type
• Infrastructure Complexity
• Cybersecurity Compliance / 

Support to ATO
• Deployment Methodology
• Integration into the 

platform / tenant space

Cost Assessment:
• Compute & Store Resource Requirements
• Level of Effort:  DevSecOps, Deployment, 

Cybersecurity assessment & Maintenance
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VAULT Data Platform - BYOT
§ BYOT Fast Lane Deployments!

§ Optimized Deployment in 
alignment with VAULT 
Platform

§ BYOT Deployments to VAULT 
can vary greatly based upon 
technical complexity.
§ BYOTs can take the fast 

track or may require 
additional technical support 
to deploy

14

Deploy 
Type

TEM 
Required

Complex 
Infrastructure?

Ansible 
Playbooks

Checklist 
A002

Runs on Shared 
Cluster

Supports EKS 
(1.24)

VAULT Platform 
Cluster

TEM 
Required

Deployment 
Methodology

Checklist 
A001

K8S

EC2

Yes

No

Yes

No

No

Yes Helm

Other

Other

Yes

No

No

Yes

Complex =
Greater than 1 
EC2 Instance 

and a single S3 
Bucket

Ansible 
must follow 
VAULT best 

practices

Able to run 
on VAULT’s 

common 
cluster

Supports 
cluster 

coded and 
maintained 
by VAULT

Start

Additional BYOT Considerations:
§ SSO – Integrate with VAULT’s 

Keycloak and ability to pass CA 
Trust

§ Supports IAM roles vs requiring 
AWS keys

§ Supports Istio
§ Pre-existing ingress can be 

disabled
§ Utilize VAULTs registry
§ Cluster/PODs:  
§ No host mounts
§ No privileged containers
§ No services other than 

ClusterIP
§ Apps support Istio injection
§ Utilizes hardened containers

§ No critical or high vulnerabilities
§ Complete Checklist Provided 

during BYOT Process
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VAULT Data Platform – Data 
Acquisition (1 of 2)

■ Data can be acquired and brought into the VAULT Data Platform via several 
methods
■ Varies in terms of connection, speed and size of data to be transferred, level of effort 

required on data provider and the VAULT team, and the speed of delivering/receiving 
data
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Method Description Supported File Size Level of Effort Typical Turnaround Time*

Direct upload via Apache 
Hue, S3 Console, Databricks

Users can directly upload data via the Hue application Up to 500MB Low (requires user to have a 
VAULT account)

Data is available once upload 
is complete

Secure File Gateway (SFG) DISA Secure File Gateway (SFG) ensures secure data transfer between DoD 
system and those interfacing with the DoD system on the NIPR 
SIPR networks.  Relays and folders are created for each customer.  Data 
provides are granted access and can drop files to the relay into the Vault 
Platform.  DISA Secure File Gateway (SFG) ensures secure data transfer between 
DoD system and those interfacing with the DoD system on the NIPR SIPR 
networks. Relays and folders are created for each customer. Data provides are 
granted access and can drop files to the relay into the Vault Platform

<= 100GB Medium (data provider 
requires DISA account be 
created + obtaining access to 
DISA's SFG relay)

2-4 weeks (dependent on 
DISA)

Secure File Transfer Protocol 
(SFTP)

Secure File Transfer Protocol (SFTP) is a network protocol for accessing, 
transferring, and managing files on remote systems.  SFTP allows 
securely transfer of data files.

<= 100GB Medium (Requires creation of 
RSA Public / Private Keys and 
possible Firewall changes)

5+ weeks (VAULT team 
creates public keys and, 
update Firewall rules, 
establish connection and 
test the SFTP connection)
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VAULT Data Platform – Data 
Acquisition (2 of 2)

■ Data can be acquired and brought into the VAULT Data Platform via several methods
■ Varies in terms of connection, speed and size of data to be transferred, level of effort 

required on data provider and the VAULT team, and the speed of delivering/receiving data
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Method Description Supported File Size Level of Effort Typical Turnaround Time*

AWS Cloud S3-to-S3 Amazon Simple Storage Service (Amazon S3) is an object 
storage solution that provides scalability,
data availability, security, and performance. Data provider 
can upload their data to specific S3 buckets and make them 
available for the Vault Platform to pick up. This storage space 
supports all data formats.

<5TB Medium (Requires access to be 
granted to the specific bucket for 
both Data provider, and 
Vault Platform.)

<Up to 2 weeks (VAULT team creates 
required bucket, grants appropriate 
permissions and makes bucket available)

AWS Snowball Amazon Web Services will ship a Snowball to the provided 
location.  You will be required to load your data to the 
Snowball and mail it to the location specified in the 
instructions provided with the Snowball

Up to 80 TB 
per snowball

High (Requires approval by data 
provider and data provider.)

5+ weeks (Order of snowball by Vault takes 
about 2-3 weeks, Loading of data, shipping 
back to AWS, and uploading to Vault takes 
1.5 – 2 weeks.  Approval by provider hosting 
provider can vary in duration.)

Removeable Hard Drive Data downloaded to an external hard drive, then handed 
over to proper personnel.

<= 500 GB Medium (Requires getting an 
approved hard drive, 
having someone with USB 
exception on data provider side.)

4+ weeks (Acquire approved 
hard drive, downloading of data, doing 
the hand-off, and uploading of data.)

Application 
Programming Interface 
(API)

Application Programming Interface (API) to 
federate Metadata and data between system 
(Under development)
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VAULT Data Platform – Licensing
■ AWS GovCloud compute / store

■ For a full-service tenant on NIPR, this cost 
is  $2,400/month ($28.8K/FY)

■ For a tenant-lite configuration on NIPR, this cost 
is $500/mo ($6K/FY)

■ SIPR Compute/Store costs are currently the 
same as NIPR

■ MySQL RDS Instance
■ A single MySQL RDS Instance using a 

db.t2.xlarge server (default for a tenant) is 
$482/month.

■ Databricks
■ Utilization is a shared resource across both NIPR 

and SIPR
■ Cost is $1.00/unit for utilization < 100,000 DBUs
■ Cost is $0.69/unit for utilization > 100,000 DBUs
■ Utilization of Databricks will increase monthly 

compute / store costs

■ Tableau
■ Tenants are required to purchase their own 

license utilizing the Blanket Purchase 
Agreement (BPA) already in place

■ Requirement is for license end dates to be 
aligned to end of FY (Sept) or end of CY (Dec)

■ One license is required for every license 
of Viewer, Explorer, and Creator
§ Data Management add-on license required 

for each license-type
■ ~$133/month for Tableau Creator, Explorer, 

Viewer & Data Manager license

17
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VAULT Use Case Demo – Pilot and 
Aircraft Readiness
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VAULT Webtop
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VAULT Help Desk
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VAULT Help Desk: Tenant, Data, Apps
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VAULT Help Desk: Knowledge Base
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§ Goals: 
§ Determine the current readiness levels of Pilots and Aircraft across the department
§ Use a classic ML model to predict readiness levels

§ Data Sources: 
§ G081: Provides unclassified maintenance data for Mobility airlift aircraft
§ ARMS: Provides aircrew training records used to determine readiness

§ NOTE: Synthetic data for demonstration
 purposes

Sample Use Case

23
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Sample Tooling Pipelines

24

Ingest Manage 
Storage

Manage 
Metadata

Data 
Manipulation, 

Cleansing, 
and 

Experimentati
on 

Visualize 
AnalyticsIngest Store Munging

Data Manipulation, 
Cleansing, and 

Experimentation 

Visualize 
Analytics
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Sample Tooling Pipeline

25

Ingest Manage 
Storage

Manage 
Metadata

Data 
Manipulation, 

Cleansing, and 
Experimentatio

n 

Visualize 
AnalyticsIngest Store Munging

Data 
Manipulation, 

Cleansing, and 
Experimentation 

Visualize 
Analytics

What is the Delta Lake? 
• An open-source data management layer which provides 

reliability and performance to our data lakehouse
Why Delta?
• ACID transactions and logs
• Metadata handling
• Time travel – rollbacks and audit trails
• Schema enforcement
• Supports both structured and unstructured data
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Tenant Lite Sample Use-Case Pipeline
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Ingest Manage 
Storage

Manage 
Metadata

Data 
Manipulation, 

Cleansing, and 
Experimentation 

Visualize 
Analytics

Ingest Store Munging
Data Manipulation, 

Cleansing, and 
Experimentation 

Visualize 
Analytics

Utilizing curated, or better yet, 
trusted data in Delta Lake can save 
data analysis tremendous time

Time to complete data cleaning work 
in Databricks? For basic use-case, as 
little as a couple hours.

• Time to write code and 
configure/customize Plotly Dash 
Application? Half a day or less for 
basic use-case

• Time to deploy? Plotly Enterprise is 
self-service so app can be deployed 
same day. Plotly Dash will require a 
help desk ticket. Time to Completion? ≈ 1 day 
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Databricks: Delta Tables

27NOTE: Synthetic data for demonstration purposes
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Databricks: Delta Table – g081_aircraft 

28NOTE: Synthetic data for demonstration purposes
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Databricks: Read in Delta Table

29NOTE: Synthetic data for demonstration purposes
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Databricks: Data Prep

30NOTE: Synthetic data for demonstration purposes
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Databricks: Machine Learning

31NOTE: Synthetic data for demonstration purposes
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Databricks: Machine Learning

32NOTE: Synthetic data for demonstration purposes
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Databricks: Plotly Dash Graph 
Configuration
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Plotly Dash

34NOTE: Synthetic data for demonstration purposes
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Plotly Dash

35NOTE: Synthetic data for demonstration purposes
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Plotly Dash

36NOTE: Synthetic data for demonstration purposes



UNCLASSIFIED: Distribution A

Other Use-Case Pipelines: Tableau and Dataiku
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Ingest Manage 
Storage

Manage 
Metadata

Data 
Manipulation, 

Cleansing, 
and 

Experimentati
on 

Visualize 
AnalyticsIngest Store Munging

Data Manipulation, 
Cleansing, and 

Experimentation 

Visualize 
Analytics

Time to Completion? With just a few clicks we will 
have a geographical scatter map

Ingest Manage 
Metadata

Visualize 
Analytics
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VAULT Data Platform - Summary

§ A VAULT Tenant space is a private 
workspace for storing, building and 
maintaining organization-specific 
data and workflows

§ VAULT Tenant Space Offerings
§ Full <VAULT Default> = S3, 

Hue, Zeppelin, RDS & EMR
§ Standard = S3, JupyterHub <in 

work>
§ Lite = S3 and Console

§ Each tenant option supports 
different use cases and comes with 
different cost models

38

VAULT enables users data access and utilization thru multiple offerings: dedicated tenant spaces, data acquisition, enterprise 
data, an enterprise tool suite and Bring Your Own Tools and a suite of tools that enable data exploitation activities.

§ Users can self provision to VAULT
§ NIPR: https://afdatalab.af.mil/
§ SIPR: https://afdatalab.af.smil.mil

§ Users can work in the following areas:
§ VAULT Default Tenant – access to 

Enterprise Data Area & Enterprise 
Tools (Cannot access 
limited/controlled data)

§ New Tenant Space or Existing Tenant 
Space
§ Access to Enterprise Data, 

Enterprise Tools, Limited/Controlled 
Data <as applicable>

§ Supports BYOT Deployment

Full 
Tenant

Standard 
Tenant

Tenant 
Lite

Enrichment

§ VAULT offers a unique capability to Bring Your Own Tool (BYOT) 
to the platform and the User Tenant Space. 
§ These tools are GOTS, COTS or custom code tools that a 

tenant space may need to support data exploration and 
visualization

Ingest Manage
Storage

Manage
Metadata

Manipulate 
Cleanse & 

Experiment
Visualize

S3 Bucket
AWS RDS
Hadoop File Store
SQL, Hive, Parquet

BYOT Deployed Applications:
Swimlane
Appian
COGYNT / ENVEIL / VESPR
Plotly
Dataiku
Rhombus Guardian

§ VAULT offers a constantly expanding Enterprise Tool Suite to support 
a full lifecycle of data exploitation activities customizable to the users.
§ Note: Some tools require licensing or participation in cost sharing

Reference to a vendor, contractor or any other non-government entity is for 
informational purposes only and is not to be considered as an endorsement. 

https://afdatalab.af.mil/
https://afdatalab.af.smil.mil/
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38th Engineering 
Squadron A1ZR AFGSC AFRL-RYWA

Analytics & 
Assessment 
Directorate

Cyberworx FLTS MROi SAF/CND

40 FLTS ACC AFIMSC AFSC AWPPAO DAFCINT HAF/DSI myFDdata SAF/CO

412 TW-PA ACC-A3 AFIT-USAFA AFSOC BESPIN DSAF HBAT NGBFM SAF/SA

417 FLTS ACTF AFMAA AFSVC EITaaS HPSRF OMBPC SAFMG

46TS-TGBB AETC A1 AFMC-FM HQ AETC CSS OSD-CAPE SMARTFM

76sweg AF/HO AFNWC-NC3 Kesssel Run OSI TruDat

96 CTG Data WG AFA4LM AFOSI-SFMIS KRADOS PMTEC-Tableau UDTAI

96 RNCS AFAC AFOTEC AFTC C-19 F-22 LogUot III Readiness 
Pathfinder

USAF-
TestPilotSchool

A1 myData AFBIT AFRC AFWIC CON-IT F15EXPO MDACOST Rhombus 
Guardian USSOCOM

A1XD AFCAA AFRL-CDAO AMCA2Y CTIO/S9 F35 Minute Man III SAF-IE Vulcan

VAULT Data Platform – Mission Support

39

VAULT Supports Critical Missions & Delivers Value to the Department of the Air Force
VAULT Data Platform Supports over 110 Dedicated Workspaces “Tenants” across NIPR & SIPR

Reference to a vendor, contractor or any other non-government entity is for 
informational purposes only and is not to be considered as an endorsement. 
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VAULT Data Platform: Fact Sheet

Number of Accounts:  
16,000+

Data Feeds:  ~120

Tenants: 
~124

Data Files: ~473 Million

VDP Instances:  
NIPR, SIPR, JWICS <In Work>

Data Storage/Size: ~1,570 TB

Bring Your Own Tool (BYOT): 
~20 Deployed

VAULT Enterprise Tools:  ~20

40

**Data represents NIPR & SIPR data
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VAULT Data Platform - Access Info

■ To access VAULT Data Platform:
■ On NIPR, go to ---> https://afdatalab.af.mil/

■ Note: make sure you're connected via .mil domain or VPN
■ On SIPR, go to --> https://afdatalab.af.smil.mil/

■ To request a VAULT user account
■ Click the ”Request an Account" tile

■ Need assistance?
■ Email afcdoprod@servicenowservices.com -- this will generate a ticket and 

the appropriate person will contact you
■ Email AF.Vaultcustomer.successteam@us.af.mil -- this will put you in touch 

with our customer success team to help with tool usage or other user-
centric support
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VAULT Data Platform - Contact Info
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Government POCs Contractor POCs
Mr. Matt Cocuzzi – Chief, Data Ops & Capabilities Development Division – 
SAF/CND
• matthew.cocuzzi@us.af.mil 

Ms. Marlu Oswald – Seed Innovations CEO & President
• marluoswald@seed-innovations.com

Lt Col William Parker – VAULT Director – SAF/CND
• william.parker.3@us.af.mil

Ms. Krista Wright – Seed Innovations COO & VAULT Program 
Manager
• kristawright@seed-innovations.com

Lt Col David Tungesvik – VAULT Liaison – SAF/CND
• david.tungesvik.1@spaceforce.mil 

Mr. Toby Oswald – Seed Innovations CIO & VAULT Chief Architect
• tobyoswald@seed-innovations.com

Mr. Jay Roberts – VAULT Technical Lead – SAF/CND
• isaac.roberts.2@us.af.mil

Ms. Clare Bolin, Mr. Mark Bryant, Mr. Gerson Escobar, Mr. Christopher Gillie, 
Ms. Sepideh Maharati – VAULT SMEs – SAF/CND
• clare.bolin@us.af.mil, mark.bryant.16@us.af.mil,  gerson.escobar@us.af.mil, 

christopher.gillie.2@us.af.mil,  sepideh.maharati@us.af.mil 

mailto:matthew.cocuzzi@us.af.mil
mailto:william.parker.3@us.af.mil
mailto:david.tungesvik.1@spaceforce.mil
mailto:isaac.roberts.2@us.af.mil
mailto:clare.bolin@us.af.mil
mailto:mark.bryant.16@us.af.mil
mailto:gerson.escobar@us.af.mil
mailto:christopher.gillie.2@us.af.mil
mailto:sepideh.maharati@us.af.mil
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QUESTIONS?QUESTIONS?
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BACKUP SLIDES
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VAULT Data Platform - Access Info

■ Request to be added to an existing VAULT Tenant:

■ Select "Tenant Spaces" from the Popular Links section on the main page -

■ Select “Request Access to Existing Tenant" -

■ Submit a New/Updated PII Certificate and Request Tenant PII Access

■ Select "PII Access" from the Popular Links section on the main page -

■ Select "Initial Submission" or "Certification Update" -

■ Select "Tenant PII Access Request" -
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VAULT Data Platform - Access Info

■ To Request Data in VAULT

■ Select “Data Requests" from the Popular Topics section on the main page
■ Select “Request Access to a VAULT Data Asset”

■ For data already available within the VAULT
■ Select “Request a New Data Pipeline”

■ To request a new data asset be provisioned into VAULT
■ Complete the forms

■ Upon submittal - the data request will be queued by priority to be worked

■ To submit a BYOT request
■ Select “Bring Your Own Tool" from the Popular Topics section on the main page -

■ Select “BYOT" -

■ Fill out the form to begin the process
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Data Sharing

Platform Evolution

Data Pipelines

Apr May Jun Jul Aug Sep

VAULT Data Platform - Roadmap
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2023

Acquisition 
Modernization

Data Tagging

BYOT: DAF Data Fabric

Automated Data Pipelines

Data IntegrationData Curation

Data Transformation

Data Catalog

API Gateway API  Integrations

Data Connection 
Modernization

BYOT & Deployments
BYOT: VESPR

BYOT: Swimlane

BYOT: ITIPS

BYOT: Rhombus Guardian Deployments

BYOT: COGYNT Upgrade

BYOT: Dataiku Upgrade

BYOT: Appian Upgrades

BYOT: Tableau Upgrade

BYOT: To Be Prioritized

DSE Federation

Big 6 Data Connection / Expansion

C&S Resource Management

Metrics Improvements

Tenant Stack Modernization

BYOT Governance Improvements

SNow: ITSM Automation

SNow: SIPR Standalone Deployment SNow: Upgrade

VAULT to JWICS Effort
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VAULT Data Platform - Summary
§ VAULT Focus = Users Supporting the Mission!  

§ Visible – Accessible – Understandable – Linked – Trusted
§ VAULT enables users by provisioning key enterprise tools to support data exploration, curation and analysis 

on the platform
§ VAULT supports more than 16000 accounts and continues to grow!

§ VAULT enables data sharing and has provisioned 120 data feeds with 59 more in progress and ~20 more 
ready to be delivered when available

§ VAULT has established an automated data sharing tool between Envision and VAULT
§ VAULT currently implementing an API Gateway solution

§ VAULT provides unique and mission focused applications for the users thru the BYOT offering!
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Tools Platform

Enterprise 
Tools

BYOT 
Tools

Data Culture

Data 
Capabilities

Data Sharing

VAULT 
Data 

Platform

Data
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VDP Impact – Data Provisioning

49

Acquisition DMZ Promotion Enrichment Egress
• Enables self service 

acquisition of data feeds
• Captures Business and 

Data Source & Set 
Metadata

• Automated Pipeline 
established for Envision 
Data Sharing

• VDP Protection Pipeline
• Protects VDP from 

security threats hidden 
within the data

• Performs Scanning of 
Data

• Quarantine & Archiving 
of Data

• Data Enrichment Pipeline
• Performed by the VAULT 

users
• Performed using 

Enterprise and BYOT tool 
suites

• Data Maturation, 
Curation, Linking, 
Wrangling

• Enrichment Pipeline is 
within a VAULT user 
space

• Promotes Data to the 
Enterprise Data Area or 
directly to the tenant 
space

• Verify/Validate and tag 
data based upon 
information collected 
during the acquisition 
phase

• Captures File Based 
Metadata

• Performs Data 
Transformation <if 
required>

• Pipelines to enable Data 
Egress from VAULT

• Data Egress from VAULT 
or Cross Domain

• Enables Auditing, Tagging 
and Cataloging

VAULT Data Execution
VAULT enables data sharing thru automated acquisition and data discovery, to user enabled enrichment and visualization using enterprise & BYOT tools and finally 

promoting and sharing the data to the platform and the enterprise.

VAULT Data Catalog
VAULT Data Area
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VAULT Data Platform – Foundational Capability
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VAULT drives key behaviors to demonstrate “Visible, Accessible, Understandable, Linked & Trusted”
• Enabling INTEROPERABILITY through a collaborative model to support Data Sharing across data platforms and the enterprise!
• Enable SELF-SERVICE through the deployment of tools to support user needs without creating vendor lock in the platform
• Automated and rapid deployments to ensure platform stability and relevancy following the DoD Enterprise DevSecOps Reference Design

• CI/CD Pipelines 
• Kubernetes Deployments enabling an automatically scaling platform

VD
P 

Fo
un

da
tio

na
l C

ap
ab

ili
ty

Self Provisioning to VAULT Data Platform Identity Control Access Management (ICAM) API Provisioning*
API Gateway & API/Tableau Integration

Constantly Expanding Enterprise Tool Offering Attribute Based Access Control* Data Access Management

Bring Your Own Tool
Enabling users to customize their data 
exploration experience

Data Provisioning & Data Sharing
Automated / Self-Service data sharing pipeline 
with Envision
Data Feed pipelines to tenant space and/or 
Enterprise Area

Automated Data Pipelines
Data Acquisition Pipeline
Data Scanning and Quarantine
Transform Pipeline*
Promotion Pipelines*

Jupyter Hub Capabilities*
Provides robust capability to VAULT users for 
complex and large data computations. 

Data Catalog *
Data Catalog containing all platform data 
information
Capable of integrating with Enterprise data 
catalog

Automated Metadata Definition*

Automated Plotly CI/CD Pipelines Data Tagging* * Capability available soon
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PlotlyDash Application
and the data source in Envision
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PlotlyDash Application
and the data source in Envision
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Databricks: Pip Installs/Imports

53NOTE: Synthetic data for demonstration purposes
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Tableau Server: Home
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Tableau Server: Connect to Databricks
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Tableau Server: Data Prep

56NOTE: Synthetic data for demonstration purposes
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Tableau Server: Create Scatter Map

57NOTE: Synthetic data for demonstration purposes
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Tableau Server: Dashboard

NOTE: Synthetic data for demonstration purposes
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Dataiku
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Dataiku: Project Summary
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Dataiku: Import Data Set

61NOTE: Synthetic data for demonstration purposes
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Dataiku: New Data Preparation Recipe

62NOTE: Synthetic data for demonstration purposes
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Dataiku: Begin Visual Analysis

63NOTE: Synthetic data for demonstration purposes
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Dataiku: Data Prep

64NOTE: Synthetic data for demonstration purposes
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Dataiku: Convert Column Types

65NOTE: Synthetic data for demonstration purposes
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Dataiku: Split Geohash into Lat/Lon

66NOTE: Synthetic data for demonstration purposes
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Dataiku: Create Column with type Geopoint from Lat/Lon

67NOTE: Synthetic data for demonstration purposes
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Dataiku: Save as Prepared Data Set
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Dataiku: Create Scatter Map
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Dataiku: Configure Scatter Map

70NOTE: Synthetic data for demonstration purposes
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Dataiku: Publish to Dashboard

71NOTE: Synthetic data for demonstration purposes
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Dataiku: Publish to Dashboard

72NOTE: Synthetic data for demonstration purposes


