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DAFITC 2022 Theme & Tracks

m Track 1: Integrated Deterrence e, * 4
= JADC2 and ACE v+, DAFITC
m Interoperability (Joint, Allies, & Partners) ° zoz z
m ABMS

<_m Track 2: A Digital Air & Space Force > m Track 4: Operationally-Focused Cybersecurity

m Software Dev/SecOps m Advanced Threats
m Data & Al m Information Warfare
m User Experience m Securing the Software Supply Chain

m Track 3: Next-generation Networking m Track 5: Enabling Digital Talent/Human Capital
m Cloud/Edge computing m Training/Education
m Zero Trust m Development
m Application and Programming Interfaces (APIs) m Diversity & Inclusion
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Briefing Focus Points

Established 1947

e Strategic Drivers

e Digital BMA Journey

e Current BMA Strategy Lines of Effort

e Capital Asset Planning

e BCAC Process Assessment

e BMA “As & To Be” Environment

e BMA Mod Transformation Journey

e Legacy Systems/Processes Rationalization

e Modernized BMA
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SECDEF - Message to the Force:

“Ensuring that the Department develops the right
people, priorities, and purpose of mission to
continue to defend the Nation from enemies foreign
and domestic.”

Capability Planning Guidance (CPG)

Secure and compliant systems focusing on ldentity,
Credential, and Access Management (ICAM), Federal
Financial Management Improvement Act (FFMIA),
and Standard Financial Information Structure/
Standard Line of Accounting (SFIS/SLOA).

CSAF - “Accelerate Change or Lose”
Focus on the Joint Warfighting Concept, enabled by
Joint All-Domain Command and Control and rapidly
move forward with digital, low cost, high tech, war-
fighting capacities.

Strategic Drivers

Reform the
Department for great
performance and
affordability

Secretary of the Air Force

Secretary of Defense
Mr. Frank Kendall 111

Mr. Lloyd J. Austin Il

Cost-effectively
modernize ... to increase
the lethality of the force.

Strengthen our alliances
... because we are
stronger together.

Air Force Chief of Staff

General Charles Q. Brown, Jr. Mr. Richard W. Lombardi

DAF Deputy Chief Management Officer

Established 1947

DAF Operational Imperatives (Ols)

Transition the DAF to a wartime posture. Cybersecurity
and Defense (CS&D), focused on non-kinetic attacks
from a peer adversary that would prevent the DAF from
generating combat power.

SECAF - Cyber-Task Order (CTO)

Assigned Business Systems to leverage enterprise
IT services to the maximum extent possible in future
system recapitalization efforts and new programs or
systems in the POM cycle.

Business Mission Area Strategy

Provides BMA stakeholders a directional product for
aligning enterprise initiatives to achieve Congressional,
DoD and DAF Imperatives. Key components includes,
defining a performing governance construct, building
cost effective and efficient operations, rapidly fielding
capabilities to Airman and Guardian and modernizing the
BMA environment.

Drives IT Portfolio Plans and Priorities
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BMA Journey to a Digital Air Force

Established 1947
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BMA Transformation
Lines of Efforts

Established 1947

Modernization (Data Strategies/Visualization)

Enterprise Performance Debt Reduction m Enterprise IT (Cyber Task Order)

App Rationalization BMA Cloud Migration
Efficient T
Cloud Migration Interoperability Unified Data Architecture

o BMA Strategy BI\T/I;]A;:]t;a;eL? y
Management initiatives Theme # 2 App Rationalization
SAM Al Systems Changes
System Security @ @ FUTURE STATE A4 Systems Changes

USSF Uniques

Lines of Effort
Enterprise IT (Cyber Task Order) BMA Strategy — AA Other Sys Changes

Theme # 4 BMA Strategy
e-GRC Theme # 1

CPG Secure BMA Sl @
SIEM ICAM Zero Trust [S=g Space-force
—
Stand-up

AQ Systems Changes

Strategy to Execution (OEP process) FM Systems Adoption

QTR Business Reviews Digital @ Enterprise IT (Cyber-Task Order)
. Governance Rapid Airman &
POM Insights Guardian Capabilities AFI1 -63-144 Reform
BMA Strategy
Performance Mgt Theme # 1 BMA Strategy Rapid Application Acquisition Adoption
Theme # 3
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CAPITAL ASSET PLANNING IN BCAC

Achieve BMA Objectives

Air Force

Established 1947

We believe the best BMA digital transformation approach is to make it part of a larger integrated Investment

Business Qutcomes

Quarterly Reports

Performance
Annual Reports

Management

Performance
Measures

Progress
Reports

Requirements ID Program

Management

Release Management

Sustainment
Management

Management Oversight Ecosystem; one that relies on modernization blueprints developed as part of the enterprise
architecture to help focus decisions on what’s important from a strategic & sometimes tactical perspective.

BMA Transformation

Defined
BMA Mission Capabilities

Digital Governance
on
Business Performance
Reviews

Unified Data Architecture

—

Strategic

Planning

Vision
Defined
Technology Architecture
and Services

Priorities
Goals

Modernization

Blueprint
POM Alignment
and
Impacts Application
Inventory

Costs, Benefits & Risks

Business

Case Analysis

Enterprise

Architecture

Pro-forma

Business Cases
Capital Asset
Planning Data

BMA Lines of Effort

NDS
DAF Directional Plans

BMA Strategy

Current State

As Planned
Future State

Roadmap

Innovate, Accelerate, Thrive -

The Air Force at 75
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Background

e |AW DODI 5000.75, 2 Feb 17, (Chg 2, 24 Jan 20) / DAFI 63-
144 (in rewrite)

e Covers defense business capabilities and supporting
business systems, including “as a Service”

e Requires updates to phases 2 and 3 deliverables

Required Changes

e Build and maintain repository of “directed” (tech stack)
and “available” (service catalog) IT services

e |dentify standard platform app development systems w/
Business Enterprise Architecture-defined scopes

e Update DAFI 63-144 to update Business Enterprise
Architecture capability documentation and assessment
requirements for available IT services

e Update BMA Technology Directionality Framework

Innovate, Accelerate, Thrive -

BCAC Process Assessment

N7 US. Air Force

BMA Future Capability
Functional Owner/Program Manager

Capability
Service Catalogs Need

f Identification ‘

Capability

BCAC
Support

Ippo.
Phases
t Acquisition, lequ ents
Testing & i
lani

Deployment

4 bbbttt ide

BMA Technology
Directionality Framework
OEP addresses
EIT compliance

BCAC Lifecycle

Expected Outcomes

e At end of BCAC phase 2, identification of BEA-based
mission capabilities to enable IT service reuse

e At end of BCAC phase 3, assessment of available IT
services within application’s acquisition business case

e Updated Technology Directionality Framework based on
progress from technology direction to formal guidance

The Air Force at 75 CUl
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As is and To Be
Legacy Technology to Services Environment

FUTURE STATE MODERNIZED
CURRENT STATE MULTI-SYSTEMS ENVIRONMENT LEVERAGING ENTERPRISE IT SERVICES
f

- AFMC
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Manual ind P NERIEE S fpie ] Ll
-
BMA ENTERPRISE INFORMATION TECHNOLOGY SERVICES
Managed Services Service Platforms
: Legend e — Data Process
3 Aggregation Automation
»> == Uses
', g App Store
s .
[ | Y N —— | Configure & Use
| - & - 0 DCMO SERVICES
”* S
: Mission Org P::‘;i’; Enterprise EA
[ = Performance
Numerous disparate, siloed systems without an enterprise approach to prioritizing requirements, designs, sustainment, Logically Isolated Monitoring
and security. __Instance
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DAF BMA Transformation Journey

Established 1947

BMA Current State Analysis IMPLEMENTATION JOURNEY BMA To-Be State

o ° o
(’ _

3

0 BETTER =5

DEcCISIONS INSIGHTS

4 hi EIT - Services/Audit Tools
< / Strategic Planning IT Planning ETTEISE (e EETTE
/ ," Management

DAF Capability Planning Target Architecture
/ ICAM / NFR Tools Design

Application Portfolio
Governance

1
1
1
i
-
1
1
1
1
1

Cyber Task Order
Enterprise Services

Service Catalog
Design/Implementation

Business Capability
Validation

Application/BMA Process Business Capability

BMA Modernization

\ \ Rationalization Management
\
DY oama |
-— ‘ vm . . DAF . ) Service Portfolio
= —' Directional Framework Automation as a Service
I @ ] Desi Governance
-> , esign
! N S I/
\s\ ,l
E N IFEinencialiVianagement:
) ‘< Manual
,' Processes! BMA
/ Contract and . CAPEX/OPEX
A Total Cost Analysis

Vendor Alignment Optimizations

(BMA Licensing Model)

LR Risk Management oo

Application Risk
Management

Project Risk Cyber-Security
Management and
Compliance

Information Risk
Management

ECloud RPaas/Saas)

Providers EIT/ICAM
.l’ ¥
aley%rce i amazon
NP webservices
Microsoft D
AFLCMC  Cloud —
-dn =

i Master Data
e Managemen

@3 Managed Services

SOA
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- Legacy Systems/Processes
Rationalization Ecosystem

The BMA Business .
odifilkze Microsoft _ —
- 717 OOUd‘ lesforce Other aaService
e - sales; )
400+ -:,:-alpaz_on |} \ " Providers
- webservices 2 _i»-llltill-‘[ - —
[] []
DBS SaasS Portfolio & Procuring L Agile Implementation l
SaaS Models (Enterprise Licensing) | Roadmap J
ili 1 )
e Capabll.lty L] L 4 Solution Analysis 4
Analysis ) J
1 )
{ TCO Analysis J. { Compliance and DESMF T

£

J

New Capability

PaaS Portfolio & Procuring Agile Implementation

Refactor/ Models (Enterprise Licensing) Roadmap
Business Develop/Migrate
Services SaaS/PaaS/EIT B
e Capabll_lty Lap Solution Analysis
Analysis
Systems and
To o
Applications TCO Analysis Solution Design
[] []
Transformation Roadmap

BMA End to End

Legacy Business PaaS
Process Flows
Compliance and DESMF

Refactoring ConOps

ao
Consolidation %’“’J
- ( | ( Agile Implementation
— S — As-Is Migration Plan [ ‘ grie 'mp ®
| J Roadmap
; \ .
laasS Gap Analysis ‘. ‘ laaS Architecture ®
. | ( .
TCO Analysis ‘. Compliance and DESMF ®

Cloud

@ Core DAF Systems
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BMA “Must” Modernize

BMA Strategy - Strategic Theme #4

Transition

L)
Siloed BMA DISCIPLINES & INITATIVES (D&I)
Current BMA environment too complex to manage and must “Modernize”
to achieve Changing Goals and Objectives.
BMA Strategies Stakeholders . ‘
Opportunities Value Chains
Principles Missions DAF Goals Objectives Constraints
; Threats
Values Weaknesses Visiors Requirements
‘ : Strengths
Organizations
EIT Services Products
Events :
Services Methodologies
! TAriggeir‘sr : i Functions Procedures
Skills
- Workflow
Responsibilities Business Rules
Roles
Risks
Financial Assets .
People Projects
obs 2 : “ Budget
Objects - Time
Facilities Data Information
- Tax
Legal Cost
Locations Knowledge
Tools Models
Applications Systems/Services
Databases Middleware Use Cases
Hardware Networks

Virtual Team
Integration

i Aok
Shared Field Views ‘ "ﬂljﬂﬂl@llﬂ

VR
Connected

®
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Established 1947

OneBMA

Augmented Reality Wearables

Smart
Sensors
g )| \ ) ~‘ Low Code Development

- = g
£ GRS
Em.PO‘)lered ) Alexa Like Interfaces
Airmen & p '
Drone
Adaptations

Guardians

Location Detection

Advanced Airmen-Machine Integration

Advanced Transparent
Authentication

\

Al Augmented Reality

\\
Lifecycle Al .\

Engine
Al Airmen Services

Business Processes are Natural Organizers and Connect
CUI

Capability to Strateg

The Air Force at 75
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Established 1947

Thank you
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Established 1947

Back Up

Innovate, Accelerate, Thrive - The Air Force at 75 CuUl 14



N7 US. Air Force

Definitions

Established 1947

m |IT Services: Services that include outsourced IT-based business processes, outsourced IT,
and outsourced information functions

m |IT Platform: any hardware or software used to host an application or service. Examples
Include storage/processing (e.g., cloud), low-code no-code development (and operation)
environments (e.g., SalesForce), etc.

m |IT Pipeline: set of tools and automated processes utilized by the software engineering team to
compile, build, and deploy code

m Application: software that provides a business functionality that you can use internally,
externally, or with other business applications

m Tech (solution) Stack: combination of technologies used to build and run an application or
project

m Service Catalog: is an organized, searchable, digital presentation of the services that your
company provides

As of: Innovate, Accelerate, Thrive - The Air Force at 75 CUI 15
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What will change?

Established 1947

TRANSFORMATION:

m All departments (business and enablers) will take advantage of enterprise IT services

m Policies changes implemented that enable business and war fighter transformation; driven by automation using cloud service
models (SaaS /PaaS - /laaS, Dev/Ops, Al/ML, etc).

m  New demands can be aligned with future state services; ability to drive transformation by leveraging existing enterprise services

m The current development activities needs to be re-aligned with ClO’s Cloud Operating Model; development of these functionality
will move toward a shared services model. The Department will no longer invest in tech when better options are available in the
cloud.

GOVERNANCE:!:

m Department can now be facilitated at the enterprise level connecting business and war capabilities

m  Transform governance capability by implementing automated enterprise process instruments to achieve an innovative
connected environment that aligns with multi-domain strategic goals and objectives.

m  BMA council Decision makers are provided the necessary tools (roadmaps & intelligent instruments'), processes and
information to guide the DAF.

MANAGEMENT:

m  Avoid wasting budget on things that do not matter to the department; evaluate airman’s experience and bring ROI to
commanders.

m Provide DAF the ability to shrink or evaporate sustainment footprint. The digital world will require more dev/sec/ops support
functions and resources for sustainment.

m  On-demand (OEP out of cycle agility); service needs will increase driving rapid application changes.

m Drive CAPex and Opex Efficiency.

As of: CUI 16



