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from swarm import SwarmCallback

swarmCallback = 
SwarmCallback(rv_interval=1, 
min_peers=2, num_epochs=500, 
val_batch_size=VALID_BATCH_SIZE)

callbacks_list = [swarmCallback]







• The term secure AI is used for methods 
concerned with safeguarding algorithms, 
and the term privacy-preserving AI for 
systems allowing data processing without 
revealing the data itself. Their combination 
aims to guarantee sovereignty over the 
input data and the algorithms, integrity of 
the computational process and its results, 
and to offer trustworthy and transparently 
auditable technical implementations 
(structured transparency).

• The approach of retaining the global 
statistical distribution of a dataset while 
reducing individually recognizable 
information is termed differential 
privacy(DP)

“Secure, privacy-preserving and federated machine learning in 
medical imaging”, Kaissis et. al. 

https://www.nature.com/articles/s42256-020-0186-1
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Homomorphic encryption (HE) is an encryption scheme that allows computation 
on encrypted data as if it was unencrypted (plain text)
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Mutual TLS, or mTLS for short, is a method for mutual 
authentication. mTLS ensures that the parties at each end 
of a network connection are who they claim ...
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Warnat-Herresthal, S., Schultze, H., Shastry, K.L. et al. Swarm Learning for decentralized and confidential clinical machine learning. Nature 594, 265–270 (2021). https://doi.org/10.1038/s41586-021-03583-3
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https://doi.org/10.1038/s41586-021-03583-3


https://psnow.ext.hpe.com/doc/a50000344enw?from=app&section=search&isFutureVersion=true
https://www.hpe.com/us/en/insights/articles/swarm-learning-and-the-artificially-intelligent-edge-1908.html
https://community.hpe.com/t5/Advancing-Life-Work/Watch-Jake-Ludington-interview-Prasad-Shastry-on-how-to-improve/ba-p/7055307
https://video.cube365.net/c/927783
https://hpe.seismic.com/Link/Content/DCxJDoYnnuX0q5pLF5IJBBnQ
https://unitedimaging.biz/swarm-learning-and-the-artificially-intelligent-edge/
https://www.facebook.com/watch/?v=1051786988510555
https://www.youtube.com/watch?v=c29CjxfJNTY&ab_channel=HewlettPackardEnterprise
https://www.researchgate.net/publication/342495847_Swarm_Learning_as_a_privacy-preserving_machine_learning_approach_for_disease_classification
http://biorxiv.org/content/10.1101/2020.06.25.171009v2
https://insidehpc.com/2019/11/dr-eng-lim-goh-on-swarm-learning-and-steering-hpc-simulation-with-ai/
https://www.hpcwire.com/2020/11/27/the-present-and-future-of-ai-a-discussion-with-hpc-visionary-dr-eng-lim-goh/
https://www.wsj.com/articles/blockchain-ai-combine-to-make-an-internet-of-smarter-things-11561656519
https://www.meritas.co/supercomputers-ai-and-the-power-of-big-datasets/
https://www.youtube.com/watch?v=paBt6nvyTHQ&ab_channel=RonaldVanLoon
https://academic.microsoft.com/paper/2979283201/citedby/search?q=A%20machine%20learning%20algorithm%20predicts%20molecular%20subtypes%20in%20pancreatic%20ductal%20adenocarcinoma%20with%20differential%20response%20to%20gemcitabine-based%20versus%20FOLFIRINOX%20chemotherapy.&qe=RId%3D2979283201&f=&orderBy=0


https://www.hpe.com/h22228/video-gallery/us/en/fa13e99e-2c34-4ece-8229-7d856199bf3a/the-big-shift--healthcare-research-redefined/video/
https://www.hpe.com/h22228/video-gallery/us/en/700000804/EN/US/c8885cdb-ff75-4171-b6cc-4ea0a5ff01af/the-big-shift-what-is-swarm-learning/video
https://www.hpe.com/h22228/video-gallery/us/en/fd0a8676-6bc4-454f-8075-e8ddb035dc93/the-big-shift--meet-the-car-of-the-future/video/?lang=ALL



