
PENETRATION TESTING IN THE AIR FORCE: 
HOW THE SERVICE HACKS TO MOVE FASTER
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INTRODUCTION AND AGENDA

He y, I’m  Tyle r – p e n te s t le a d  fo r Da rk Wo lf a n d  
p rio r 1N4 A SSg t. Le t’s  c h a t a b o u t a  fe w th in g s ! 

• Au th o riza tio n , Fa c to rie s  a n d  AOs  - o h  m y!

• Wh e re  o ffe n s ive  s e c u rity fits  in

• Wh a t h a c kin g  g o ve rn m e n t s ys te m s  lo o ks  
like  - ye s , with  p ic tu re s !

• Ho w c a n  it  g ro w fro m  h e re ?
Tyle r Fo rd h a m
Pe n e tra tio n  Te s tin g  Te a m  
Le a d , Da rk Wo lf So lu tio n s
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BEFORE I FORGET: WHAT’S
PENTESTING?

• “An  a u th o rize d  s im u la te d  c yb e ra tta c k o n  a  c o m p u te r 
s ys te m , p e rfo rm e d  to  e va lu a te  th e  s e c u rity o f th e  s ys te m .”

• Ca n  a p p ly to  e ve ryth in g  fro m  n e two rks  a n d  a p p lic a tio n s  to  
a vio n ic  s u b s ys te m s  a n d  b u ild in g  a la rm  n e two rks

• At its  c o re , a  p ro a c tive  to o l fo r fin d in g  s e c u rity h o le s  in  a  
s ys te m  b e fo re  a  b a d  a c to r d o e s

• Allo ws  a d m in s , d e vs  a n d  s ta ke h o ld e rs  a like  to  fin d  a n d  
p rio ritize  s e c u rity fla ws  th a t c o u ld  d a m a g e  a n  o rg a n iza tio n

Bu t  h o w  d o e s  t h is  a p p ly  t o  t h e  Air  Fo rc e ?!
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SETTING THE STAGE…
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AUTHORIZATION IN THE DOD: A BRIEF
HISTORY FOR A LONG PROCESS
• DIACAP in  20 0 2, th e n  RMF in  20 10

• In  e s s e n c e , b o th  s ta n d a rd s  p ro vid e (d )  fu n c tio n a l 
c yb e rs e c u rity c o n tro ls  fo r a s s e s s in g  a  s ys te m

• Sys te m  m a tu rity is  d e fin e d  p ro c e d u ra lly b y a  c a d re  o f 
a s s e s s o rs  with  va ryin g  le ve ls  o f te c h n ic a l b a c kg ro u n d

• Prim a ry is s u e s :

• Sp e e d  - a n  Au th o rity To  Op e ra te  (ATO)  c a n  ta ke  ye a rs !

• La c k o f c o n s is te n t te c h n ic a l va lid a tio n
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SOFTWARE FACTORIES: A NEW ERA

• Co m m e rc ia l in d u s try h a s  b e e n  p u s h in g  th e  De vOp s  
m o ve m e n t s in c e  20 0 8  

• La u re n  Kn a u s e n b e rg e r, Ch ie f Tra n s fo rm a tio n  Offic e r a t  
th e  tim e , a n d  o th e rs  ta ke  th is  e xa m p le  a n d  g e t th e  
p o lit ic a l c a p ita l to  e s ta b lis h  Ke s s e l Ru n

• It’s  a  wild  s u c c e s s  a n d  th e  e c o s ys te m
e xp lo d e s  n e a rly o ve rn ig h t

• Ove r a  d o ze n  s o ftwa re  fa c to rie s  in  
USAF a lo n e  s to o d  u p  fro m  20 18  to  n o w
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BRINGING THE AOS AROUND

• Ge n e ra lly, th e  p rio r two  s lid e s  h a ve  in h e re n tly in vo lve d  
s o m e  c o n flic t  with  e a c h  o th e r

• Ma n y AOs  “g re w u p ” with  wa te rfa ll d e ve lo p m e n t, s ta n d a rd  
a u th o riza tio n  a n d  g o o d  o ld  Do D “h u rry u p  a n d  wa it”

• Tra ilb la ze rs  like  La u re n  K. a n d  Da n n y Ho ltzm a n  b ro ke  th e  
m o ld  a n d  h e lp e d  p o p u la rize  Fa s t Tra c k a n d  Co n tin u o u s  
ATO

• With  p re c e d e n ts  s e t, it’s  a ll a b o u t g e ttin g  b u y in  fo r fa s te r 
t im e lin e s  a n d  te c h n ic a l va lid a tio n  o ve r th e  tra d itio n a l 
m o d e l
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Me d ia n  Au d ie n c e  Me m b e r: 
“Oka y, b u t le t’s  ta lk a b o u t p e n e tra tio n  te s tin g  n o w!”
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WHERE DOES PENTESTING FIT IN?
• Fa c to rie s , a u th o riza tio n  a n d  

AOs  - I p ro m is e d  th e s e  we re  a  
c o m m o n  th re a d !

• Pe n e tra tio n  te s tin g  wo rks  a s  a  
fo rc e  m u ltip lie r fo r e ffe c tive ly 
e ve ry s o ftwa re  a n d  c a p a b ility 
s ta n d a rd  u s e d  in  th e  USAF

• Alo n g s id e  th e  d is c u s s e d  
s e c u rity b e n e fits , th e  fo c u s e d  
s e c u rity a n a lys is  th a t h a c ke rs  
c a n  p ro vid e  yo u  a c tu a lly 
s p e e d s  u p th e  p ro c e s s  o f 
g e ttin g  to o ls  fie ld e d  fo r th e  
wa rfig h te r

Traditional ATO Fast Track ATO Continuous ATO

AOs  c a n  le ve ra g e  
p e n e tra tio n  
te s tin g  a s  a n  
a d d itio n a l 
s e c u rity c h e c k to  
va lid a te , 
s tre n g th e n  a n d  
e xp e d ite  
tra d itio n a l 
a u th o riza tio n  
p a c ka g e s . 

A p e n e tra tio n  
te s t, a lo n g s id e  
re le va n t POA&Ms  
b a s e d  o n  re s u lts , 
c a n  b e  u s e d  in  a  
Fa s t Tra c k ATO to  
d ra s tic a lly 
re d u c e  
p a p e rwo rk a n d  
n e c e s s a ry 
c o n tro ls .

Pe rp e tu a l 
p e n e tra tio n  
te s tin g  a n d / o r re d  
te a m in g  a s  p a rt o f 
a  we ll- o ile d  
De vSe c Op s  
p ip e lin e  c a n  a llo w 
fo r c o n tin u o u s  
d e live ry o f 
a u th o rize d  
s o ftwa re  in  th e  
Co n tin u o u s  ATO 
m o d e l.
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OKAY, BUT HOW IS IT DONE?
• Gla d  yo u  a s ke d ! Th e re  a re  two  m a in  m o d e ls

• On e - o ff p e n e tra tio n  te s tin g : b rin g in g  a  ve n d o r in  to  te s t  yo u r 
c a p a b ility a s  a  th ird  p a rty a n d  g o in g  yo u r s e p a ra te  wa ys

• In - h o u s e  re d  te a m s : a n  o rg a n iza tio n  b rin g s  o n  o ffe n s ive  s e c u rity 
s p e c ia lis ts  fu ll t im e  to  te s t  e ve ryth in g  in  th e  b o u n d a ry

• In  e ith e r m o d e l, th e  a m o u n t o f in fo rm a tio n  s h a re d  c h a n g e s  
th e  typ e  o f te s t  d ra s tic a lly; b la c k, g re y a n d  wh ite  b o x 
te s tin g
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YEAH, BUT WHO’S DOING THE HACKING?
• By a n d  la rg e  a c ro s s  th e  s e rvic e , th is  is  p rim a rily 

c o n tra c to rs  rig h t n o w 

• La rg e r e n tit ie s  - o fte n  e xis tin g  ve h ic le s  a n d  m a n p o we r, n ic h e  
s kill s e ts  a re  n o t a lwa ys  a ro u n d

• Sm a ll firm s  - o fte n  s tro n g  ta le n t, n o t a lwa ys  e a s y to  g e t to

• In  h o u s e  s e rvic e  te a m s  - 4 7th , 177th  (ANG) , 34 6 th , AFRL

• Ge n e ra lly m irro r th e  m o re  fo rm a l Do D a s s e s s o r m o d e l

• Cro wd s o u rc e  m o d e l - “Ha c k th e  AF” ru n  b y De fe n s e  
Dig ita l Se rvic e , le ve ra g e s  p la tfo rm s  like  Bu g c ro wd , 
Ha c ke rOn e a n d  Syn a c k
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QUANTIFYING THE VALUE

• Co m m e rc ia l re g u la tio n  h a s  a s ke d  fo r p e n te s tin g  fo r a  lo n g  tim e  - n o w 
a  c o m m o n  fa c to r o f c yb e r in s u ra n c e

• Pu b lis h e d  ze ro - d a ys , in c id e n c e  o f c yb e r c rim e  a n d  m a jo r 
vu ln e ra b ilit ie s  in  m a jo r ve n d o r p ro d u c ts  a ll p ic kin g  u p  d ra s tic a lly, 
p a rtic u la rly in  p o s t- COVID e ra

• Ap p lic a b le  to  fe d e ra l p ro b le m s ; n e a rly 5 0 % o f APTs  u s e  o ff- th e - s h e lf 
s ta n d a rd  c o m m e rc ia l p e n te s tin g  to o ls

• 8 0 % o f a ll s u c c e s s fu l d a ta b a s e  b re a c h e s  in  20 19  c a m e  fro m  ze ro - d a ys

• So rry, b u t ACAS s c a n n in g  a n d  fille d - o u t SCTMs  w o n ’t fin d  th e s e !
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LET’S SEE SOME RESULTS

• So , yo u ’ve  n o w g o t a ll th e  re le va n t c o n te xt. Le t’s  e xp lo re  
wh a t a ll o f th is  lo o ks  like  in  p ra c tic e .
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20 18 : HACKING THE DAWN OF
FACTORIES
• In itia l a p p lic a tio n s  c o m in g  o u t o f th e  

n e w s o ftwa re  fa c to ry wo rld  we re  s o m e  
o f th e  firs t  ta rg e ts  o f th e  Air Fo rc e ’s  n e w 
to o l

• In  th e o ry, yo u  c o u ld  va lid a te  a n  ATO 
with  c o n d itio n s  th ro u g h  p e n te s tin g , a n d  
fin d  th in g s  fo r d e vs  to  fix, rig h t?!

• …in  fa c t, ye s . Th a t is e xa c tly wh a t 
h a p p e n e d .

• Ea rly p ip e lin e s  d id n ’t p re ve n t 
d e s e ria liza tio n  a n d  u n a u th o rize d  
b a c ke n d  m o d ific a tio n !

20 18  - s o m e h o w n o w a n  a n c ie n t e ra  in  te rm s  o f 
Do D s o ftwa re  fa c to rie s .
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20 19 : SQUEEZING NEW CLOUDONE
APPS
• Ma n y o ld  a p p lic a tio n s  p o rtin g  to  

Clo u d On e  we re  Fa s t Tra c k ATO 
c a n d id a te s  fo r p e n te s tin g

• In  g e n e ra l, th e s e  we re  s a d ly fu ll o f 
h o le s

• In  o n e  s u c h  p ic tu re d  lo g is tic s  a p p , 
a n  e n tire  vu ln e ra b le  s o c ia l m e d ia  
p la tfo rm  wa s  a c c id e n ta lly b a ke d  
in to  th e  a p p lic a tio n  a n d  re a d y fo r 
a n yo n e  to  fin d  a n d  e xp lo it!

• We b  a p p lic a tio n s  b e in g  e a s y 
ta rg e ts  is  a  c o n tin u in g  tre n d  to  th is  
d a y

Yo u  g e n e ra lly d o n ’t wa n t a  d a ta - in je c ta b le  Fa c e b o o k c lo n e  h id d e n  in  
yo u r COTS lo g is tic s  s o ftwa re …
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20 20 : DJ ANGO *SIGH* UNCHAINED

• Ma jo r c lo u d  d e p lo ym e n t p la tfo rm  
wa s  in  n e e d  o f te s tin g  in  e a rly 
ite ra tio n s

• With  e n o u g h  s u rg ic a l 
h e a d b a s h in g , th e  m a in  s e rve r 
e ve n tu a lly s p its  s o m e  c o n fu s e d  
e rro r c o d e s  

• …h o we ve r, it’s  a  b ig  p ro b le m  wh e n  
th o s e  e rro r c o d e s  g ive  yo u  
c re d e n tia ls  fo r th e  e n tire  
d a ta b a s e !

• An  e xa m p le  o f a n  is s u e  s o  b ig , we  
d id n ’t te s t  fu rth e r b e fo re  re p o rtin g

No t th e  kin d  o f s tu ff Airm a n  Sn u ffy s h o u ld  b e  fin d in g
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20 21: DEV TOOLS - > SYSTEM ADMIN

• So ftwa re  fa c to rie s  d e p lo y a  wid e  
ra n g e  o f d e ve lo p e r to o ls  in to  th e ir 
c lo u d  d e p lo ym e n ts

• Un fo rtu n a te ly, n o t a ll o f th e s e  a re  
we ll c o n fig u re d  o r s e c u re d

• By le a vin g  th e  fro n te n d  o f th is  
p o p u la r c o d e  s c a n n e r u n s e c u re d , 
te s te rs  g o t in , c ra fte d  a  c u s to m  
c o n fig u ra tio n  file , m a d e  th e ir o wn  
a d m in  u s e r a n d  g a in e d  d ire c t 
c o d e  e xe c u tio n  o n  th e  u n d e rlyin g  
h o s t
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20 22: MAKING SENSE OF SENSORS

• Org a n iza tio n  with  a n  a rra y o f 
s e n s o rs , c a m e ra s  a n d  o p e ra tio n s  
c a p a b ilit ie s

• Te s te rs  we re  a b le  to  ta ke  o ve r th e  
e n tire  o p e ra tio n a l n e two rk with  
two  h o u rs  o f o u td o o r h a rd wa re  
a c c e s s

• Pic tu re d : Cre a tive  flig h t p a th s  to  
d e m o n s tra te  n e wly g a in e d  a c c e s s

• Sig n ific a n t h a rd wa re , s o ftwa re  a n d  
p h ys ic a l s e c u rity im p ro ve m e n ts  
id e n tifie d  
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WHEN UAS ARE FUBAR

• Th e  USAF le ve ra g e s  p e n te s te rs  in  th e  Blu e  s UAS p ro g ra m  to  a s s e s s  
c o m m e rc ia l d ro n e s  fo r Do D u s e

• Bird s , c o n tro lle rs  a n d  p a ylo a d s  we re  s e n t to  o u r te a m  to  te s t  like  th e  e n e m y 
wo u ld

• In  th e  e xa m p le  b e lo w, p e n te s te rs  we n t fro m  b a s ic  c o n tro lle r a c c e s s  to  
ta kin g  o ve r th e  ve n d o r’s  e n tire  o n lin e  d e ve lo p m e n t re p o s ito ry

No te : g e n e ric  d ro n e s  p ic tu re d !
Kio s k fu lly b yp a s s e d

…a n d  th e re ’s  th e  e n tire  d a ta b a s e
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COMMERCIAL APPS ARE AT RISK
TOO!

• Ma n y USAF fa c to rie s  a n d  o th e r o rg s  a re  b rin g in g  in  c o m m e rc ia l in d u s try to o ls  to  
s u p p le m e n t o r p u t th ro u g h  th e ir p ip e lin e  - th e s e  to o ls  m u s t b e  le s s  ris ky, rig h t?

• If o n ly; USAF p e n e tra tio n  te s tin g  re g u la rly re ve a ls  u n iq u e , CVE- le ve l 
vu ln e ra b ilit ie s  in  th e  c o m m e rc ia l a p p lic a tio n s  th a t s u p p le m e n t th e  e n te rp ris e  
to o

• In  th is  e xa m p le , o u r te a m  we n t fro m  a  b a s ic  u s e r to  c o m p le te  c o d e  e xe c u tio n  o n  
a  we ll kn o wn , c o m m e rc ia l ve n d o r we b  a p p lic a tio n

Nic e  c o m m e rc ia l a p p  yo u ’ve  g o t th e re

It wo u ld  b e  a  s h a m e  if th e  b a c ke n d  d a ta b a s e  wa s  h a c ke d
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TYING IT ALL TOGETHER
• In  e a rly 20 21, we  g a th e re d  s ta tis tic s  

o n  u n c la s s ifie d  p e n e tra tio n  te s ts  th a t 
o u r te a m  c o n d u c te d  o n  a  s in g le  
c o n tra c t th ro u g h o u t 20 20

• Ove r th e  c o u rs e  o f ju s t  30  te s ts , 
a c ro s s  a  wid e  a rra y o f s ys te m  
va rie tie s , o u r te a m  fo u n d  16 8  to ta l 
re p o rte d  vu ln e ra b ilit ie s

• Ap p lic a tio n s , h a rd wa re , n e two rks , 
p ip e lin e s  - e a c h  h a d  c le a r is s u e s  a n  
a d ve rs a ry c o u ld  a b u s e

• Sc a ry th o u g h t: h o w m a n y AFNe t 
a p p lic a tio n s  a n d  n e two rks  th a t yo u  
u s e  d a ily a re  vu ln e ra b le ?
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HOW DO WE GET TO MORE
HACKING?

So , th is  is  a  c a p a b ility with  a  p ro ve n  va lu e  fo r th e  
s e rvic e  - wh a t c a n  th e  USAF d o  to  s e e  m o re ?Co n t in u e  

fo c u s in g  
s e c u rit y  

p o lic y

Mo re  fu n d in g !

Fo s t e rin g  
c u lt u re  a n d  

t a le n t

Ba kin g  th e  e xp lic it  n e e d  fo r p e n e tra tio n  te s tin g  in to  m o re  p o lic y, p la n s  o f 
a c tio n s  a n d  m ile s to n e s  a n d  a u th o riza tio n s  is  wh e re  th is  s ta rts . Te s tin g  
wa rfig h te r s u p p o rtin g  IT s ys te m s  m u s t b e c o m e  th e  s ta n d a rd !

Po lic y c a n  o n ly g o  s o  fa r wh e n  fu n d in g  is n ’t  th e re . Fro m  th e  u n it  le ve l a ll th e  
wa y u p  to  h u g e  Do D c o n tra c ts , m o re  c yb e rs e c u rity fu n d in g  s h o u ld  b e  
e a rm a rke d  fo r p e n e tra tio n  te s tin g .

Se c u rity a s s e s sm e n ts  d o n ’t  h a ve  to  b e  s c a ry, a n d  fo s te rin g  a  c u ltu re  o f 
p e n te s ts  b e in g  a  p o s it ive  th in g  is  h o w th e  USAF c a n  kill th a t s t ig m a . Th is  
b rin g s  a n  a d d e d  b e n e fit  o f e n c o u ra g in g  m o re  p e o p le  in  th e  s p a c e  to  le a rn  
th e s e  s kills  a n d  b e  th e  s e rvic e ’s  te s te rs  o f to m o rro w!
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CLOSING THOUGHTS
• It’s  in c re d ib ly c o o l to  h a c k a n d  h e lp  fix th e  s a m e  s ys te m s  th a t p la g u e d  

yo u  a s  a n  Airm a n

• Th is  h a s  b e e n  a  s p e c ia l jo u rn e y fo r m e  c o m in g  in itia lly fro m  th e  b lu e  
te a m  a n d  in te l wo rld s

• Th e  g o ve rn m e n t a t  la rg e  n e e d s  m o re  p e o p le  in te re s te d  in  o ffe n s ive  
s e c u rity
• Pe n e tra tio n  te s tin g
• Re ve rs e  e n g in e e rin g
• Exp lo it  d e ve lo p m e n t

• Id e a s :
• Sta n d in g  u p  Ke s s e l Ru n - like  o rg a n iza tio n s  fo c u s e d  o n  o ffe n s ive  

c yb e r to  g ro w ta le n t in  th e  s e rvic e
• Pe rp e tu a l b u g  b o u n tie s  o n  Air Fo rc e  s ys te m s  fo r s e rvic e  m e m b e rs
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QUESTIONS AND ANSWERS



THANK YOU!

Sp e c ia l Cre d it :
My a we s o m e  p e n e tra t io n  te s t in g
te a m  a t  Da rk Wo lf So lu t io n s  
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