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Notices & Disclaimers

Performance varies by use, configuration and other factors. Learn more at www.Intel.com/PerformanceIndex

Intel technologies may require enabled hardware, software or service activation

No product or component can be absolutely secure

Your costs and results may vary

Customer is responsible for safety of the overall system, including compliance with applicable safety-related requirements or 
standards.

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this document. 

The products described may contain design defects or errors known as errata which may cause the product to deviate 
from published specifications. Current characterized errata are available on request.

Intel is committed to respecting human rights and avoiding complicity in human rights abuses. See Intel’s Global Human Rights 
Principles. Intel’s products and software are intended only to be used in applications that do not cause or contribute to a violation of 
an internationally recognized human right.

© Intel Corporation. Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries. Other names 
and brands may be claimed as the property of others.

http://www.intel.com/PerformanceIndex
https://www.intel.com/content/www/us/en/policy/policy-human-rights.html
https://www.intel.com/content/www/us/en/policy/policy-human-rights.html
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Glossary of Terms

• DDIL – Denied, Disconnected, Intermittent and high Latency communications 
environment

• P2P – Peer to Peer

• DAA – Detect and Avoid

• AAD – Adaptive Anomaly Detection

• CA – Certificate Authority

• UxV – Unmanned (air, sea, ground, space) Vehicle

• SA – Situational Awareness

• GenAI – Generative AI

• OCI – Open Container Initiative

• SWAP-C – Size, Weight and Power and Cost



4 4

DAFITC 2023

Intel Proprietary Information

Edge Tactical Operations Challenges for Autonomous and Human Operators

Limited ground truth

GPS Denial

5G DDIL to C2C

Transient  nodes

Detect/Acquire indigenous assets

Evade detection/observation

Cloud compute denial

Execute mission policy

Return COAs
Congested maneuvering

Processing multi-modal sensor data

Relay SA data to C2C

Recover

Correlate sensor info

Find / Localize target

Coordinate COMPUTE assets and SW 

functions: enable individual nodes to 

collaborate like a tactical edge cloud

Adaptive and agile COMMS under 

DDIL: finds ways to efficiently and 

more securely communicate / navigate

Resilient to TRANSIENT nodes: minimize 

network flapping from on/off nodes

Platform SECURITY and DATA provenance for critical 

and timely information to be shared among friendlies

Agile, adaptive COMMS under DDIL: Applied SA to 

adapt and optimize the local system and minimize RF 

observability if needed

Fully distributed and collaborative mission 

tasking for close quarters coordination of 

autonomous systems and human 

operators
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Designing Open, Modular SW for Resilient Operations at the Tactical Edge

Policy 
Execution 
Agents

Distributed 
Policy 
Engine

SA and Policy Input

RT Edge Situational Awareness

Collaborative Autonomous Platforms

Resilient Core Functions

Multimodal Sensors

Multi-Comms Bonding

Autonomous Clustering

Edge Orchestration

Edge CA/NDN Provenance

Adaptive Policy Manager
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Legacy and New Apps and Functions • Greater bandwidth and 
reliability over multiple 
communications 
infrastructure, 

• Adaptive compute 
collaboration and 
distributed operations,

• Multi-tenant secured access 
• Edge resilient workload 

orchestration with data and 
node security in transient 
environments

Implemented as containers on secure, 
high-speed message bus, but portable to 
multiple connectivity models and 
deployment models

Critical base functions for multimodal 
sensor intake, detection, classification 
and analytics processing

Adapts existing capabilities with new 
developments and standards, 
accelerates evolution and deployment

Advanced, team-driven decision making, resilient 
mission tasking and execution across multiple 
mobile UxV’s with standard compute payloads

AI
AAD
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Designing Open, Modular SW for Resilient Operations at the Tactical Edge

AI

Collaborative Autonomous Platforms

Multimodal Sensors

Adaptive Policy Manager

Legacy and New Apps and Functions

AAD

Edge Workload Management

Comms Suppression

Transient Nodes

Adaptive AI NN

Compute Clustering

Low RF Visibility

Data Sources Provenance

Cluster Power Manager

GenAI learning Neuromorphic DAA

Resilient Core Functions

Multi-Comms Bonding

Autonomous Clustering

Edge Orchestration

Edge CA/NDN Provenance
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Policy 
Execution 
Agents

Distributed 
Policy 
Engine

SA and Policy Input

RT Edge Situational Awareness

Situational awareness gathered via multimodal sensor system 
using tactical edge anomaly detection and AI

Adaptive policy manager scans situational awareness information 
executes directives 

Status and state identified and messaged to local agents to 
execute changes

Edge reinforcement learning identifies new object classes, east to 
west node to node updates with trusted NN

Low User Disruption

App prioritization 
and B/W metering
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Low User Disruption

Designing Open, Modular SW for Resilient Operations at the Tactical Edge

AI

Collaborative Autonomous Platforms

Multimodal Sensors

Adaptive Policy Manager

Legacy and New Apps and Functions

AAD

Edge Workload Management

Comms Suppression

Transient Nodes

Adaptive AI NN

Compute Clustering

Low RF Visibility

Data Sources Provenance

Cluster Power Manager

GenAI learning Neuromorphic DAA

Resilient Core Functions

Multi-Comms Bonding

Autonomous Clustering

Edge Orchestration

Edge CA/NDN Provenance
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RT Edge Situational Awareness

Policy agents receive state broadcasts and execute local device 
and application responses

Fully distributed tactical edge architecture resilient to node loss

Data-focused, edge security enables timely information 
availability, provenance and key/credentials management

Compute clustering enables tactical cloud at the edge resource 
coordination and workload orchestration

Smart comms manager enables multiple communications options 
for greater bandwidth / assured data delivery

Policy 
Execution 
Agents

Distributed 
Policy 
Engine

SA and Policy Input
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Designing Open, Modular SW for Resilient Operations at the Tactical Edge

Collaborative Autonomous Platforms

Multimodal Sensors

Adaptive Policy Manager

Legacy and New Apps and Functions

Edge Workload Management

Comms Suppression

Transient Nodes

Compute Clustering

Low RF Visibility

Data Sources Provenance

Cluster Power Manager

GenAI learning
Enhanced DAA

Resilient Core Functions

Multi-Comms Bonding

Autonomous Clustering

Edge Orchestration

Edge CA/NDN Provenance
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Low User Disruption

Policy 
Execution 
Agents

Distributed 
Policy 
Engine

SA and Policy Input

AADAdaptive AI NN

AI

RT Edge Situational Awareness

Autonomous system utilizes SA data and sensors for enhanced 
DAA, photogrammetry and mapping functions

Multiple vehicle mission tasking and operation in DDIL / GPS 
denied environments using peer-to-peer consensus model of 

operation with policies

GenAI learning to optimize mission strategies and improve 
navigation capabilities
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Architecting Critical Services for Meshed Resilient Edge Operations

Edge transient node and 

data provenance 

manager with edge CA 

service / cert rotation

Multimodal Sensors
(Situational Awareness)

Autonomous node clustering, enables 

edge tactical cloud and hierarchical 

security for multiple clusters of 

consolidated assets

Encoded message bus 

channels communicate 

status, SA information on 

platform and among 

meshed friendlies

Tactical edge orchestration of 

apps/functions in DDIL ensures 

seamless continued execution

Multi-Comms bonds multiple 

WWAN and WiFi sub-systems 

to increase available 

bandwidth or provide 

redundant network path to 

destination node(s)

Policy 
Execution 
Agents

Distributed 
Policy 
Engine

SA and Policy Input

Multi-Comms Bonding

Autonomous Clustering

Edge Orchestration

Edge CA/NDN Provenance

Policy Agents

OCI-Compliant 
Containers
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Policies

Sensors

Detects local SA and 

messages changes 

to platform agents 

to adjust comms, 

compute, 

application layers
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System View – A Concept for a Universal Compute Module and Provisioning Service 
at the Tactical Edge

Policy Execution 
Agents

Distributed Policy 
Engine

SA and Policy Input

Multi-Comms Bonding

Autonomous Clustering

Edge Orchestration

Edge CA/NDN Provenance

Policy Agents

OCI-Compliant 
Containers

S
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Policies

• Intel Core® and Atom® Processor compute module
• Lightweight compute, memory, storage, comms 
• Flexible design for compatibility with a variety of UxV form factors
• Interchangeable and upgradeable 

• Encrypted, field provisioned SW updates for various vehicle profiles
• Excellent SWAP-C characteristics 

Multimodal Sensor Palette

Interchangeable for redundancy and re-use

• Managed SW Provisioning Service
• Trusted bare-iron access
• Secured SW image delivery
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Intel® Research and Development
Proof of Concepts for Resilient, Autonomous Solutions for Defense and Federal Markets

Path planning in close quarters

Autonomous P2P team mission tasking

Scalable Collaborative Path Planning
Dynamic environments – DAA and deconfliction
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Summary

• Use of autonomous systems with human operators and increased tempo at the tactical 
edge drives need for resilient operations and mission intelligence

• Autonomous resilience (at least) must address communications, compute, node and data 
level security, minimize potential points of failure, operate safely and intentionally in DDIL 
and be operationally redundant/reusable

• Intel has significant development and experience in resilient commercial and industrial 
infrastructure and platforms

• Interested to know more?  Reach out to your local Intel Representative for a more detailed 
discussion on how we can collaborate on the Mission together.
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