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•CVE-2022-24401 - The Air Interface Encryption (AIE) keystream generator relies on 
publicly broadcast and unauthenticated network time, enabling decryption oracle 
attacks.

•CVE-2022-24403 - The cryptographic scheme used to obfuscate radio identities has 
a weak design that allows attackers to deanonymize and track users.​

•CVE-2022-24400 - Flawed authentication allows attackers to set the Derived Cypher 
Key (DCK) to 0.​

•CVE-2022-24402 - Reduces the original key size making them trivial to brute-
force on basic laptops in minutes.​

•CVE-2022-24404 - Lack of AIE ciphertext authentication allows for malleability 
attacks.

https://nvd.nist.gov/vuln/detail/cve-2022-24401
https://nvd.nist.gov/vuln/detail/cve-2022-24403
https://nvd.nist.gov/vuln/detail/cve-2022-24400
https://nvd.nist.gov/vuln/detail/cve-2022-24402
https://nvd.nist.gov/vuln/detail/cve-2022-24404
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D28cdd4349ce361de5d101693 =

6e4e9bce

6e4e9bce.           

D28cdd4349ce361de5d101693 =

6e4e9bce 6e4e9bce

1b278ad8285d065a3bb1++++156b2a962e3bb5b0a36801e6a 1b278ad8285d065a3bb1++++156b2a962e3bb5b0a36801e6a
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https://www.federalregister.gov/presidential-documents/executive-orders/joe-biden/2022
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.congress.gov/bill/117th-congress/house-bill/7535/text?r=227
https://www.congress.gov/bill/117th-congress/house-bill/7535/text?r=227
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.gsa.gov/technology/technology-products-services/it-security/executive-order-14028-improving-the-nations-cybersecurity
https://www.quantum.gov/about/
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
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“If all of mathematics disappeared, 

physics would be set back by exactly 

one week.”– Richard Feynman
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