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Presenters

Glenn Reis
Senior Manager FA&D Lead 

Richard Resseguie
AI Solutions Product Manager 

Glenn Reis is a seasoned business and 
technical consultant with 30 years of experience 
in Digital Transformation and implementing 
advanced technologies in the Federal Aerospace 
and Defense sector. Reis specializes in complex 
implementations that scale global enterprises 
and guides numerous FA&D clients through 
Organizational Change Management. Reis has 
organized, vetted and managed global delivery 
teams for major FA&D programs that required 
Model-Based Systems Engineering (MBSE) and 
integrated Digital Thread capabilities across 
complex lifecycles and enterprises.

Richard Resseguie is managing a portfolio of 
AI applications focused on asset optimization 
and predictive maintenance use cases. 
His current focus is on providing easy to use 
no code machine learning tailored to controls 
engineers to help model their asset’s 
behavior and drive business outcome.
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Our strategy is to bring The Connected Enterprise to life.
We integrate control and information across the enterprise to help industrial companies 

and their people be more productive and sustainable.

.

EMPLOYEES

23,500
FISCAL 2020 SALES

$6.3B
COUNTRIES

100+

ABOVE-MARKET GROWTH  |  PRODUCTIVITY  |  INTELLECTUAL CAPITAL            VALUE CREATION

A T   A   G L A N C E
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Kalypso delivers digital 
transformation for 
Rockwell Automation.
We help our clients 
discover, create, 
make and sell better 
products with digital.

INDUSTRY FOCUS
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Technology

Managed Services

Consulting

Data Science & AI

ConsumerLife
Sciences

Industrial 
High Tech

Digital Thread Strategy
Product & Portfolio Management (PPM)
Operations Performance Improvement
Supply Chain Optimization
Sustainability
Organizational Change Management

Digital Twin
Product & Data Lifecycle Management
Supply Chain Management (SCM)
Enterprise Resource Planning (ERP)
Internet of Things (IoT)
Extended Reality (AR/VR/MR)

Product Lifecycle Intelligence
Autonomous Manufacturing
Model Predictive Control
Predictive Service & Maintenance

Application Management
Continuous Improvement
Cloud Infrastructure & Hosting
Solution Services

Established in 2004

Rockwell Automation’s 
Digital Services arm 
since 2020

Recognized Digital Leader
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Key Elements of the Mandate

4.1. CBM+ DURING THE ACQUISITION PHASE
(a) Include CBM+ in the development of mandatory sustainment key 
performance parameters and supporting key system attributes 
required for Acquisition Category I & II programs.

(g) Establish a CBM+ approach that integrates condition-based 
maintenance and predictive maintenance and that optimizes material 
availability, minimizes unscheduled repairs, eliminates unnecessary 
maintenance, and employs the most cost-effective system health 
management processes based on DoD 4151.22-M compliant RCM 
principles and reliability analyses

4.2 CBM+ FOR LEGACY SYSTEMS
Improve materiel readiness and affordability for legacy systems, the 
Military Services and lifecycle managers will consider implementing 
and executing CBM+.
(f) Comply with cybersecurity requirements in accordance with DoDI 
8500.01, SIM in accordance with DoDI 4151.19, and IUID in 
accordance with DoDI 8320.04

Impetus for this session
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The Department of the Air Force has designated the Rapid Sustainment Office’s Predictive Analytics and 
Decision Assistant (PANDA) program is an integrated artificial intelligence and machine learning tool for 
predictive maintenance that has been designated as a system of record by the Department of the Air 
Force.

C3 ai is an enterprise artificial intelligence software company that partnered with the Rapid 
Sustainment Office (RSO) to support the development of the Predictive Analytics and Decision Assistant 
(PANDA) program.

What you will hear today is how Rockwell/Kalypso is evolving CBM+ capability through
1. Leveraging Edge computing paradigm to advance AI/ML processing capability of the solution
2. How to scale CBM+ capability across the enterprise in context with the digital thread
3. Show how we envision the CBM+ enterprise operating model
4. Our Multi-industry and application innovation

Our Understanding
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Business logic defines 
static thresholds for CBM 
of known failure causes

CBM uses standard 
Maintenance logs, historical 
data sources, standard 
maintenance practices to 
provide a static, subjective 
view of the assets condition

• Real-time Asset Health 
Monitoring at the Edge

• Scalable/Secure IoT data 
backbone

• Integrates with CMMS to 
operationalize the CBM+ 
process and capability

• Provides predictions thru 
Anomaly Detection, RUL 
etc. and AI.ML-derived 
evidence-based CBM 
actions.

• Leverage Natural Language 
Models to provide real time 
Insights. 

• Provide AI driven NPL 
assistant analyzing 
response across multiple 
edge-based analytics apps.

• CBM+ and ++ being 
validated to IL5 AWS/ Azure 
GovCloud 

Fixed-Schedule 
Preventative Maintenance 
Strategies

Preventative
Based

Condition
Based

Monitoring
(CBM)

Condition
Based

 Monitoring 
Plus

(CBM+)

Prescriptive
CBM++

Standard
Maintenance

Interval

Table Stakes

CMMS in place to track creation, scheduling, 
assignment, and completion of work orders.
Basic condition monitoring and alarms inform users 
to create / schedule work orders based on alarm 
conditions. 

Convention

Follow historical patterns 
based on static 
Maintenance logs and 
performance data to 
determine “fit for service” 
condition

World Class Vision

Integrated AI/ML capability used with maintenance 
scheduling, & work order management systems is fully 
autonomized with RPA’s where appropriate.
Building a CBM++ capability leveraging Edge-data 
computing, NPL on an IL5 Cloud infrastructure

CBM+ Capabilities

Our CBM++ Maturity Vision

E2D Platform
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Foundational Framework for Scaling CBM+  

Best-in-class 
Services  & 
Consulting  

Partner
Data Management

Accelerate IT/OT convergence 
with contextualized i.e., Mission & 

Flight data

AI/ML & Data Science

Closed-loop machine learning 
with targeted use cases

Edge Management

Orchestrate and manage edge 
devices remotely in a flexible 

manner

Applications Framework inclusive of IIoT, 
AR and Visualization

Cybersecurity 
Infrastructure Layer

Connect Security and aggregate Asset/Fleet sensor 
data at the Edge for AI/ML model building and tuning
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CBM+ Capabilities for the Enterprise

Templates that standardize what 
variables are being monitored for a 
given asset. Enables rapid scaling to 
additional assets or fleets.

Dashboard that displays real-time 
status of all assets, including tail 
number, location, status and 
availability, etc..

Dashboard that displays real-time 
sensor data with key metrics and 
analytics defined by Command Ops.

List of rules monitoring a parameter 
or condition that identifies a 
significant change indicative of a 
developing fault

Engineering techniques for advance 
detection of asset faults and failures 
(e.g., vibration, motor circuit analysis, 
oil analysis, thermography, 
ultrasonic).

A predictive model that provides early 
identification of probable faults when 
there is limited or no historical data. 
This is the first step in the Predictive 
Journey.

Contextualization of maintenance 
event data, process data, and CAD 
assets and P&ID documents from 
disparate sources for full asset 
lifecycle analysis.

API integration with CMMS/EAM to set 
the foundation for advanced work 
order automation and streamlining 
the process.

1. Standard Asset Data Models 2. Asset Profile Pages 3. Real-time Sensor Streaming   
and Analytics 4. Condition Based Maintenance

5. Condition Monitoring 6. Anomaly Detection 7. Complex Data Orchestration 8. Integration to CMMS/EAM for 
Automated Work Order Creation
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Redeploy to Mission

Enabling the Digital Thread across Closed-Loop Operating Model for CBM+ Maintenance Operations
North Star Objective: CBM+ Data-Driven Maintenance Operations

Operations
AI Condition Monitoring

Asset Visualization
• On plan
• Running / stopped
• Alarms
• Within tolerance
• SIM/IUID

Mission
Ops

✓
!

! ! !

Asset Fault
• Anomaly Detected
• Sub-system out of 
     tolerance
• Alarms detected
• SIM/IUID

MRO
Ops

Engineering Analysis

Root Cause AnalysisRecommendationsChanges

Continuous
Improvement 

Loop

Digital Work
Instruction
Execution

Maintenance
Team

Close Work Order
• SIM/IUID
• What was done
• Actions
• Reason

CBM+ Rules Engine (SIM/IUID)

Predictive Analytics (RCM)

Contextualized Data- On the Edge

Asset Health VisualizationA CBM+ CapabilityB Logistic Support IntegrationC

Closing the Digital Loop and Monitoring CBM+ outcomesD

Depot
CommandCreate Work 

Order
• SIM/IUID Parts
• People
• Job Plan

Maintenance
Needed

!
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Edge vs Cloud Computing

• Edge computing is designed for 
applications that require low latency, high 
bandwidth, and real-time data processing, 
such as autonomous vehicles, industrial 
automation, and Heavy Equipment etc.

• Edge computing focuses on pushing more 
of a device’s computation to locations 
closer to its users.

• By contrast, cloud computing takes 
processing tasks away from individual 
devices and distributes them across 
multiple servers at remote data centers.

• Edge computing is used to process time-
sensitive data, while cloud computing is 
used to process data that is not time-driven.

Automation Business 
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Trend 2: 

New Application Architectures Will Demand 
New Kinds of Infrastructure

I&O teams are continually challenged to meet new 
and growing demands with new types of 
infrastructure — including edge infrastructure for 
data-intensive use cases, serverless edge 
architectures, and 5G mobile service.

Gartner predicts 15% of on-premises production 
workloads will run in containers by 2026, up from 
less than 5% in 2022.

Automation Business 

Four Trends Shaping the Future of Cloud, Data Center and 
Edge Infrastructure
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The State of Condition-Based Monitoring

Current state

Future state- NOW

Humidity Temperature

Manual Recording of 
Parameters

Maintenance Log Review Challenging to get real-time insight
• High-degree of manual processes
• Low integration with other systems
• Point and siloed applications and 

data sources
• Static data archivesVibration

Scheduled Maintenance 
Planning

Real-time insight of asset state
• Data captured and processed at the 

Edge.
• Optimal for processing and training 

AI/ML based predictive models
• API Integration and automation 

opportunities cost-effective.

Real Time Sensor Data
(High Frequency)

Live Monitoring of 
Degradation

Leverage Maintenance 
Expertise

Optimize Maintenance Based 
on Remaining Useful Life

Analyze Data at the Edge

Train Machine Learning 
Models to Understand 

Failure Modes
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GuardianAI Application Workflow for CBM+

• Establish baseline asset behavior 
under normal conditions

1

• AI automatically monitors deviation 
from baseline behavior

2

• Flag and notify user when an 
anomaly is detected

3

• Leverage embedded expertise or 
label the detected anomaly

4
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AI Driven Methodology for CBM+ High Frequency Data Analysis

AI driven feature 
extraction

Contextualize 
anomaly / deviation

Process raw sensor 
signal

Analyze deviation / 
drift from baseline 

(unsupervised 
learning)

Share the insights 
across the enterprise
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GuardianAI for Electrical Signals

Electrical 
Signal 

Expertise

AI Enabled

Scalable 
Integration

q Analyzes data from motor electrical signal
§ Data fidelity is enhanced algorithmically 
§ Acquires buffered drive signals via trend object (1024 @ 128µs)
§ Time/Frequency domain model for bearings, gearboxes, 

pumps, conveyors, fans, compressors and more
§ Useful in detecting bearing fault, stator fault, broken-bar, 

misalignment as well as application related faults

q Uses AI to offer additional layer of protection
§ Anomaly Detection: AI engine learns a baseline then 

detects deviation
§ Continuous Learning: AI engine absorbs expert feedback 

in the form of labels for identified operation states

q Integrates with automation & enterprise software
§ Simplifies scalable deployment
§ Minimizes infrastructure and maintenance costs

Offers AI as electrical expert (First Principles)
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GuardianAI for Vibration Signals

Vibration 
Expertise

AI Enabled

Scalable 
Integration

q Analyzes vibration data from Dynamix + IoT sensors
§ ISO standards or first principal rules coupled with 

machine learning provides immediate value
§ Time/Frequency domain model for bearings, gearboxes, 

pumps, conveyors, fans, compressors and more

q Uses AI to offer additional layer of protection
§ Anomaly Detection: AI engine learns a baseline then 

detects deviation
§ Continuous Learning: AI engine absorbs expert feedback 

as labels for identified operation states

q Integrates with automation & enterprise software
§ Simplifies scalable deployment
§ Minimizes infrastructure and maintenance costs

Offers AI as Vibration Expert

Bearing 
Fundamental 

100%

Misalignment
6.6%
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GuardianAI for Process Data

Process
Expertise

AI Enabled

Scalable 
Integration

Offers AI as process expert

q Embedded domain expertise
§ Process know-how is used to apply the right first-

principles
§ Domain expertise labels identified process signatures

q AI for multi-variate process analysis
§ Robust nonlinear feature extraction 
§ Automated anomaly detection
§ Assist for root-cause analysis

q Integration with automation & enterprise software:
§ Simplifies scalable deployment
§ Minimizes infrastructure and maintenance costs
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• Objective: Deliver insights to an 
actionable request for the maintenance 
team about the status of an asset

• Connect the real time insights from the 
edge

• Leverage to modify the GPT 
prompt in real time

• Provide a real time assistant analyzing 
the response across multiple edge-
based analytics apps

• Are there any issues across my 
system?

Leverage Natural Language Models 
to Provide Real Time Insight
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CBM + Maintenance Lifecycle

GAI 
Notification

Deviation or 
Identified Risk

Work order 
generation

(Investigation)

Issue 
Validation

Schedule 
Corrective 

Action

Reset Training 
Baseline 
(optional)

Not an Issue
Train 

GuardianAI

Identified 
Root Cause

Train 
GuardianAI

Assets operating 
efficiently in 

Mission

Leverage CMMS:

• What is the remaining asset life?

• How should I optimize maintenance 
planning around scheduled 
downtime?

• Where do I schedule work orders to 
deploy maintenance resources?

From Anomaly Detection to Maintenance Planning

Maintenance 
Engineer
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GuardianAI Architecture

Example Assets

Pump

Fan/Blower

Motor

Sensor Monitoring

Vibration Monitoring
2.5 – 14 Khz

Process and Environmental 
Parameters

Electrical Signature Monitoring
(4096 points/ms)

Edge Analytics

AI Based Asset Monitoring 
& Anomaly Detection

Deliver 
contextualized 
insights

Analyze and 
process 
asset 
behavior

Cloud Layer

Edge Orchestration

Azure IoT EdgeManual Container 
Deployment

App Deployment 
and Orchestration

CMMS

3rd party

BI Apps

Maintenance 
Assistant

GPT Models

Process raw sensor 
signal

AI driven feature 
extraction

Analyze deviation / drift 
from baseline 

(unsupervised learning)

Contextualize anomaly / 
deviation

Share the insights 
across the enterprise
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Objective
Reduce and identify equipment faults in the flask 
transfer system at a metal foundry. Unplanned 
downtime was frequent, and faults were often 
preceded by a very slow drift in mechanical 
performance over time, making it difficult to detect 
upcoming failures and plan maintenance.

Approach
Leverage GuardianAI for electrical signals to 
provide continuous monitoring of the assets. Create 
a baseline of the process behavior and monitor drift.

When a drift in mechanical performance became 
critical, an alert was sent to the operator so they 
could plan when to take the system offline, perform 
maintenance, and return it to operation.

Results
• Avoided unplanned downtime events through 

early detection of loose pinions, gearbox failures, 
and bearing faults

• Optimized maintenance resources by 
understanding the type of equipment failures in 
advance and planning for repairs appropriately

Heavy Machinery Mining Fiber Pultrusion

CBM + Maintenance Lifecycle

Objective
Mitigate any unplanned downtime in a mining 
ventilation system critical to worker safety. 
Ensure the safety and well-being of the miners by 
circulating fresh air and removing stale air, 
hazardous gases, and dust from the mine.

Approach
Leverage GuardianAI for electrical signals to 
provide continuous monitoring of the assets. Create 
a baseline of the process behavior and monitor drift.

Use the electrical data coming directly from the 
medium voltage drive powering the fan motor as a 
data source to identify anomalies.

Alert the maintenance team when anomalies occur 
so they can perform the required maintenance on 
the system and correct the issue.

Results
• Prevented unplanned downtime by detecting fan 

blade alignment issues

• Increased miner safety by predicting equipment 
failure before they occur

Objective
Reduce scrap parts and provide early warning of 
process anomalies in the pultrusion process to 
manufacture fiber reinforced plastic

Approach
Leverage a combination GuardianAI for electrical 
signals and process data to monitor the individual 
fiber pultrusion to identify early deviations from 
normal process. The data collection occurred via 
the controller to capture and correlate process 
changes along with the drive electrical signal to 
monitor the behavior of the pultruder motors.

Results
• Reduced scrap parts by predicting four unique 

faults

• Prevented unplanned downtime



CONFIDENTIAL  |  Unauthorized use and disclosure prohibited Copyright ©2023 Kalypso: A Rockwell Automation Business 
33

Kalypso used ThingWorx Analytics to predict “Remaining 
Useful Life” (RUL) of key components on E2D platform

Phase 1
• Assess client's data assets for completeness and viability of predicting RUL.
• Used fight mission and historical operations (error code) data to build 

analytical models.
• 20 predictive models built and run in PTC ThingWorx Analytics.
• To increase accuracy Kalypso built ML models using time series failure data 

to predict of RUL.
• Results- ML models matured to support accurate RUL component-level 

prediction.

Phase 2- Planned
• Client expanding Kalypso’s Data Science expertise and use of ThingWorx to 

drive higher-fidelity and improve accuracy of ML analytic models.
• Kalypso invested weeks upfront in engagement to client to prep, advise and 

aid in correlating joins pre-project.
• Client now has 12 years of flight and operations data. Kalypso is helping 

cleanse, map/join 3 data sources i.e., Maintenance, Sensor and Flight.
• Data science RUL capabilities is a candidate for insertion on Sentinel 2 

Program.

CBM+ Remaining useful life (RUL)

U.S. Air Force’s LGM-35A 
Sentinel weapon system

E2D ISR Platform
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Modernize AFSC MRO 
Manufacturing Sites with 
a scalable IT/OT 
Framework Predictive 
Maintenance capability
• Scope includes all major Air 

Force MRO Logistics 
complexes in the US.

• Deploy a Platform to access all 
IIoT device data across the 
AFSC Enterprise monitor & 
compute TEEP, OEE, OTIF of a 
variety of equipment, i.e., CNC, 
vacuums, air handlers, 
compactors, paint booths, 
clean rooms

• Digital Infrastructure 
Backbone must have 
integrated performance 
monitoring, robust predictive 
maintenance and active cyber 
defense.

• Cloud architecture supporting 
On-Prem Cloud (AWS 
“Outpost”) and AF One Cloud 
infrastructure

IIOT Enterprise Platform with CBM + capabilities 
for the Air Force Sustainment Centers

34

Case Study
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MVP for AFB Site

I.DAP
NTP

syslog
DNS
Proxy

Edge Cloud

Data Flow

Devices

CIP

Other

Enterprise 

IOT Hub

DMZ

FactoryTalk Live Data

OPC UA

Sensor
SPAN

RSPAN

1

1

2

2

Cyber Vision 
Global Center 

IoT Hub 
Connecto

r

Dashboard

Analytics

OEE

Device Zone
(10-15)

Cyber Vision 
Center

On Premise 

IIOT (ThingWorx) platform with CBM+ Capability

Push data direct to AWS or Azure
Analytics

Security

Content Flow

OEE

AR

ML

OEE

AR

ML
Smart

Objects

Industrial Zone (OT)

Industrial
DMZ

Enterprise Zone (Cloud 1)

TWX 
Connecto

r

IOT 
Edge

IoT 
Extension

SSM

SSM

SSM
On-Prem

CBM+
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CLIENT CASE STUDY

Project Objective:

• Predict if reciprocating compressor will fail 
approximately 30 minutes before it happens using 
an Industrial AI model

Solution

• Developed a gradient boosted tree predictive AI 
model that monitors machine health and predicts 
failure points

• Model collects equipment, service and real time 
operational data

• Prescriptive Alerts provide notification and 
recommendations before failure is realized

• Developed Correlation Heat Map that identifies 
important variable which help in Predicting 
Compressor Failures

Results

Prediction of 
compressor failure 40 
minutes early

Improved OEE and 
reduced equipment 
downtime

Use Case: Predictive Maintenance

Co
m

pr
es

so
r H

ea
lth

 In
di

ca
to

r

• 40 Minute 
Prediction 
Look Ahead

• Average 
Prediction=
10 Minutes

threshold
40mins ahead

BLUE: True Behavior of Compressor

GREEN: Predicted Compressor Behavior by Algorithm

Time

Low Pressure Gas

High Pressure Gas

Compressor Package

Engine

Compressor

Controls

Skid

Scrubber
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Session Takeaways

Analytical models 
paired with real-time 
condition monitoring 
for predictive 
maintenance can:
• Reduce the time 

required to plan 
maintenance by 20% to 
50%

• Increase equipment 
uptime and availability 
by 10%-20%

• Reduce maintenance 
costs by 5-10%

1 Leverages Edge 
computing to advance 
AI/ML processing 
capability of the 
solution
• Data captured and 

processed at the Edge.
• Optimal for processing 

and training AI/ML 
based predictive models

• API Integration and 
automation 
opportunities cost-
effective.

2 Scaling CBM+ 
capability across the 
enterprise
• Eight requisite 

Capabilities
• See Chart 10

3 CBM+ enterprise 
operating model:
• Digital Thread 

enablement
• Asset Health 

Visualization
• CBM+ AL/ML Predictive 

capability
• Logistic Support 

Integration
• Closing the Digital Loop

4 Multi-industry and 
application Innovation
• GuardianAI
• Natural Language 

Processing
• Secure scaled solutions

5
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I n t e l l i g e n t  A I  D r i v e n  C B M +

A u g u s t  2 0 2 3

https://bluefusion.tech

https://bluefusion.tech/

















