SEE AND SECURE EVERY ASSET

Complete unified authoritative asset visibility made simple
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Unprecedented Growth in Assets:
Over 90% of the assets are unmanaged

+35 Billion connected IOT devices
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Driving the Need

A requirement and a vehicle
to drive outcomes

Sector Risk Management
Agencies — responsible for
protection of critical infrastructure
— need to ensure “improved and
detailed understanding of national
security risks per sector”

ICS and OT updated threats,
vulnerabilities, risk management,
recommended best practices,
guidelines, and control overlays

Zero Trust Mandates
including Device-level
guidance for EDR capability

Executive Order mandating bold
changes and significant investments
to defend our vital institutions —
driver of all public sector prioritized
cyber initiatives

Requires continuous accurate
inventory and associated
vulnerability enumeration across all
IT/OT assets on FCEB Networks

Enterprise
ITNOT/OT
Visibility and Risk
Management
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Report on convergence of OT and
IT — driving recommendation for
BOD for comprehensive OT
cataloging
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OT and control systems assets
under current observed threats -
prioritize assessing cybersecurity
defenses and take appropriate
action to secure
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Unified Asset Intelligence
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@ Managed

Armis gives you
a live map of all your
assets

After we have discovered and fingerprinted every
device anywhere in your network, the next job is
correlate that data across all relevant repositories.

Map relationships within and across multiple
environments (where IT meets OT).

Create deep context; data enrichment, baselined
behavior, authorization, user roles, application
usage, quantified risk, etc.

Both operations and security now prioritize off an
enhanced asset profile. All organizations working
from an identical view.

Compliance is mapped continuously into
dashboards. Incident response is based on
real-time data.




Update
inventory

e wProtect

- Block
Connections
- Enforce ACL

« Asset context
« loT behaviors

Apply
patches

Trigger a Create
scan ticket

Technical Benefits

+ Agent-less passive monitoring

« Quick time to value - deploys in minutes

« Cloud analytics, intelligence and elasticity
- Ease of infra management

« Enrich & enhances existing tools

Network Infrastructure
TAP/SPAN/SNMP

Wireless Infrastructure

Existing Security & Managemeht

Tools

Active Directory

Endpoint Security

Mobile Device Management
Cloud/Virtualization
More...

QQ Discover
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Policy Enforcement
« Alert

+ Block

» Quarantine

» Update

SSL-encrypted
TCP/443

Network metadata
(No data payload sent)

=G Collective Asset

,
\.

Armis Cloud

» > 3B devices tracked

« > 32M device behavior
profiles

« Continuous anomaly
monitoring

» Known-good baselines

» CVE info correlated

« Multiple threat intelligence

'ARMIS®

Armis

Intel Engine Customer
Dedicated

Tenant

Armis Threat
Detection Engine

Threat Intel NIST CVE DB

— « > 100 protocols supported
° ||:|a| Analyze



Armis Value for Different Personas

e Single Pane of Glass

e Improved Environmental e Continuous Network Monitoring
Awareness e Discover Violations
e Prioritized and Relevant e Policy Orchestration
Reporting
IT Operations Network Operations

e Real-time Visibility
e Continuous Monitoring
o Vulnerability Prioritization

Vulnerability Management

Asset & Software Inventory
Visibility into OT Operations
Operational Risk Identification

OT Operations

e Discover Non-compliances
e Discover Risk Elements / Factors
e Real-time Visibility

e Continuous Threat Detection &
Monitoring
e Policy Orchestration

Risk & Compliance Security Operations

e Improved response time
e Deeper Visibility

Help Desk
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Enables Modernization

Mapping to the Zero Trust Capability Model - DoD

[ Delivers ] [ Enables ]

User Inventory

Device Inventory Data Catalog Risk

Conditional User Access

Multi-Factor
Authentication

] ] Assessment
Device Detection and

CORE PILLARS

APPLICATION &
WORKLOAD

Application Inventory

NETWORK &
ENVIRONMENT

Data Flow Mapping

AUTOMATION &
ORCHESTRATION

Policy Decision Point (PDP)

VISIBILITY &
ANALYTICS

Log All Traffic (Network,
Data, Apps, Users)

Compliance DoD Enterprise Data

Privileged Access Mgmt

. " Governance
Device Authorization

Secure Software Dev &
Integration

Software Defined
Networking (SDN)

& Policy Orchestration

Critical Process
Automation

Security Information and
Event Management (SIEM)

Real-time Inspection

Identity Federation &
User Credentialing

Data Labeling and Tagging
Remote Access

Software Risk
\WERECINTE

Macro Segmentation

Machine Learning

Behavioral, Contextual
ID, and Biometrics

Least Privileged
Access
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Data Monitoring and
Sensing

Partially & Fully
Automated Asset,

Resource Authorization &
Integration

Micro Segmentation

Vulnerability and Patch

Management Data Encryption & Rights

Continuous
Authentication

Mgmt
Unified Endpoint Mgmt &

Lteloll e i Data Loss Prevention (DLP)

Integrated ICAM
Platform

EXECUTION

N .
ENABLERS bes  DoOCtrine

Endpoint & Extended

Detection & Response Data Access Control

Organization Training

Continuous Monitoring
and Ongoing
Authorizations

[\ EYC(EL

Leadership

Artificial Intelligence

Security Orchestration,
Automation & Response

API Standardization

Security Operations
Center & Incident
Response

Personnel

Facilities

Common Security and Risk
Analytics

User and Entity Behavior
Integration

Threat Intelligence
Integration

Automated Dynamic
Policies

Policy




Case Study — Defense Health Agency (> 120 sites worldwide)

DHA Medical Enclave Security Automation Solution

‘Operation by the Numbers’

MedCOl / NIPR /
Internet

Cloud-hosted
Armis Analytics
Engine

CSSP / SEIM
Situational Awareness Dashboard

HIMSS
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Identity Services

SAML
IdP

LDAP
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Passive
Agentless

Continuous

Real-Time

Anomaly Detections

Vulnerability Management

Purdue Model Compliant

NSRRI

'ARMIS,

IT

oT

Purdue Model

LEVEL 4
IT Network

LEVEL 3
Operations

LEVEL 2
Process Network

LEVEL 1
Control Network

LEVEL O
Field Network
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Who is Armis?

Founded in 2015

Mission: Help enterprises protect themselves against unseen cyber and operational risk from:

unmanaged devices, under-managed devices, IT, 10T, ICS, on-premise & cloud; wired, WLAN, 5G
A US owned and operated entity, headquartered in San Francisco, California
In use by almost 50% of Fortune 100 companies
Armis Federal LLC created in 2021
Available via Federal BIC GWACs such as GSA Schedule, NASA SEWP, CDM APL

FedRAMP Moderate Authorized as of 1/9/23, DoD IL4 authorized as of 3/18/2023
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Technology
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THANK YOU

Todd Favakeh

DoD Lead

(M) 847.334.5610
todd.favakeh@armis.com

Bryan Inman
DoD Sales Engineer
(M) 727.514.4797
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