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Overview

● The True Source of Software Supply Chain Risk: Complexity

● RapidFort’s Approach to Reducing SSCR by Removing the Source: Too much software

● Collaboration with the DoD:

○ Pre-Hardened Ironbank Containers

○ Build-Time Tools Available at Ironbank

○ Run-Time Tools Available at Ironbank potentially

● Meaningful Collaboration Discussions 

● Brief Solution Demo

“How do we meaningfully engage and measure our success by # of production vulnerabilities 
removed?”



Defining Software Supply Chain Risk

“Security issues introduced by the third-party components and technologies used to write, 

build, and distribute software*” (Linux Foundation Definition)

“Systemic risk that arises from using software components or applications not developed 

internally.” (RapidFort definition) 

* From Linux Foundation Course, “Securing Your Software Supply Chain with Sigstore,” LFS182x.



The Source of Software Supply Chain Risk: Complexity!
● Compounded Risks: 20 components 2% of breach in next year, 98% 

“safe”  BUT! = 33% chance of breach this year. (1-0.98^20)

● Only as strong as the weakest link: 20 component system: 19 100% 

safe, 1 30% = 30% (Think of Uber and # of employees, only takes one 

failure to result in a breach)

● Component Chains are growing longer :attack surface is increasing  

(Working from Home, devices, open source, SAAS, IAAS and PAAS, 

third-party APIs, CSPs etc etc etc etc.).

● This is challenging because with Open-Source we don’t own the doors

● Our approach is to reduce the number of vulnerability doors by 

removing them completely. 

“It's often not our software, there is a lot of it, it's risky, we are not sure where the risks are, and we 
rely on third parties to remediate said risks”



Our Need for Improved SSCR

● Software Supply Chain Risk is gaining attention because of compliance 
and security concerns:

○ COMPLIANCE regulation is growing meaning DoD developers 
must ensure this software meets new cybersecurity policy and 
requirements so it can be ATO’d

○ SECURITY risks are increasing because the volume, frequency 
and intensity of attacks is exploding

● DoD must secure all their next gen software so that:

○ We can support our new mission capabilities

○ We are compliant with new regulation & policy

○ We can get ATOs for the systems rapidly

○ We are secure from foreign threat-actors
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Current solutions make a small dent in the problem

Millions of 
vulnerabilities

Vulnerabilities
are scanned

Left with extensive 
lists and alerts

Game of 
whack-a-mole
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RapidFort finds and 
secures them

Automatically, reducing 
the Software Attack 

Surface
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Key Insight
50-90% of software in modern workloads is not 

used in production



How RapidFort Works: We “learn” what your software is doing by instrumenting 
it and remove the unused components or put alerts on the unused components

✓ First Software Attack Surface 
Management Platform

✓ Revolutionary Instrumentation 
Technologies

✓ Scan

✓ Estimate

✓ Profile

✓ Optimize

✓ Monitor

Reduce Your Software Weight By 80% - Automatically



Scan your infrastructure 
(Registries, Kubernetes, VMs)

Generate SBOMs 

Create accurate vulnerability 
reports

Measure risk with Rapid Risk 
Scores ML model

Opportunity-to-improve 
metrics with reduction 
estimates statistical model

Scan & Observe1
Understand your software
attack surface

Generate RBOMs (Real BOMs)

Prioritize vulnerability 
remediation

Obtain full list of unused 
packages for discussion with 
engineering

Minimize your software attack 
surface

Reduce your workload size

Improve your security posture

Manage 80% less software: 
Less risk, vulnerabilities, 
patches, alerts

Run-time Toolset (Security)

Build-time Toolset (Devs)
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Profile & Understand2 Harden & Secure3

Software Attack Surface Management Platform



A Comprehensive Software Supply Chain Platform for the DoD

● OPEN SOURCE COMMUNITY REPOSITORY:

○ 70 commercial images / 20 DoD images

● COMPLIANCE TOOLSET: FINDING VULNERABILITIES

○ Build Time CLI SCA Scanner

○ Registry SCA Scanner

○ Run-time SCA Scanner

○ SBOM Warehouse* FA864923P0564 

○ STIG Scanner* FA864923P0565 

● SECURITY TOOLSET: REMOVING VULNERABILITIES

○ Run-time profiling for security teams

○ Build-time profiling for engineering teams

○ Run-time vulnerability prioritization

○ Run-time Build Manifests

○ Automated Hardening: “Animal hardening”
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Technical Validation from Community Containers: 2.5M+ downloads

ENTERPRISE: 2M+ downloads DOD: 500K downloads  

https://github.com/rapidfort/community-imagesConfidential - please do not distribute externally

https://github.com/rapidfort/community-images


Results from Ironbank Container Study: Encouraging Results
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https://github.com/rapidfort/community-images


Results from Ironbank Container Study: Reducing Criticals and Highs
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Build Time Profiling: SpaceCamp Case Study

Avg. Workload Size 
Reduction

Avg. Vulnerabilities 
Reduction 78%

Avg. Size 63MB

352MB

Original Hardened

82%

Avg. # of 
Vulns. 25

114

Original Hardened
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Impact Study: Large Set of Enterprise Images
In a study of 1,578 unique images, RapidFort automatically removed 73% of total vulnerabilities, 73% 
of criticals and highs, and reduced the overall software attack surface by 64%, resulting in automatic 
hardening of 155,400 vulnerabilities and 425GB of software! 

73%
All Vulnerabilities
Original: 211699

Hardened: 56274

73%
Critical & High 
Vulnerabilities
Original: 27439

Hardened: 7352

64%
Attack Surface
Original: 660.66 GB

Hardened: 235.7 GB Critical High Medium Low Unknown
654 6698 13049 33794 2079
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Critical: 2430
High: 25009

Medium: 62294
Low: 115425

Unknown: 6541

Original
Vulnerabilities

1,578
Unique Images



Seeing is believing: RapidFort is seeking opportunities to genuinely collaborate 
with DoD Users

Confidential - please do not distribute externally

● Increased developer velocity by ~8% to ~12%

● Reduced vulnerabilities by as much as ~80%

● Reduced patching backlogs by 90%

● Reduced the sizes of container images by 75%

● Improved load times by 300%

● While using less memory and bandwidth

● And increasing the range of technologies available to expand mission capabilities

There is potentially a matching funds opportunity.

Please schedule a presentation by emailing Russ@rapidfort.com to confirm that the technology works as 
advertised. 

Within a few hours an Ironbank certified version of RapidFort will validate: 





Thank you!
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Harden & Secure
Your Cloud


