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Zero Trust Journey

KEY CROSS-CAPABILITY ELEMENTS

ZERO TRUST
SASE integration to enable continuous authentication, macro-segmentation security functions

Continuous logging and inspection of traffic

Policy enforcement on every transaction

Use credentials that comply with NIST 800.64
Context aware authentication
IAL/AAL inform AuthN and AuthZ decistions

g

CAPABILITY

Enhance capability

Expand access options
Prioritize user experience




* Non-CAC devices
* Non-CAC eligible community




What is MobileConnect AF?

—Evolved out of partnership with Army
—Extended partnership with BESPIN
—Offered as a C1 common service - extension of ICAM offerings

—Built on top of C1 Enterprise ICAM services that process >40 Million
monthly logins & perform > 1B authz requests annually

—Available on iOS and Android app stores as a free app for BYOD devices
—Registration available at mobileconnect.cce.af.mil



MobileConnect Components & Roadmap

Live now (USAF & Army)

- Registration Application (mobileconnect.cce.af.mil)

- Mobile Application (iOS / Android)

- SSO Configuration Application (GCDS Portal)

- Back-end SSO services (integration with USAF & Army Identity Stores, multiple protocol support)
- Full integration with Policy Engine / Policy Enforcement

In Beta Testing Now (Live for Army)
e Sponsorship Application (for sponsoring non-CAC holders)

In Alpha Testing Now
e HW Token-based passkey integration (Yubikey)
Roadmap (Next 6 months)
e Mobile SDK - supporting native SSO capabilities to USAF-developed Mobile Applications



MobileConnect - Registration

MobileConnect registration is available to all existing Cloud One users.
® In a browser go to MobileConnect site and select ‘Register’

e Download the MobileConnect USAF application from the Google or Apple app store and Register the

device by scanning the QR code
e Set an 8-digit PIN for the device.

MobileConnect

Success!

U.S. AIR FORCE M"‘T:-.“;i

Instant, secure logins using an app on your personal mobile device.

< No need for a CAC.

- Access content directly on your device.

My Status: Not Registered

GET STARTED

Registering and setting up your device only takes a minute.

Download
Download the app on your phone or tablet
Requires i0S 12.1 / Android 9 or newer
2 Download on the \ GETITON
@& App Store | 4 Google Play
Register
Launch the app and follow the instructions.

Scan
e YOUR UNIQUE QR CODE TO SCAN >

You will also need a separate computer for this
registration process.

REGISTER THIS DEVICE

By registering your device, you are accepting our
End User License Agreement and Terms onditions.

Version 1.0.0.229

CANCEL

Create your 8-digit Passcode

Q0 OCIGOIO0

You are now registered.

Need to switch to a different device, or need to reinstall the app?
Simply deregister first and then reregister.

DEREGISTER MY CURRENT DEVICE

Issues with the Air Force MobileConnect app service?
Contact https://c1snow.cce.af.mil

SUPPORT FAQ

Answers to common questions about the Air Force MobileConnect app and service.


https://mobileconnect.test.cce.af.mil/

MobileConnect - Primary Factor Login

Cloud One SSO ¢ MabileConnect
L7 U.S.AIR FORCE
Insert your CAC / ECA to begin your login
p . MEMBERSHIP AND SUPPORT INFORMATION Enter your 8-digit Passcode
A O View Air Force Portal Registration Requirements .' - '*- 00000000
I Contact the Help Desk o
g oor idAM

You are now logging into: https:/mobileconnect.test.cce.af.mil

PKI Login MobileConnect CCE Test

Applications that are enabled with MobileConnect Login will present as second
authentication option on the login screen. Users simply click the button, scan the
QR code, and enter their PIN and they are logged in successfully




MobileConnect - SSO Configuration

« Within the GCDS Portal (https://control.akamai.csd.disa.mil) application owners are able to configure their sites to
require MFA.

» During policy setup, selecting the authentication role will determine what is required by the user when accessing
certain paths.

* Any User = not authentication required

» Authenticated User = username/password required (Not used by USAF Currently
* MFA User = MobileConnect Primary Factor

« Strong Authentication = Must login with CAC

Policies
Your site is protected by the policies below
o They are processed in order of priority from low to high

¢ Upon the first match no more policies will be executed

¢ |fno policy matches a user will receive an unauthorized error
(Q ~ SaaEbE Authentication Role: Strong Authentication v
ter Reset ) howang 110 307 3 entnes »
P An y User "
Priority 1 Name Path Deny All Auto PKI Prompt Authentication Authorization Policy String Set Authorization Roles IR Nk
. " Authenticated User

] Require Auth for Directory Traversal URLs ~ */./° """/, false false Strong false

| :'"th-"[ ‘4"”"‘ _
100 Protected Directory protected”  false fase false

Authentication Strong Authenlication
Root Land ng Page o false false Strong false " ATy YR TR U O

Authentication

how 10V |ent { (BN

10
Add Policy



https://control.akamai.csd.disa.mil/

USAF SSO Reporting & Monitoring

MobileConnect is integrated with GCDS’s enterprise SSO offering, providing
sortable / filterable / reportable statistics on successful / failed authentication
attempts that are accessible to Mission Application owners

COMMUNITY LOGIN SUCCESSES & Export This Graph as CSV
35
30 Total Logins 63,712,626 PKI
50,360 Password
25
20
Average (per 8.29 PKI
- second) 0.01 Password
10
34.81 PKI
’ Peak (per 5/9/23 10:30
; second) 0.39 Password
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[ PKI Logins [ Password Logins Most Recent (per 5/24/2311:45
second) 0 Password

5/24/23 11:45
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Cloud One Policy Engine - Overview

Cloud One’s Policy engine provides a suite of capabilities to Cloud One customers. Key
Features include:

Highly Scalable, Resilient, and Performant - currently processing > 1 Billion Authorization events
annually

Globally distributed in over 30 discrete locations, both CONUS and OCONUS. Presence on both
unclassified and classified networks

Provides the ability to define custom authorization policies that restrict content based on ANY
combination of available attributes (including authenticator)

Can evaluate multiple policies in a configurable order, providing infinite flexibility in authorization
rules

Able to restrict content by authentication type - down to the individual path or even
resource/document

Policies are evaluated on every request - at the GCDS edge, allowing for extreme scalability
Support for all SSO Property types (including SAML, ADFS and OIDC)

Solution is entirely managed through configuration via the GCDS portal, allowing for changes to be
made quickly and easily (changes propagate in approx 5 minutes), but with full audit traceability

(f) N : DAFITC 2023 - MobileConnect and Zero Trust



GCDS Policy Engine - Architecture

Hostile Territo Authorization Policy Example
GCDS / Akamai ZTA Control and Access Topology v AAL Policy based on
| -~ N Network Risk:
Application IDP /7 |:]
;°:;:§;’:ﬂ:’e"s Cumulative ABACIDPs  ABAC/ Identity Stores / .= . . - It L::Lt(hle)I;nd managed device OR
- = I Enterprize ) - Enterprise Private Network (“On base”) AAL (2)
== ; Fas: ) \ Manage Personal If Med then
Policy Admin S$SO Community — IEI 7 . .
i 2= e = \ Laptop . *,, laptop | ™ - AAL (2) and managed device OR
Control Plane : > - S - rraaset -AAL(3)
‘ If High
- AAL (3) and Managed Device

- —

Global Policy
Engine / ICAM

~

N
/7 X
>y : \
N (==
| Enterprise
1 \ Managed L . \
7 ., Laptop Managed -
— \ Laptop \ _ Mobile ,
~
Policy Enforcement Point - S -~ — /

Enterprise |

. 1 A \ /
W P— ol CONUS Off base \ Managed I \ Web Services U \ y:

i , N B _ \ laptop 7 N / N 7

] User y - > N . . S — - g ~ ’ ~ -
O = ' \ / |

\

”
Cloud App -

Portal s 0 /,_ o —————
OCONUS Off base
=10 -
o B -~ , ~
Policy Decision Point 1 ) —es . "o, / \
B 1 \
|

Personal | Enterprise

Data Plane

|  Enterprise

-~ . .
. Potential to be treated as Enterprise Resource
\ Managed Personal { ] Enterprise Resource . X . TP . .
« Laptop / : X . - .. < (still required to establish sessions through Policy Engine)
~ 7 Mobile .

Network Risk = High, CAC Card used (AAL 3), managed Device J Network Risk = Med, UNPWD (AAL 1), On managed Device x
Policy admin defines resource access policy

Network Risk = High, CAC Card used (AAL 3), private device Network Risk = Med, CAC Card used (AAL 3), managed device

a Policy engine evaluates provided credentials Network Risk = Med, UNPWD + MFA (AAL2), managed device Network Risk = Med, UNPWD + MFA (AAL2), private device

and other telemetry to create access decision

0000
0000

Network Risk = Med, CAC Card used (AAL 3), private device Network Risk = Low, UNPWD (AAL 1), managed device

This is a core and critical part to the basic architectural framework of Cloud One. Cloud One only allows

communication to the resources it hosts by communication paths defined by the control plane and enabled through
the policy engine.
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GCDS Policy Engine - Key Concepts

The Policy Engine leverages the following feature sets that can be configured via the GCDS
portal:

Attribute Mapping: GCDS SSO integrates with multiple back-end identity stores (C1 AAD, Army AMID, etc...) and allows
administrators to configure the way attributes are mapped. These attributes can then be passed to applications or used for policy
enforcement.

Authentication Roles: GCDS SSO enforces the identity and authentication assurance levels described in NIST 800-63, allowing
roles to be created that correspond to credential strength and the level of identity proofing. This allows system owners to configure
areas of their site that are publicly available, while restricting other areas to CAC or MFA - depending on system owner needs.

Authorization Roles: Any of the attributes provided by the identity store can be used to define authorization roles that can be applied
to applications in order to restrict access. Need to restrict certain pages/paths to prevent Foreign National access or prevent
contractors from accessing military-only content? Authorization rules can provide this capability in an easily configurable manner!

Policies: Combining the above concepts together, GCDS lets application administrators combine authentication and authorization

roles into a series of policy statements that provide complete control over access to resources (down to the individual file/document
level).

(f,-) N : DAFITC 2023 - MobileConnect and Zero Trust



Attribute Customization

GCDS SSO integrates with any number of back-end identity stores (IDS) and allows
application owners to configure the attributes they require - both for authorization and
identity purposes.

Name T Display Name
aal AUTHLEVEL
armyaccounttype ARMYACCOUNTTYPE
armyaocl ARMYAOC1
q armyaoc2 ARMYAOC2
Any attribute from the .
identity store can be armybabr ARMYBABR

)

configured as an
authorization attribute

armybabrdesc

MYBABRDESC

armycaccn ARMYCACCN
armyCity ARMYCITY
armycompany ARMYCOMPANY

armycomponent

MYCOMPONENT

Attribute names can be mapped to
alternate names to ensure that

armycountry ARMYCOUNTRY . .

g ’ customers receive attributes that
armycrfidl ARMYCRFLD1 are named the way their
armycrfld2 ARMYCRFLD2 applications need them to be!
armydsn ARMYDSN
armydymose ARMYDYMOSE
armyedipi ARMYEDIP
armyeemail ARMYEEMAIL
armyeuid ARMYEUID
armyexternalmail ARMYEXTERNALMAIL
armyfin ARMYFIN
armygrade ARMYGRADE

——
O N —  DAFITC 2023 - MobileConnect and Zero Trf§ ~ 2rmymacom PRI,
armymiddlename ARMYMIDDLENAME



Authentication Roles

GCDS SSO allows for authentication roles to be configured that automatically enforce
Identity and Authentication Assurance Levels (IAL & AAL) as defined in NIST 800-63

Authentication Roles

(Q Filter ::c-sc-D

Name T Description

Any User Any authenticated or unauthenticated user

Authenticated User Any authenticated user

MFA User Users who have authenticated with multiple factors
Strong Authentication Strongest possible authentication and account verification

Show [10 v entries

C* ) IV : DAFITC 2023 - MobileConnect and Zero Trust

Roles can be defined that specify the minimum required level of identity
proofing, and the minimum allowed credential strength. These roles can be
applied to applications, paths, or individual documents/resources!

owing 1 to 4 of 4 entries

Min IAL Min AAL
0 0
1 1
1 2
3 3



Authorization Roles

Any combination of attributes can be configured as a custom role. Roles can be applied to
applications, paths, or individual resources to restrict access at the GCDS edge.

Authorization Roles

Re 51:9)

Name T Description

Active Army
Army Contractor
Army National Guard

Army Reserve and
Contractor

ARNG and Contractor
DA Civand Army
Reserve

DA Civ and National
Guard

DA Civlilan

Foreign Officer (non-US)

foreign_contractor_any Match CF at any

pointin

ArmyAccountType.

Show [10 | entries

Add Authorization Role

Filter

(accountType=AA)
(accountType=CO)
(accountType=NG)

(accountType=RE*CO)

Showing 1to 10 o

Roles can be shared / re-used across

multiple systems / portfolios as long as they
retrieve their attributes from the same

(accountType=NG"CO)
(accountType=DA”RE)
(accountType=DA”NG)

(accountType=DA)
(accountType=FO)

(accountType="CF*)

—

L G S T — DAL IIC £UL0 ~ IVIUNIITLUIIIITUL AlIU £TIU 1T1UdL

Any combination of attributes can be

assembled into a role using simple
expression statements

identity store

Roles can be used to restrict content by

rank, branch, CTR/CIV/MIL, or any other
attribute that is available in the identity
store



Policy Engine Configuration

Policies

Your site is protect: * Resources can also be set to require a minimum login

e They are proce: Appllications can have multiple policfies . . assurance level (CAC only, MFA, public content
e Uponthefirstn co_nfl.gured, and they are evaluated in . !‘—‘oI!cY rules can be applied to rfaths, etc...). GCDS will prompt for a ‘session upgrade’
priority order on EVERY request - allowing individual resources, or an entire ol e R

* Ifnopolicymat for complete control of who has access to i application
what!

‘ Q Filter ’ Reset) Showing 1 to 3 of 3 entries

Priority T Name Path Deny All Auto PKI Prompt Authentication Authorization Policy String Set

100 Block /epubs/DR_pubs/DR_b/* .. iz wc) 1 false false Strong true

Contractor ke 1Y Authentication
Access

PKI User /Tools/Videos/*, . nR et MFA User
including sl o O ok 8 el

CTR (block

Foreign)

Any User [  FAECL RN K Any User

. Policy strings determine the attribute
Show entries logic that is applied for each rule (the

combination of Authorization Rules)

Add Policy




Custom Policies

Authorization Policies are used to define rules involving one or more role. The following example shows
how a ‘foreign national block’ can be defined.

PKI User including CTR (block Foreign)
Army Pubs - AMID2
200

N Tl

Path: /Tools/Videos "

Case Sensitive: false

Authentication Role:  MFA User
Application owners can create custom Users who have authenticated with multiple factors
policies that incorporate multiple roles (i.e.

US-based contractor or MIL user only) Authorization Roles: No authorization roles selected - all authenticated users allowed
Deny All: false

Automatic PKI Prompt: false

Policy String: |not foreign-contractor-any and not foreign-officer-any and not local-national-any

Require MFA: When the user is registered with a second factor (set by community)

Edit this Policy
Delete this Policy
Back to Property




Policy Engine In Action:
Demo

O N = DAFITC 2023 - MobileConnect and Zero Trust



Cloud One Example - JCaaS

Cloud One WAF is constantly alerting on unauthorized / unauthenticated users scanning publicly accessible
areas of Jira and Confluence - looking for information on how the system is configured

Hostname

conflu

m

nce.tools.cce.ar.mil

jira.tools.cce.af mil

jira.tools.cce.af mil
confluence.tools.cce.af mil
confluence.tools.cce.af mil

< -
ranflivanea tanle Fen 2 mi

O N : DAFITC 2023 - MobileConnect and Zero Trust

Response status code of 200 indicates that the

(unauthenticated) user was able to successfully interact

with the API / resource

Path .

Jrest/mywork/latest/status/notitication/count

[rest/menu/latest/appswitcher

'or

o~
m
v
o
aq
m
1]

rest/greenhopper/1.0/xboard/work/69/colors.json
rest/greenhopper/1.0/xboard/issue/details.json

'gadget/1.0/issueTable/jql

-.,
L]
1
!-1
aq

'sad

ou
m
wv
o
aaq
a9

et/1.0/issueTable/jql
'gad

q

et/1.0/issueTable/jql

i
m
v

o~
a9

',
m
v
P
Q.

/dashboardmacros/1.0/updates

/rest/api/search

vact Ianileaarch

nhopper/1.0/xboard/work/allData.json

—>

Action Applied

Alert

al

m
—~

A

P I A B B
m m m m (4] m m
—~ —~ —~ —~ —~ = ~

e
0
o

AlAart



Cloud One Example - JCaaS

By default, JIRA & Confluence provide a set of APIs & other features that are not behind authentication
by default. Adversaries can scan these APIs to gain clues about the configuration, environment, and
software versions used by Cloud One and use this information for future attacks.

& C @ jira.tools.cce.af.mil

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

v<status>
<status-code>500</status-code>
<message>query should not be null!</message>
<stack-trace>com.atlassian.jira.util.dbc.Assertions$NullArgumentException: query should not be null! at com.atlassian.jira.util.dbc.Assertions.notNull(Assertion:

com.atlassian.jira.bc.issue.search.DefaultSearchService.parseQuery(DefaultSearchService.java:183) at jdk.internal.reflect.GeneratedMethodAccessor1281.invoke(Unkr
java.base/jdk.internal.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43) at java.base/java.lang.reflect.Method.invoke(Method. jav:
com.atlassian.plugin.util.ContextClassLoaderSettingInvocationHandler.invoke(ContextClassLoaderSettingInvocationHandler.java:26) at com.sun.proxy.$Proxy652.parse(
java.base/jdk.internal.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43) at java.base/java.lang.reflect.Method.invoke(Method. javi
at org.eclipse.gemini.blueprint.service.importer.support.internal.aop.ServiceInvoke puoke i er Saua i) o o oclip comind b ooin g i
org.springframework.aop.framework.ReflectiveMethodInvocation.proceed(ReflectiveMeth CIETEEREMRECE ]
org.springframework.aop.support.DelegatingIntroductionInterceptor.invoke(Delegating
org.eclipse.gemini.blueprint.service.util.internal.aop.ServiceTCCLInterceptor.invokfluence
org.springframework.aop.framework.ReflectiveMethodInvocation.proceed(ReflectiveMeth
org.springframework.aop.framework.ReflectiveMethodInvocation.proceed(ReflectiveMeth
org.springframework.aop.support.DelegatingIntroductionInterceptor.i e(Delegating
org.springframework.aop.framework.JdkDynamicAopProxy.invoke(JdkD opProxy.java

Forgot Your Password?

That's ok! Simply enter your username or email below and a reset
password link will be sent to you via email. You can then follow that link

Attackers can glean information on environment and select a new password

configuration and underlying JAVA version by probing

public API ca"S Username or email m
Attackers can also leverage unexpected Public Pages to Powered by Atlassian Confluence 7.13.7 - Reportabug - Atlassian News

attack the underlying application or send unwanted

- emails to users A ATLASSIAN
—
" == DAFITC 2023 - MobileConnect and Zero Trust




Cloud One Example - JCaa$S - With Policy Engine

Applying a simple set of policies allowed the JCaaS team to quickly restrict access to pages that should
not be accessible, and to enforce login requirements on pages that were previously open to scanning

Policies

Your site is protected by the policies below.

* They are processed in order of priority from low to high

e Upon the first match no more policies will be executed

¢ If no policy matches a user will receive an unauthorized error

Forgot password URL should not

. . - Showing 1 to 3 of 3¢
be available, so it is set to ‘deny Reset rowing 1030
all’
Priority T Name Path Deny All Auto PKI Prompt Authentication Authorization
100 deny /forgotuserpassword.action true I false Strong
paths Authentication
200 Strong /administrators.action /docontactadministrators.action false false Strong
Auth [forgotuserpassword.action /plugins/servlet/oauth/getconfig Authentication

Paths /rest/analytics/1.0/publish/bulk
/rest/gadgets/1.0/g/com.atlassian.streams.confluence:activitystream-
gadget/gadgets/conf-activitystream-gadget.xml
/rest/shortcuts/latest/shortcuts/8703/eaf605f925bdbe80dc922075d9d3bcc8

1000 default /* false false Any User
| Show |10 +|entries A secondary set of paths were protected 4| <« »
l behind login to prevent scanning by bad
actors

(f) N : DAFITC 2023 - MobileConnect and Zero Trust



Cloud One Example - JCaaS - Results

Applying a simple set of policies allowed the JCaaS team to quickly restrict access to pages that should
not be accessible, and to enforce login requirements on pages that were previously open to scanning

@ federation.test.cce.af.mil

Cloud One SSO

Insert your CAC / ECA to begin your login

MEMBERSHIP AND SUPPORT INFORMATION

View Air Force Portal Registration Requirements

Contact the Help Desk

idAM

Users that attempt to access the

‘reset password’ path are denied You are now logging into: https://confluence.tools.test.cce.af.mil
by policy I You are not authorized to access this path I

Click here to retry your request.

#582.2e0130d6.1660938492.1dedea3

The security accreditation level of this site is UNCLASSIFIED// FOUO and below. Do not process, store, or transmit information classified above the accreditation
level of this system. Privacy Act Information: information accessed through this system must be protected in accordance with the Privacy Act of 1974, as
amended, and AFI 33-332.

——
—
O N — DAFITC 2045 - vivuiiecuninect diu 2eiu 11ust



MobileConnect support for Zero Trust: Logging

One of the key tenets of Zero Trust is to leverage all the data that you have at your disposal in order to
continuously improve your authorization rule-sets. Cloud One has been continually adding new
features (like the policy engine) and has taken strides to ensure these new capabilities also support this
key tenet.

We have improved our logging capabilities to aggregate key information about each request into an
easy to consume format that will help us:

® Identify suspicious activity patterns across ALL Cloud One applications

® Refine access policies based on observed user activities

® Support forensic requests more rapidly and efficiently

¢ Allow system owners to better understand who us using their system

® Better integrate with SIEM solutions and other authorized data consumers

O N = DAFITC 2023 - MobileConnect and Zero Trust



Logging Enhancement Overview

The logging enhancements are built on top of the GCDS policy engine in order to ensure that
for all policy-engine enabled applications, all data about the user and their interaction with
protected application(s) is logged with all relevant telemetry data, including:

* Basic Request data (host, path, method, HTTP response code, etc...)
® User information (user ID, SSO session ID, IAL level)

* Authentication / Authorization data (authenticator type, AAL level, authentication /
authorization status, relevant policy)

®* Telemetry derived from GCDS (country, region, city)

(f) N : DAFITC 2023 - MobileConnect and Zero Trust



Logging Enhancement Example

STATUS METHOD HOST PATH USERID LoginType Sessionld IAL AAL AUTHN AUTHZ Action POLICY COMMUN COUNTRY REGION CITY
302 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/cacsignin?resource=/puk FALSE TRUE u 6582 JP 32 YOKOTA
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/bin/getAllSubmittedForrm JOHN.DOE..xxxxxxxx: pki c464fd1le-6be 3 3  TRUE TRUE p 3539 4 )p 32 YOKOTA
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/bin/getAllUserTasks?Aut JOHN.DOE..xxxxxxxx: pki c464fd1e-6be 3 3  TRUE TRUE p 3539 4 p 32 YOKOTA
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/bin/getDashSubmittedFc JOHN.DOE..xxxxxxxx: pki c464fdle-6be 3 3 TRUE TRUE p 3539 4 JP 32 YOKOTA
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/bin/notifyAlINewTasks?uJOHN.DOE..xxxxxxxx: pki c464fdle-6be 3 3  TRUE TRUE p 3539 4)p 32 YOKOTA
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/content/saffm/en.html JOHN.DOE..xxxxxxxx: pki c464fdle-6be 3 3  TRUE TRUE p 3539 4)p 32 YOKOTA
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/content/saffm/en/misce JOHN.DOE..xxxxxxxx: pki c464fdle-6be 3 3  TRUE TRUE p 6585 4 )p 32 YOKOTA
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil/pub/content/saffm/en/my-fo JOHN.DOE..xxxxxxxx: pki c464fd1le-6be 3 3  TRUE TRUE p 3539 4 )p 32 YOKOTA
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/pub/content/dam/catalogs/das JOHN.DOE..xxxxxxxx: pki c464fd1e-6be 3 3  TRUE TRUE p 3539 4 )p 32 YOKOTA
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/pub/content/dam/catalogs/das JOHN.DOE..xxxxxxxx: pki c464fd1e-6be 3 3  TRUE TRUE p 3539 4 )p 32 YOKOTA
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/pub/content/dam/catalogs/das JOHN.DOE..xxxxxxxx: pki c464fd1e-6be 3 3  TRUE TRUE p 3539 4 p 32 YOKOTA
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/pub/content/dam/catalogs/das JOHN.DOE..xxxxxxxx: pki c464fdle-6be 3 3  TRUE TRUE p 3539 4)p 32 YOKOTA
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/pub/content/dam/catalogs/das JOHN.DOE..xxxxxxxx: pki c464fdle-6be 3 3  TRUE TRUE p 3539 4Jp 32 YOKOTA
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/pub/content/dam/catalogs/das JOHN.DOE..xxxxxxxx: pki c464fdle-6be 3 3  TRUE TRUE p 3539 4 )p 32 YOKOTA
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/pub/content/dam/catalogs/das JOHN.DOE..xxxxxxxx: pki c464fd1le-6be 3 3  TRUE TRUE p 3539 4 p 32 YOKOTA

\ A

All request data is logged. This allows for operators to
record the exact sequence of requests in a user’s session —
even if it spans across multiple applications.

A

|

[

Information about the user is included
with each log line, including their primary
identifier, level of identity proofing (IAL),

and their SSO session identifier (so traffic
can be tied to a specific login event). This
data is only present for logged-in users
(which is why the 15t line in the example is
blank).

The authenticator strength (AAL) and

policy information is also logged, allowing

operators to easily see whether or not a
request was authenticated, whether or
not the requesting user was authorized to
the data they requests, and also WHY (by
referring to the policy ID)

Geolocation data is
appended to every
request, allowing
operators to
determine the
country, region, and
city associated with
each request
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Logging Enhancement: Example (Data Exfil)

The following hypothetical example shows how the log data could be used to detect an authorized user
performing suspicious activity (like crawling a site in order to scrape/exfiltrate documents / content)

STATUS METHOD HOST
302 GET www.my.af.mil
200 GET www.my.af.mil
200 GET www.my.af.mil
200 GET www.my.af.mil
200 GET www.my.af.mil
200 GET www.my.af.mil
403 GET www.my.af.mil
403 GET www.my.af.mil
403 GET www.my.af.mil
404 GET www.my.af.mil
404 GET www.my.af.mil
404 GET www.my.af.mil
404 GET www.my.af.mil

PATH

/login
/docs
/docs
/docs
/docs
/docs
/docs
/docs
/docs
/docs
/docs
/docs
/docs

Status Code shows which documents were
successfully accessed and which were denied by
policy. 404 responses can also indicate
‘scanning’ behavior (searching for valid
documents to exfiltrate

protected/0001.html
protected/0002.html
protected/0003.html
protected/0004.html
protected/0005.html
restricted/0006.html
restricted/0007.html
restricted/0009.html
restricted/0009.html
protected/0010.html
protected/0011.html
protected/0012.html

USERID LoginType Sessionld IAL AAL AUTHN AUTHZ
FALSE TRUE u
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE TRUE p
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE TRUE p
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE TRUE p
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE TRUE p
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE TRUE p
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE FALSE f
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE FALSE f
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE FALSE f
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE FALSE f
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE RUE p
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE TRUE p
INSIDER.THREAT.XXX pki c464fdle-6be 3 3 TRUE TRUE p

Combining path and user info
allows operators to detect a single
user ‘crawling’ a site, looking for
content in a variety of ways.
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Action POLICY COMMUN COUNTRY REGION CITY

Attempts to access content that
the user is not entitled to view are
warning signs that can be flagged
on

6582 us VA PETERSBURG
3539 4 US VA PETERSBURG
3539 4 US VA PETERSBURG
3539 4 US VA PETERSBURG
3539 4 US VA PETERSBURG
3539 4 US VA PETERSBURG
3540 4 US VA PETERSBURG
3540 4 US VA PETERSBURG
3540 4 US VA PETERSBURG
3540 4 US VA PETERSBURG
3539 4 US VA PETERSBURG
3539 4 US VA PETERSBURG
3539 I 4 US VA PETERSBURG

The policy that was evaluated and denied can
provide additional key information. For example,
if POLICY 3539 = Any DoD CAC holder, and POLICY
3540 = US-Citizens only, we can deduce
information about the individual performing the
scan




Logging Enhancement: User / Session Compromise

The following hypothetical example shows how the log data could be used to detect a user that has had
their session / credentials compromised by a malicious actor

TIMESTAMP ¢
1684520169
1684520170
1684520171
1684520172
1684520173
1684520174
1684520175
1684520176
1684520177
1684520178
1684520179
1684520180
1684520181
1684520182
1684520173
1684520174
1684520175
1684520176
1684520177
1684520178
1684520179
1684520180
1684520181
1684520182
1684520183
1684520184
1684520185
1684520186
1684520187
1684520188

3TATUS METHOD HOST

302 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil

200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DOE.
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DOE.
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DOE.
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DOE.
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DOE.
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DOE
200 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DOE.
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/g JOHN.DOE.
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE.
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE.
200 GET fams.cce.af.mil /1/1/301843/1d/fams.cce.af.mil/flQHN.DOF
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE.
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE.
302 GET fams.cce.af.mil /D/1/301843/000/fams.cce.af.mi

200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE.
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE.
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE..
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/g JOHN.DOE..
200 GET fams.cce.af.mil /1/1/301843/1d/fams.cce.af.mil/f JOHN.DOE..
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE..
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/g JOHN.DOE..
200 GET fams.cce.af.mil /1/1/301843/1d/fams.cce.af.mil/f JOHN.DOE..
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE..
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/g JOHN.DOE..
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/fJOHN.DOE..
200 GET fams.cce.af.mil /L/1/301843/1d/fams.cce.af.mil/f JOHN.DOE.
302 G fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.DO
200 fams.cce.af.mil /D/1/301843/000/fams.cce.af.mil JOHN.D

PATH |USF.RID

LoginType Sessionld

XXXXXXXX: pki
XXXXXXXX: pki
XXXXXXXX: pKi
XXXXXXXX: pki
XXXXXXXX: pki
L XXXXXXXX: pKi
XXXXXXXX: pki
XXXXXXXX: pki
XXXXXXXX: pki
XXXXXXXX: pki

XXXXxxxx ki

XXXXXXXX: pki
XXXXXXXX: pki

L XXXXXXXX: pKi
XXXXXXXX: pki

c464fd1le-6be7-4e€
c464fd1le-6be7-4e€
c464fd1le-6be7-4e€
c464fd1le-6be7-4e€
c464fd1le-6be7-4e€
c464fd1le-6be7-4e€
c464fd1le-6be7-4e€
c464fdle-6be7-4e€
c464fd1e-6be7-4e€
c464fd1le-6be7-4e€
c464fdle-6be7-4e€

IAL

c464fd1e-6be7-4e€
c464fd1le-6be7-4e€

a59bb635-45be-4e
a59bb635-45be-4e

XXXXXXXX: PKLL

Same user with 2 distinct SSO sessions at the same

time MAY be valid, but might be an indicator of
compromise
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a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e
a59bb635-45be-4e

W W W WwWwwwwwwwwww

W W wWwwwwwwwwwwwww

AAL

W W W wwwwwwwwww

W W W Wwwwwwwwwwwww

AUTHN AUTHZ

FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE

TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE

Action POLICY

T T U U U U U U U U U U U U U € U U U U U U T T T T T T T C

6582
3539
3539
3539
3539
3539
6585
3539
3539
3539
3539
3539
3539
3539
6582
3539
3539
3539
3539
3539
3539
3539
3539
3539
6585
6585
6585
6585
6582
6585

COMMUN COUNTRY REGION CITY

JP 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA
4 )P 32 YOKOTA
4P 32 YOKOTA
4P 32 YOKOTA

us AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVI
4 US AL HUNTSVI
4 US AL HUNTSVILL
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE
4 US AL HUNTSVILLE

If the 2 sessions also come from 2
very different geographies, it is
much more likely to be
compromised session / credentials




Zero Trust Journey

KEY CROSS-CAPABILITY ELEMENTS

ZERO TRUST
SASE integration to enable continuous authentication, macro-segmentation security functions

Continuous logging and inspection of traffic

Policy enforcement on every transaction

Use credentials that comply with NIST 800.64
Context aware authentication
IAL/AAL inform AuthN and AuthZ decistions

g

CAPABILITY

Enhance capability

Expand access options
Prioritize user experience




Get Started! https://info.cloudone.af.mil

Email: george.calley.1@us.af.mil Cloud One Roadshow
aiiliie. Take your mission =

Stay tuned for our next roadshow’skegistration information. to the cloud CLOUD
ON=

Reach out to Service Desk

o
Coffee with Cloud One

This weekly event provides a 30 minute high-level ovdview of Cloud

One, followed by 30 minutes of open Q&A.
A &3

Move your mission app to
Cloud One to enjoy.

J M n h i I p n n n n p r\ When: Wednesdays 10-00 - T1:00 a.m. EST

Contact: Kelley Beerbower at kelley.beerbower.ctr@us.af.mil

)/ U.S. AIR FORCE Coffee with Cloud One Flyer

Instant, secure logins using an app on your personal mobile device.

> No need for a CAC.

< Access content directly on your device.
C LO U= CLOUD ONE FREQUENTLY ASKED QUESTIONS

My Status: Not Registered O N —ras
GET STARTED — e

Registering and setting up your device only takes a minute.

Download
Download the app on your phone or tablet
Requires 105 12.1/ Android 9 o newer
2 Download on the € GETITON
@& App Store | PP Google Play
Register
Launch the app and follow the instructions.

Scan
e YOUR UNIQUE QR CODE TO SCAN >

Keep up with the latest program
news and updates

Subscribe to our newsletter or T
. e B onboarding
view past newsletters ' B wmigrating

Issues with registering or authenticating? QR code not working?
af. Refresh code

cce.
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Engagement Poll

Let us know how we
did! Answer our quick
5 question poll

B g
Thank

f*yo

F L

Questions?

n

Coffee with Cloud One

Weekly 30-minute high-
level Cloud One overview
and a 30-minute Q&A

i
LinkedlIn

Follow Us on LinkedIn for
updates and interesting
Cloud One stories
=~ 4
-
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