vy AVAVAV

a Y AvAvAvA
v.,Vv vAvAvA

LT LT AaYAVAY,

DINE DEVELOPMENT CORPORATION

Data Mesh Driven Data
Infrastructure

Dale J. Ward Jr.

DAFITC 2023
August 28t
10:30am — 11:20am




A Perspective ==EHEIDC

DINE DEVELOPMENT CORPORATION

Many commercial organizations have boldly embraced digital transformation and have
capitalized upon its transformational momentum. These organizations are harvesting
billions of dollars of business value from their strategic data assets and continuously
iInnovate across their data-centric value chains to maintain a global competitive edge.
What do these organizations have that others do not? At the most fundamental level,
these organizations have the ability to centrally manage and readily access petabytes
of data to enable their continued innovation and monetization efforts. Their business
analysts and data scientists can literally execute petabyte scale queries and train
advanced machine learning models to achieve near-real time detection of target
conditions and automate responses. Meanwhile, the world’s most modern military
struggles to overcome decades of technical and architectural debt which has
resulted in an aging and incoherent data infrastructure.

Why not Us? Why not Now?
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The DoD’s collective data infrastructure serves as the largest and most
fundamental inhibitor to the department’s ability to manage and exploit
data in a manner consistent with the vision outlined in the DoD Data
Strategy.

Data infrastructure, in this context, is defined as the people, processes and
technologies employed to persist, expose, monitor, organize, manage,
secure, retain, archive, and purge the agency’s strategic data assets.

Currently, DISA's current data infrastructure is a product of a disparate
variety of on-premises technologies and vendor proprietary solutions.
These solutions lack adequate cost-effective storage and fail to provide a
common, cohesive control plane through which mission aware data
architects can centrally manage, organize, share, archive, retain and
monitor the full breadth of the agency’s data assets.

For perspective, what other DoD assets suffer this degree of neglect? In
these terms, the department’s deployed fleet of strategic data assets D .
deserve a dedicated command center complete with trained staff, A DoD Data Asset Command Center?

continuous telemetry and centralized command and control functions.
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Self Serve Data Platform
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Data infra engineers Domain agnostic shared self-serve
tooling and infrastructure to ingest,

transform, process and serve data

Data Infra as a Platform
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Turnkey Security & Landing Zone Architecture HEYDC
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« ATO Ready, Turnkey Security and Landing Zone A\
Architecture (TKSA/LZA) solution to accelerate the R
ATO and CPTC processes for our DoD and federal -

agency organizations migrating or building applications s
in AWS GovCloud or the AWS Classified Regions. B B8 8

* The TKSA/LZA solution is based on the AWS Public ~ ~ -l-,—— B _ | e g
Sector Landing Zone Accelerator. It is built with 100% = ® §: Be L O B
laC that can be implemented within any AWS ' O B B o HIEE ST
GovCloud or Classified Region account in under two 7] E— ﬁ" ok Al - Mo ==
hours. = - = B i Lo

. = = == —| |

« The result is ATO Ready cloud-within-the-cloud L L el
environment that leverages AWS Control Tower and FLEE e m =5 ;®u
AWS Organizational Units (OU) to create a complete T i i B B
hierarchical, multi-account, cloud-within-a-cloud e 8| == B8
solution organization can use to manage the security, s rcmmmsesTaTEn

usage and costs of multiple tenant accounts.
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Data Infrastructure as a Platform
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