
Improving Cybersecurity and Resilience Through Acquisition



SOUNDWAY CONSULTING INCORPORATED
 (“SOUNDWAY”) 

was founded by Diane Bellegarde, a U.S. Army 
Service-Disabled Veteran, in 2011.

SoundWay provides information technology, 
mission support & cybersecurity professional 

services to the U.S. Department of Defense (DoD), 
Intelligence Community (IC), federal government 

civil agencies, and commercial businesses.  

SoundWay’s commercial business is focused on 
providing cybersecurity compliance, CMMC 
certification readiness, & as a C3PAO we are 
authorized to conduct CMMC certification 

Assessments.

Since 2018, SoundWay has worked tirelessly to 
become a leader in cybersecurity; dedicated to 

demystifying & simplifying Government 
compliance mandates & making compliance 

affordable for its fellow contractor community.

üCyber AB Authorized C3PAO
• One of only 48 C3PAOs Nationwide

üExpert Cybersecurity Professionals
§ CMMC Certified Assessor (CCA)
§ CMMC Certified Professional (CCP)
§ Industry Certifications:

� CISSP     � Security+    � PMP

üTOP SECRET Facility Clearance
üHUBZone, SDVOSB, WOSB

üFAR & DFARS Compliant or over 12 years
CONFIDENTIAL INFORMATION
NOT FOR RELEASE WITHOUT SOUNDWAY’S WRITTEN APPROVAL

About SoundWay





Setting the Stage

The year: 2008

 

The location: Schaumburg, IL

 

The audience: 
Ø 2-Star General
Ø 3 Procurement Specialists
Ø 15 Motorolans

 



“2018 DISA Systems Engineering Tech & 
Innovation (SETI) Contract HC10147-17-R-001” 

Questions:

• Who reviewed and who was qualified to 
review? 

• What training did the Procurement 
Contracting Officer or COR have in 2018? 

$7.5B IDIQ for IT/cyber related matters with  38 
awardees

Section L - Instructions, Conditions and 
Notices to Bidders  (nothing about Cyber)



SBIR – Software Solution for the USAF

2020 Award issued with following conditions

1) Must demonstrate compliance with CMMC Level 1 (CMMC 1.0)

2) Conformance with 252.204-7012

3) Allowance of $10K budget towards cyber implementation for CMMC L1

4) TPOC convinced an ATO was not required as they were in GovCloud

Results:
- Delays 
- > $20K in non-reimbursable costs to GovCon to conform with L1
- ATO determined to be required (testing done by USG at no charge) to GovCon



Historical Progress

2013 – DoD & GSA Approve Final Report “Improving Cybersecurity and Resilience through 

Acquisition”

2017 – NIST SP:800-171r1  

2019 – CMMC 1.0

2020 – NIST SP:800-171r2

2021 – CMMC 2.0

2023 – NIST SP:800-171r3 (Draft)

         - Unintentional Release of CMMC 2.1 documentation

DFARs 252.204-7012

DFARs 252.204-7019

DFARs 252.204-7020 DFARs 252.204-7021



Challenges

Devils in the details



Impact of the Threat on the 
Acquisition System

Cost
Schedule 

Performance



Likely Increases in Protests

Ø Issues with “Self-Deleting Clauses” 

     DFARs 252.204-7012 (AND) CMMC Level 1 is in solicitation/contract 

Ø Misrepresentation within SPRS

     DIBCAC and C3PAO community both agree

Ø Challenging CMMC L2 Obligations when no CUI is applicable in the actual performance 

of work

     FOIAs, disclosures by subcontractors, etc.



Organization                        Number of Active Contracts                 New Opportunities

AIR FORCE                                               183,050                                                         1,387
ARMY                                                       465,469                                                        2,194
DOD                                                         642,895                                                        1,286
NAVY                                                       341,755                                                         1,618
MARINES                                                  31,409                                                            194
Veterans Affairs                                       103,527                                                         1,255

Totals                                                 1,768,105                                             7,934           

By The Numbers - 2020

USG Reports that .003% of all contracts contend with a protest = 5,328
~ Rand & GAO 2021



Fun Fact

For every 2,000 protests

$81.1M



Considerations for Improving

Ø Ensure KO’s, COTRs and PM’s understand FY 25 can/should be  a new way of 
doing business.

Ø Build more time into the acquisition process to alleviate the “cut/paste” mentality.

Ø Evaluate in-depth training beyond video instruction available via DAU.  

Ø Rubrics for “Spot Inspections” of SPRS scores

Ø Conduct analyses of more recent breaches of GovCon – how do ancillary fees and 
penalties impact Cost, Schedule and Performance?



Questions

Carter Schoenberg, CISSP | QTE | CCP

Vice President & Chief Cybersecurity Officer

c.Schoenberg@soundwayconsulting.us

www.soundwayconsulting.com 

mailto:c.Schoenberg@soundwayconsulting.us
http://www.soundwayconsulting.com/

