
1

Empowering the Workforce to embrace the AI future

Bill Nystrom
Chief Technology Officer

Secure Networks

DAFITC 

2022

Accelerate 

Human-Machine Teaming 



2

Human Machine Teaming Vision

Published by AFRL 

in 2014



Competition breeds excellence



National Call to Action

By 2025, the foundations for widespread integration of 

AI across the Department of Defense must be in place. 



NSCAI AI Landscape



Pervasive AI is a Talent and Training Issue



At the core of future military advantage will be the effective integration 

of humans, artificial intelligence (AI) and robotics into warfighting systems –

human-machine teams – that exploit the capabilities of people and technologies 

to outperform our opponents. 

The game of chess provides an excellent example of human-computer collaboration and a 

cautionary tale about over-extrapolating when computers outperform humans. In 1997, IBM’s 

Deep Blue beat the chess grandmaster Garry Kasparov. Many observers regarded this, and 

the subsequent triumph of DeepMind’s artificial intelligence (AI) at the game of Go, along with 

AI that consistently beats Top Gun instructors in air-to-air combat, as the beginning of the end 

for human cognitive dominance. 

However, evidence suggests  that the future is more complex than machine beats 

human. A useful example comes from chess in 2005; a competition was held allowing any 

combination of human and computer chess players to compete. The competition resulted in 

an unexpected victory that Kasparov later reflected on:

Democratizing Human-Machine Competency 



The Hidden Power of HMT

The surprise came at the conclusion of the event. 

The winner was revealed to be not a grandmaster with a state-

of-the-art PC but a pair of amateur American chess players 

using three computers at the same time. 

Their skill at manipulating and ‘coaching’ their computers to look 

very deeply into positions effectively counteracted the superior 

chess understanding of their grandmaster opponents and the 

greater computational power of other participants. 

Weak human + machine + better process was superior to a 

strong computer alone and, more remarkably, superior to a 

strong human + machine + inferior process… 

Human strategic guidance combined with the tactical acuity of a computer was overwhelming.



In modern society, we already rely much more on machines and automation than we may 

be aware. The U.S. military, for instance, has used autonomous systems for decades. 

However, as AI capabilities improve, the dynamics within human-machine “teams” will 

change. In the past, computers could only perform tasks that fell within a clearly defined 

set of parameters or rules programmed by a human. 

As AI becomes more capable, computers will be able to learn and perform tasks based on 

parameters that humans do not explicitly program, creating choices and taking actions at a 

volume and speed never before possible.

Across many fields of human activity, AI innovations are raising important questions about 

what choices to delegate to intelligent machines, in what circumstances, and for 

what reasons. In the national security sphere, these questions will take on greater 

significance as AI is integrated into defense and intelligence systems. Across our entire 

society, we will need to address these new complexities with nuanced approaches, 

intellectual curiosity, and care that recognizes the increasing ubiquity of AI.

AI is changing relationships between humans and machines 



Why Human Machine Teaming

Optimizing human-machine teaming. Optimizing human-machine teaming requires an 

understanding of what humans are best at and what machines are best at in the era of 

narrow AI. 

The last roles likely to be automated will be where personnel conduct activities that demand 

contextual assessment and agile versatility in complex, cluttered and congested operating 

areas. Optimizing how we use human mental and physical capacity within such a force 

will become a key factor in out-maneuvering and out-thinking opponents. 

High quality live and synthetic collective training and experimentation will be vital for humans 

to understand the strengths, weaknesses and critical limitations of such AI systems while also 

providing  vital data to improve AI responses, including about human behaviors in the team 



Trust and assurance for artificial intelligence. 

The increasing array of capabilities of robotic and AI systems will be limited by not only what 

can be done, but also by what actors trust their machines to do. 

The more capable our AI systems are, the greater their ability to conduct local processing 

and respond to more abstract, higher level commands. The more we trust the AI, the 

lower the level of digital connectivity we will demand to maintain system control. 

Developing appropriate standards and robust assurance and certification regimes will be 

critical, along with effective mechanisms to demonstrate meaningful human accountability. 

Although legal obligations and policies are unlikely to cede an opponent military advantage 

in the near term, as future technologies emerge, particularly for systems supporting targeting 

and fires, we must consider the ethical and legal implications. 



Accessing skills and the race for technological advantage.

The major strategic issue for all actors – nations or technology 

giants – is a chronic skills shortage. 

There is a significant shortage of skilled graduates, software engineers and computer technology 

staff with the necessary skills to develop the full breadth of possible AI-enabled technologies. 

Early investment in education to generate subject matter expertise may represent the critical long 

term source of economic and military advantage for a nation. For some technologies, such as lethal 

effects or stealth, only the military will lead primary investment and must continue to do so for 

disruptive advantage. However, investment and development in the commercial sector will exceed 

Government research investment for other applications. 

The ability to exploit commercial technology developments in Defense-industrial partnerships faster



Trust is already hard



Trust is even harder when we add AI



Workforce views AI with caution 

AI is someone else's job

AI is may take my job

Both perspectives are ineffective to advancing AI capabilities



It is time to start building a relationship



How do you eat an elephant?



Hard Truth

AI is not possible without Automation



Leverage Enterprise RPA to build AI skills



Automation Practical Flow – Pre ML



Automation Maturity – Path to AI



Automation framework to decision AI



Automation Spectrum



Learning AI trust skills with RPA 



Conclusion

✓ Great power Competition is Changing how the workforce must operate

✓ Human-Machine teaming is inevitable

✓ The concept of AI can be daunting and opaque 

✓ Trust is a key element to wide-spread AI adoption

✓ AI STARTS WITH AUTOMATION

✓ Build Your AI Skillset with existing enterprise RPA 

✓ A workforce that understands automation will better understand how, when, and 

where to employ AI to achieve true human-machine teaming capabilities




